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学位论文中文摘要：
多核处理器的快速发展极大推动了大规模并发程序的广泛使用。从底层的操作系统到上层的应用程序、从服务器到客户端都大量使用并发处理。然而，并发程序开发的复杂性带来了严重的并发缺陷。死锁作为一类重要的并发缺陷，其发生会阻止程序的进一步运行，严重影响软件的可用性和可靠性。
死锁大量存在于多线程程序中。由于多线程程序执行的不确定性，程序开发中的内部测试不可能检测到所有的死锁，即已经发布的软件产品中仍然可能有死锁存在。因此，可用于已发布产品的在线预测性死锁检测变得十分必要。然而，目前已有的预测性死锁检测算法例如 MagicLock 和 Undead，都会在一个大的程序执行轨迹上直接进行指数级时间复杂度的死锁预测，因此会引入巨大的时间开销。这使得其只能被用于内部测试，很难部署到程序客户端。
本文提出了首个在线的预测性死锁检测算法 AirLock，可以用于程序开发过程中的内部测试，也可以在已经发布的软件产品上进行死锁预测。 AirLock 算法在程序执行过程中维护一个大小基本稳定的预测性可达关系图，其表示锁之间的可达性关系。在有死锁检测需求时， AirLock 算法首先执行一个多项式时间复杂度的检测算法用于在预测性可达关系图上找简单环（包括直接环和间接环）。在存在间接环的情况下， AirLock 在预测性可达关系图的极小子图上执行一个指数级的搜索算法重构直接环。最后， AirLock 为每个直接环构造相应的死锁。        

本文选取了 7 个真实的大规模程序作为测试集。在实验中， AirLock 算法具有测试的完备性，即可以检测到与 MagicLock 算法和 Undead 算法相同数目的死锁。在时间开销方面， AirLock 算法平均检测时间仅需被测程序运行时间的 3.5%，这一数据相比于 MagicLock 和 Undead 至少降低了三个数量级。在高频的死锁检测过程中，例如在检测周期为 5 秒时， AirLock 算法的时间开销小于 5%。实验结果有效验证了 AirLock 算法可以适用于软件客户端的在线预测性死锁检测，且可以在长时间运行的程序上进行死锁预测。
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Dynamic Prediction of Deadlocks in Multithreaded Programs
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学位论文英文摘要：
The rapid development of multicore processors has greatly promoted the widespread use of large-scale concurrency programs. From the bottom operating system to the top application, from the server to the client, a large number of concurrent processes are used. However, the complexity of concurrency program development brings serious concurrency bugs. As an important type of concurrency bugs, deadlock can prevent a program from running further, which seriously affects the availability and reliability of the software.
Deadlocks frequently exist in multithreaded programs. Due to the non-determinism of multithreaded executions, it is impossible to detect all deadlocks in in-house testing of the program development, and there may still be deadlocks in the released software. Therefore, on-the-fly deadlock prediction for released products becomes necessary. However, the existing deadlock prediction algorithms, such as MagicLock and Undead, directly perform an exponential-time deadlock detection on a large execution trace, and therefore introduce huge time overheads. It makes them impractical for enduser deployment, and only suitable for development time.
This thesis represents the first on-the-fly deadlock predictor, called AirLock, which is fit for both in-house testing and deployed programs. AirLock maintains a predictive lock reachability graph, whose size is basically stable during program execution. The predictive lock reachability graph represents the reachability relationship between locks. When deadlock detection is in need, AirLock first runs a polynomial-time algorithm to find simple cycles including direct cycles and indirect cycles on the predictive reachability graph. For the case of indirect cycles, an exponential-time search algorithm is executed to reconstruct their direct cycles on the minimal subgraphs of the predictive reachability graph. Finally, it constructs deadlocks for each direct cycle.
We selected 7 real-world large-scale programs as benchmarks. In our experiments, the detection of AirLock is maximality, that is, it can detect the same set of predictive deadlocks as that by MagicLock and Undead. In the term of time overhead, the detection time introduced by AirLock algorithm is only 3.5% of the program execution time, which is at least three orders of magnitude lower than that of MagicLock and Undead. For the frequent deadlock prediction, such as the detection period is up to 5 seconds, the time overhead is less than 5%. The experimental results effectively verify that the AirLock algorithm can be applied to on-the-fly deadlock prediction of software clients, and perform deadlock detection on long-running programs.
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