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摘要

随着信息技术的不断发展，信息化已经成为当今世界发展的必然趋势。软件作为信息化社会的核心，已经渗入到人类社会的方方面面。大到国家的航天、国防等关键领域，小到人们平时的网上购物和社交聊天，软件作为信息化社会的承载体，已经成为人类社会必不可少的一部分。随着软件的应用越来越广泛，功能越来越全面，作用越来越重要，软件的规模和复杂性也随之提升。因此，如何保障软件的安全性和可靠性已经成为了当今社会信息化研究中一重大问题。
软件测试是保障软件安全性和可靠性最为直接和有效的方式，而测试用例的生成是软件测试的核心所在。在软件测试领域，基于搜索的软件测试技术（Search-Based Software Testing, SBST）和符号执行技术（Symbolic Execution）被认为是最为有效的两种测试用例生成技术。在SBST中，测试用例的生成问题被转化为最优化问题。具体来说，SBST首先设计适度函数以评价候选测试用例的质量，然后利用启发式搜索算法搜索测试用例的最优解，该最优解用例即为目标测试用例。符号执行的核心思想是使用符号值代替实际的测试数据，在程序控制流图的基础上生成符号执行树，为目标路径建立以输入数据符号为变量的表达式，从而将测试用例的生成问题转化为可满足性问题，并使用约束求解器求解能够覆盖目标路径的测试用例。
SBST和符号执行两种软件测试技术都存在着各自的优点和缺点。符号执行是一种效率很高的测试用例生成技术，但是它的能力主要依赖于约束求解器的求解能力。复杂约束求解问题一直是制约符号执行技术发展的一个重要瓶颈。然而，SBST却能很好地处理这个问题。在SBST中，测试用例的生成问题被转化为搜索优化问题，因此，SBST在面对包含复杂约束的目标路径时，具有更好的适用性。SBST需要通过有效的启发式信息引导搜索过程从而得到最优的测试用例，如果通过被测程序难以获取充足的启发式信息，那么，启发式搜索算法就可能退化成为随机搜索算法，从而导致SBST效率低下（如：“平原问题”）。但是符号执行技术却能很好地缓解SBST面临的启发式信息不足的问题。由此可见，SBST和符号执行技术可以优势互补，两种测试技术的结合也被广泛应用于自动驾驶、系统架构测试等安全攸关的软件测试领域。本文致力于研究如何有效地将以上两种技术相结合，从而提升软件测试的能力和效率。
本文的研究成果和贡献主要有以下几点：
一、结合符号执行技术改进了SBST中遗传算法的遗传算子，提高了SBST的路径覆盖能力。传统的遗传算子具有太多的随机性和盲目性，这虽然保障了进化过程中测试用例的多样性，却也大大降低了搜索进化的效率。根据符号执行技术精确性的这一特性，我们在传统遗传算子中加入了符号执行的机制，在一定程度上降低了随机性和盲目性，提升了遗传算子的精确性，最终提升了传统SBST的路径覆盖能力。
二、提出了一个基于可进化尺度的SBST和符号执行技术的切换机制。SBST和符号执行结合的一个关键问题是如何在合适的时间选择合适的测试技术。针对这一问题，我们采用了可进化尺度对当前问题的可进化性进行衡量。若当前问题可进化性较强时则选取SBST，否则选取符号执行。此外，为了更好地发挥两种测试技术的优势，克服各自的缺陷，我们提出了一个结合SBST和符号执行技术的新的测试框架。针对SBST无法探测不可执行路径、搜索空间过大和测试用例生成效率较低等问题，我们利用符号执行技术对被测程序进行预处理，进一步提升了结合两种测试技术方法的路径覆盖能力，并在一定程度上改善了测试用例的生成效率。
三、提出了结合SBST和符号执行技术针对多路径覆盖测试用例生成的方法。根据相似路径的测试用例也具有相似性的特征，我们将多条目标路径根据相似度进行分组，从而减少SBST的冗余搜索过程。由于同组相似路径共享部分路径约束，我们结合符号执行技术，将共享约束添加到搜索空间中，削减了搜索空间，从而提升了软件测试的效率。同时，我们还利用符号执行对相似目标路径的分叉约束进行取反求解，提升了相似路径在测试用例生成之间的互助能力。此外，为了在并行环境中实现负载均衡，我们对分组策略进行了改进，对于路径相似度高的分组分配更多的目标路径，从而能够均衡各分组的负载，更加合理地利用计算资源。
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The Research of Combining Search-Based Software Testing and Symbolic Execution
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Abstract
With the development of information technology, informatization has become an inevitable trend. As the core of the information society, software has been applied into all walks of our life. From the safety-critical areas such as aerospace and national defence to the online shopping and social chatting, software has become an essential part of human society. However, with the increasing requirements and importance of software, the sale and complexity of software are also improved. So, how to guarantee the safety and reliability of software has turned into a serious problem in our world.
Software testing is one of the most important and effective means to guarantee the safety and reliability of software. The generation of test cases is the core of software testing. Among the available techniques for generating test cases, search-based software testing (SBST) and symbolic execution have been demonstrated to be the most two efficient techniques. SBST translates the problem of generating test cases into an optimization problem. A fitness function is first designed to evaluate the quality of candidate test cases. Then, a heuristic search algorithm is used to search the global optimal solution. This global optimal solution is exactly the target test case we need. The key idea behind symbolic execution is to use symbolic values, instead of concrete data values, as input and generate the execution tree based on the control-flow graph of the program. Then, the symbolic expressions of target paths can be obtained and the problem of generating test cases can be converted into a satisfiability problem. Finally, the underlying constraint solver can be used to generate the test cases that cover the target paths.
SBST, as well as symbolic execution, has its own strength and weakness. Symbolic execution is much more efficient than other techniques. However, it very much relies the underlying constraint solver, and how to solve complex constraints is the main limitation of symbolic execution. In SBST, the testing problem is regarded as an optimization problem, then the complex constraint solving problem can be avoided, which means SBST is more capable than symbolic execution on the programs with complex constraints. However, the search of SBST is based on the heuristic information. The heuristic search may degenerate into a random search if the heuristic information extracted from the programs under test is not sufficient (known as plateau problem). However, the problem of lacking heuristic information in SBST can be relieved by symbolic execution. As can be seen, SBST and symbolic execution are orthogonal, a combination may produce better results than the individual parts. The combination of these two testing techniques has also been widely used in the safety-critical areas such as automatic drive, system architecture testing and so on. In this thesis, we focus on combining SBST and symbolic execution to improve the capability and efficiency of software testing.
The main contributions of this thesis can be summarized as follows:
1. We improve the genetic operators in SBST by integrating symbolic execution into classic genetic operators in order to improve the capability and efficiency of covering paths in SBST. Classic genetic operators are mainly based on the randomness in order to guarantee the diversity of the test cases. However, the search will be inefficient if the heuristics are always obtained according to the randomness. We integrate symbolic execution into the genetic operators in SBST. The genetic operators can be improved by the precision calculation in symbolic execution and become more purposeful. Finally, the capability of SBST can be improved with our improved genetic operators.
2. We propose a novel switching mechanism between SBST and symbolic execution based on evolvability metric. The main challenge of combining SBST and symbolic execution is when to use the proper technique at the proper time. In order to tackle this problem, we use evolvability metric to measure the evolvability of the current program. If the evolvability value is greater than the threshold value we set, SBST is chosen to be used. Otherwise, symbolic execution is used to generate test cases. Moreover, a new framework is also proposed to help SBST detect the infeasible paths, cut down the search space and improve the efficiency of search with symbolic execution so that both SBST and symbolic execution can develop their advantages and overcome their shortcomings. Finally, the performance of the testing approach which combines these two techniques is improved further by our method.  
[bookmark: _GoBack]3. In order to cover multiple paths efficiently, we propose a new method by combining SBST and symbolic execution. Based on the assumption that similar paths may have similar test cases, we group the target paths based on the similarity in order to reduce the redundant searches in SBST. Since all the paths in the same group share common constraints, we cut down the search space by adding the common constraints and improve the efficiency of generating test cases for multiple paths. Symbolic execution is also used to solve the branch constraints between two similar target paths to improve the cooperation between them. Moreover, in order to achieve the load balancing, we improve the existing grouping strategies according to the difficulty of the search process of each group. More target paths are assigned to the higher similarity group instead of balancing the number of target paths in each group equally.
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