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学位论文中文摘要：
随着社会的日益网络化，社会经济秩序的正常运转离不开复杂网络系统的 支撑。典型的复杂网络包括社交网络、基础设施网络（电力网络、计算机网络、 路网、航空网络）、经济网络等。然而，网络化的系统更容易遭受攻击。攻击者利用节点间的耦合关系， 仅需攻击少量的节点就可造成大规模的网络瘫痪。此外， 网络使得谣言和病毒的传播速度更快、传播范围更广。因此，本文围绕网络安全性和网络监测展开，包括如下三个方面的研究内容：

1.（网络安全性的信息论度量）针对级联失效攻击，本文提出了网络阻力和 安全性指数以定量地刻画网络的安全性，并证明了网络阻力等于一维结构熵减 二维结构熵。实验结果表明网络阻力和安全性指数能够很好地刻画网络的安全 性。此工作对设计新型网络结构以及增强网络安全性有重大意义。

2.（网络监测）尽早发现谣言的传播并及时辟谣，对消除谣言造成的负面影 响有重要意义。本文考虑对网络中的节点进行监测，一旦某个被监测的节点转发了谣言，该谣言就被检测到了。同理，在通信网络中，一旦某个被监测的节点感染了病毒，该病毒就被检测到了。故本文定义网络监测问题为：选择限定数目的节点进行监测以极小化平均检测时间。本文分别采用独立级联模型和SIR模型对谣言和病毒的传播进行建模，将网络监测问题简化为k-中心问题进行求解，并提出限制搜索和自适应计算的算法框架来处理大规模网络。本文提出了两种限制搜索的策略，并通过实验验证了：（1）限制搜索和自适应计算能有效地解决k-中心问题；（2）将网络监测问题简化为k-中心问题进行求解是合理的。

3.（一类边际收益函数的近似计算）根据不同的感染概率，网络监测问题可 简化为一类中心性极大化问题。中心性极大化问题一般采用贪心迭代算法进行 求解，边际收益的近似计算对提高贪心迭代的效率有重要意义。本文针对一类和 网络监测相关的边际收益函数提出了两个无偏统计量，分析了相对误差，并提出 实现统计量的算法。算法中参数的选择需要兼顾效果和效率，且和具体的应用相 关。本文考虑将边际收益的近似值应用于限制搜索，并提出自适应算法以权衡效 果和效率，且对三个常见的边际收益函数进行了理论分析和实验验证。实验结果 表明，不同的网络结构对相对误差的要求不同，在演化机制包含偏好依附的网络中，较高的相对误差就能达到限制搜索的目标。在此类型的网络中，计算效率能 够得到极大的提升。此工作为大规模网络的监测提供了理论基础和实验依据。 

综上所述，本文：（1）针对级联失效攻击，提出了网络阻力和安全性指数以 度量网络的安全性。（2）针对谣言和计算机病毒的检测，将网络监测问题简化为 k-中心问题进行求解，并提出限制搜索和自适应计算的框架以解决大规模网络上 的监测问题。（3）针对一类和网络监测相关的边际收益函数，提出了两个无偏统 计量以近似计算边际收益，分析了相对误差，并提出实现统计量的算法。
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学位论文英文摘要：
As society becomes more networked than ever before, the stability of the socioeconomic order is increasingly inseparable from the support of complex network systems, such as social networks, infrastructure networks (electricity networks, computer networks, road networks, aviation networks), economic networks, etc. However, networked systems are more vulnerable to attack. An attacker only needs to attack a small number of nodes to cause large-scale network paralysis through the coupling relationship between nodes. Besides, rumors and viruses spread faster and more widely on networks. Therefore, the research in this article focuses on network security and network monitoring, including the following three aspects:
1. (Structural Information Measurement of Network Security) We propose network resistance and security index to quantitatively characterize the network‘s ability to resist cascading failure attacks and prove that resistance is equal to one-dimensional structural entropy minus two-dimensional structural entropy. The experimental results show that the network resistance and security index can describe the security of the network well. This work has great significance for the design of new network structure and the enhancement of network security.
2. (Network Monitoring) Identifying the spread of rumors as soon as possible and timely dismissing them are essential in eliminating the adverse effects caused by rumors. We consider monitoring some nodes in the network. Once a monitored node forwards a rumor, the rumor is detected. Similarly, in a communication network, once the virus infects a monitored node, we detect the virus. Therefore, we define the network monitoring problem as selecting a limited number of nodes for monitoring to minimize the average detection time. We use independent cascading models and SIR models to simulate the spread of rumors and viruses, simplify the network monitoring problem to the k-median problem and propose the framework of confined search and adaptive evaluation to deal with large-scale networks. We propose two strategies to confine search and experimentally verify that: (1) confined search and adaptive evaluation are effective for solving the k-median problem; (2) it is reasonable to simplify the network monitoring problem to the k-median problem.
3. (Approximation of a Class of Marginal Benefit Function) According to the different probability of infection, we can reduce the network monitoring problem to a class of centrality maximization problem. Greedy iteration is a general method to solve the centrality maximization problem. The approximate computation of marginal benefit is critical to improving the efficiency of greedy iteration. We propose two unbiased statistics for a class of marginal benefit function, analyze the relative error, and propose algorithms to realize the two statistics. The choice of parameters in the algorithm needs to consider both effect and efficiency and is related to the specific application. We aim to confine search and propose adaptive algorithms to make a trade-off between the effect and efficiency. We perform theoretical analysis and experimental verification on three common marginal benefit functions. The results show that the requirement for relative bias depends on the network structures. In the network whose evolution mechanism includes preference attachment, higher relative bias can meet the goal of confining search. In such a network, we can significantly improve the computational efficiency. This work provides a theoretical basis and experimental basis for large-scale network monitoring.
In summary, the main innovation in this paper includes: (1) For cascading failure attacks, we propose network resistance and security index to measure the security of networks. (2) For the detection of rumors and computer viruses, we simplify the network monitoring problem as a k-median problem and propose the framework of confined search and adaptive evaluation to deal with large-scale networks. (3) For a class of marginal benefit functions related to network monitoring, we propose two unbiased statistics to approximate the marginal benefit, analyze the relative error, introduce an algorithm to realize the statistics.
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