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学位论文中文摘要：

自中本聪提出比特币以后，区块链技术受到了越来越多的关注。结合智能合 约，区块链技术的应用变得越来越广泛。但是，由于以太坊等区块链平台的开放 性，很难编写安全且功能正确的智能合约。为了保证智能合约的安全性，已有许 多研究学者做了很多使用静态分析方法的工作来检测智能合约是否存在安全漏 洞，但是这一类方法均存在漏报、误报等情况，且无法保证智能合约的功能正确 性。诸如模型检测之类的形式验证已被证明是保证系统安全性和正确性的有效 方法。但现阶段采用模型检测之类的形式验证方法只考虑某些特定性质，或仅关 注某一特定类型系统的智能合约。

本文基于模型检测，对智能合约安全性与正确性验证问题进行研究，主要的 创新性工作包括：

（1） 本文提出了一种基于模型检测工具 VERDS 的框架 mcVer，以支持用以 太坊平台上合约语言 Solidity 编写的智能合约的验证。mcVer 框架不仅可以检 查一些典型的安全漏洞，还可以验证智能合约的多种性质。对于不满足的性质， mcVer 通过生成一个 Solidity 层的反例，为错误定位提供线索。

（2） mcVer 框架使用自动机对 Solidity 语言子集编写的智能合约进行了建模 并实现了智能合约到 VERDS 建模语言的自动转换，提高了验证合约一般性质的 自动化程度。

（3） 提出了场景定义语言和一种基于类自然语言的性质定义语言，并提供了 含场景定义及无场景定义两种验证模式，进一步降低了编写形式化规范的难度。

（4） 对拒绝服务攻击漏洞、交易顺序依赖漏洞和重入漏洞三种安全漏洞进行 了封装建模，实现了对它们的自动化检测。

（5） 本文将 mcVer 应用于包括含安全漏洞合约案例、竞拍的公平性案例和 权限控制合约案例等几个案例进行实例研究，实验结果证明 mcVer 具有灵活性 和有效性。
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学位论文英文摘要：

Since Satoshi Nakamoto proposed Bitcoin, more and more attention has been paid to blockchain technology. Combined with smart contracts, the application of blockchain techniques has grown broader. However, it is very diﬃcult to write secure and functionally correct smart contracts because of the openness of blockchain platforms such as Ethereum. In order to ensure the security of smart contracts, a lot of work using static analysis methods has been done by researchers to detect whether there are security vulnerabilities in smart contracts. Such kind of methods produce false negative and false positive results. It’s also difficult for them to guarantee the functional correctness of the smart contract. Formal verification techniques, such as model checking, has been proven to be effective ways of guaranteeing security and correctness of systems. However, most of the existing work, that uses formal verification methods such as model checking only considers some particular properties or only focuses on smart contracts in a specific filed system.

Based on model checking, this paper studies the security and correctness verification of smart contracts. The main constributions are listed as follows.

1) In this paper, a novel model checking tool VERDS based framework, called mcVer, has been proposed to support the verification of smart contracts running on Ethereum written in Solidity. The mcVer framework is able to not only check some typical security vulnerabilities, but also verify a variety of properties of smart contracts. For the properties that are not satisfied, mcVer produces a counter example by showing a sequence of statements in the original Solidity program as a hint for fault localization.

2) In mcVer, automata is used to model smart contracts written in the subset of Solidity language and the automatic transformation from automata network to the modeling language of VERDS is implemented, and therefore mcVer increase the degree of automation of verification for general properties of smart contracts.

3) This paper also proposes a scenario deﬁnition language and a natural languagebased speciﬁcation language to support verification under specific scenario or verification under no specific scenario, which further eases the diﬃculty of writing formal specification.

4) Vulnerabilities, including denail of service vulnerabilities, transaction order vulnerabilities, reentrancy vulnerabilities, are automatically modeled in mcVer and can be detected in a ”one-click” style.

5) This paper applied mcVer to several case studies, including detection of some typical security vulnerabilities, verification of fairness properties of auction contracts and a variety of properties of an access control smart contract, the results demonstrate the flexibility and eﬃciency of mcVer.
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