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学位论文中文摘要：
深度神经网络已经被应用于一些安全攸关领域, 如自动驾驶汽车、飞机防撞系统、恶意软件检测等。在这样的场景中, 对神经网络的鲁棒性 (即在输入上加入微小扰动后, 神经网络给出的分类结果不改变) 进行验证作为安全保障是很重要的。

为此, 研究人员提出了许多算法和工具。然而, 这些方法要么存在可扩展性问题, 即只能处理规模很小的深度神经网络, 要么存在精度问题, 即分析得到的神经元取值范围过于宽松, 导致性质不能得到验证。本文实现了符号传播技术, 对基于抽象解释的深度神经网络分析方法进行改进。更具体地说, 在抽象域的基础上, 神经元的值被符号化地表示, 并且由输入层前向传播到输出层。实验表明, 该方法具有明显更高的分析精度, 因此可以证明更严格的性质。此外, 本文还表明, 把使用抽象解释方法得出的隐藏神经元的取值范围约束应用到基于可满足性模理论的验证工具中, 可以提高其验证效率。

基于自研和开源的算法, 本文还开发了一个深度神经网络的鲁棒性验证平台, 称为 PRODeep。PRODeep 融合了基于约束求解、基于抽象解释和基于优化的鲁棒性验证算法。它具有模块化的架构, 易于扩展和使用, 对性质的描述提供了统一的输入方式, 使不同算法之间的比较变得容易, 并且通过对输入输出的可视化提高了易用性。通过实验, 本文展示了如何使用该工具, 以及这些技术的简单组合。

最后本文在 Racetrack 基准集上展开了关于异构软件系统的系统级安全性验证的案例研究。具体来说本文使用基于抽象解释的程序分析技术, 验证一个调用神经网络的 C 语言程序的系统级安全性。该案例研究的结果说明了本文中方法的有效性。
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学位论文英文摘要：
Deep neural networks (DNNs) have been applied in safety-critical domains such as self-driving cars, aircraft collision avoidance systems, malware detection, etc. In such scenarios, it is important to give a safety guarantee to the robustness property, namely that outputs are invariant under small perturbations on the inputs. 
For this purpose, several algorithms and tools have been developed recently. However, these approaches suffer from either the scalability problem, i.e., only small DNNs can be handled, or the precision problem, i.e., the obtained bounds are loose. This thesis improves on analyzing DNNs through the classic abstract interpretation technique, by the symbolic propagation technique.

More specifically, the activation values of neurons are represented symbolically and propagated forwardly from the input layer to the output layer. We show that our approach can achieve significantly higher precision and thus can prove more properties than using only abstract domains.

Moreover, we show that the bounds derived from our approach on the hidden neurons, when applied to a state-of-the-art SMT-based verification tool, can improve its performance.
In this thesis, we also present PRODeep, a platform for robustness verification of DNNs. 

PRODeep incorporates constraint-based, abstraction-based, and optimization-based robustness checking algorithms. It has a modular architecture, enabling easy comparison of different algorithms. With experimental results, we illustrate the use of the tool and the easy combination of those techniques. 
Furthermore, we conducted a case study on the verification of heterogeneous software systems on the Racetrack benchmark.  We use abstract interpretation-based program analysis techniques to verify the system-level safety of a C program that invokes a neural network. Finally, We show the effectiveness of our technique by this case study.
学位论文英文关键词：Formal Method, Software Verification, Abstract Interpretation, Deep Neu- ral Networks, Local Robustness
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