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学位论文中文摘要：

人类在自动化、智能化的发展潮流中，越来越多地将人工智能、机器学习等技术服务于生产和生活。其中，深度神经网络是近些年来最流行的机器学习模型之一，它被越来越多地应用到自动驾驶，医疗系统，恶意代码检测，飞机防碰撞系统等安全攸关的系统中。然而，神经网络的训练过程是数据驱动的，往往不能提供可靠的安全保证，神经网络中的漏洞，在安全攸关系统中可能会造成难以估量的损失。神经网络安全问题的研究，对于将神经网络用于安全攸关系统至关重要。在神经网络中，往往对正常样本的一个微小的扰动，就可能改变神经网络的行为，这种现象让我们格外关注神经网络在输入受到扰动时行为的稳定性，即鲁棒性。使用数学方法证明系统行为正确性的形式化验证技术，是评估神经网络鲁棒性的可靠手段。神经网络验证方法主要有约束求解和抽象方法两大类。本文的目标，是在神经网络鲁棒性验证的算法中寻求精度和效率的突破。本文的主要贡献，是基于抽象解释和利普希茨常数的神经网络鲁棒性验证的新算法。

本文提出了传统数值抽象域上的符号传播技术，并应用于ReLU神经网络的验证中。符号传播技术在抽象解释的执行过程中，储存并传播变量满足的仿射函数形式的约束，在逐层的抽象语义计算中精化抽象并保持随时更新，从而提升非关系型和弱关系型的数值抽象域的精度。针对符号传播的区间抽象域和全对称多胞体抽象域，我们具体分析了符号传播技术在ReLU神经网络的各种函数抽象中的精度提升。并且，我们将符号传播的抽象解释和基于SMT的验证方法相结合，利用符号传播给出的变量的上下界，缩减SMT问题求解中的非确定ReLU行为的搜索分支数量和变量赋值的搜索空间的大小，从而提升SMT问题的求解效率。实验结果表明，符号传播技术在区间抽象域和全对称多胞体抽象域上能够高效且显著地提升验证精度，可以验证更强的局部鲁棒性质，符号传播的抽象解释可以显著提升基于SMT的验证工具Reluplex的验证效率。

基于神经网络的利普希茨连续性，我们提出了使用神经网络的利普希茨常数验证全局鲁棒性和批量的局部鲁棒性质的验证算法。利普希茨常数刻画了神经网络行为变化剧烈程度的上界，我们可以通过神经网络的利普希茨常数推断神经网络所满足的全局鲁棒性质中的参数关系，从而快速可靠地验证全局鲁棒性，这是首个有严格可靠性保证的神经网络全局鲁棒性验证算法。随后，我们建立了全局鲁棒性和局部鲁棒性之间的联系，通过神经网络的全局鲁棒性和局部的行为，我们可以高效地给出一个可靠的以Lp范数球为鲁棒邻域的鲁棒半径，从而高效地验证大批量的局部鲁棒性质。实验中，我们的算法可以在一分钟内验证二十万个局部鲁棒性质，其效率远远超过了目前所有的验证方法。

基于抽象解释的神经网络验证方法在未成功验证性质时，我们提出了基于伪区域指导的精化技术来进一步对抽象语义进行精化。如果待验证的性质成立，那么待验证的性质取反与抽象语义的合取与神经网络的真实语义不交，这些约束对应的区域不能在真实语义中实现，因此被称为伪区域。通过对伪区域约束的线性规划，我们可以更新对抽象语义精化重要的变量的上下界，从而对抽象语义进行精化。基于伪区域指导的精化可以迭代进行，我们对该迭代过程中抽象语义的收敛行为做出了理论刻画。另外，基于伪区域指导的精化技术启发我们提出了首个有严格可靠性保证的神经网络概率局部鲁棒性的验证算法。实验结果表明，我们的基于伪区域指导的精化技术可以在很大程度上提升DeepPoly抽象域的抽象精度，验证显著更强的性质。将基于伪区域指导的精化用于概率局部鲁棒性的验证，我们的算法也有十分出色的性能。

本文提出的新算法，都具有较好的可扩展性。符号传播技术可以高效地使用在任何数值抽象域中。基于利普希茨常数的验证方法不依赖神经网络的结构，适用于任何Lp范数球的鲁棒邻域。基于伪区域指导的精化技术也同样适用于各种神经网络结构。我们还提出了首个具有严格可靠保证的全局鲁棒性和概率局部鲁棒性的验证算法。这些神经网络鲁棒性验证的新算法，在精度和效率上拓展了目前神经网络验证方法的边界，在多种类型的鲁棒性质验证中取得了突破。
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As the world is getting highly automated and intelligent, human beings tend to adopt artificial intelligence and machine learning to industry and daily life. In machine learning, one of the most popular models is deep neural networks. More and more safety-critical systems like autonomous vehicles, medical systems, malware detection, and aircraft collision avoidance systems rely on deep neural networks as an component. However, the training of deep neural networks is data-driven and cannot provide any safety or reliability guarantee. The potential bugs in a deep neural network may lead to an inestimable loss in a safety-critical system, which raises great concerns on its safety and security. In a deep neural network, a small (and even imperceptible) perturbation on a normal input may fool the network, so we are extremely interested in robustness, which refers to the stability of the behavior of a deep neural network when we add a perturbation to its inputs. Formal verification gives a mathematical proof to the correctness of a program or system, and it is a sound way to evaluate whether a deep neural network is robust. The methods in deep neural verification mainly include constraint solving and abstraction. We aim to seek for a breakthrough on the improvement of precision and efficiency in the algorithms for deep neural network verification. The main contribution of this dissertation is several new algorithms for robustness verification of deep neural notworks based on abstract interpretation and Lipschitz constants.

We propose the symbolic propagation technique on classical numerical abstract domains and adopt it to abstract interpretation based deep neural network verification with ReLU activation functions. During the computation in an abstract interpretation run, symbolic propagation preserves, propagates, and renews the affine function constraints satisfied by the variables, and these constraints are used for the refinement of the abstract element so that the precision of non-relational and weakly relational numerical abstract domains is improved. We provide a detailed analysis to the precision improvement with our symbolic propagation technique on Box and Zonotope domains in our deep neural network verification settings. Also, we combine our symbolic propagation technique with the SMT based verification methods, because the upper and lower bounds given by symbolic propagation help reduce the number of branches of uncertain ReLU behaviors and the space of the assignment of variables in the searching procedures of  SMT solving, and we can improve its efficiency. The experimental results show that Box and Zonotope domains achieve significantly higher precision and successfully verify much more stronger local robustness properties with the help of symbolic propagation. Also, symbolic propagation can provide a great improvement in efficiency to the SMT based verifier Reluplex.

Based on the Lipschitz continuity of deep neural networks, we propose a Lipschitz constant based method to verify global robustness properties and batch local robustness properties. The Lipschitz constant of a deep neural network is a description of the upper bound of how fast its behaviors vary under a perturbation, so we can infer the relation of the parameters in a global robustness property with its Lipschitz constant and efficiently verify a global robustness property. To the best of our knowledge, this is the first algorithm that verifies global robustness properties of deep neural networks with a strict soundness guarantee. What's more, we establish the connection between global robustness and local robustness. With a verified global robustness property and the local behavior of the deep neural network, we can infer a sound robustness radius of an Lp-norm ball efficiently, and we can verify batch local robustness properties in a very short time in this way. In the experiment, we can verify 200,000 local robustness properties on the same deep neural network within one minute, whose efficiency is supreme to all the current verification methods.

We propose spurious region guided refinement to further refine the abstract semantics when abstract interpretation fails to verify a property. If the property to be verified is actually satisfied, then the conjunction of the negation of the property and the abstract semantics does not intersect with the concrete semantics of the deep neural network, so this conjunction is called a spurious region, which cannot be realized in the concrete semantics. By conducting linear programming with the constraints of the spurious region, we can refine the range of important variables for the refinement of the abstract semantics. Spurious region guided refinement is an iterative procedure, and we provide a theoretical description to its convergence behavior. In addition, spurious region guided refinement motivates us to propose the first algorithm for probabilistic robustness of deep neural networks with a strict soundness guarantee. The experimental results show that spurious region guided refinement significantly improves the precision of DeepPoly and successfully verifies much more stronger properties. Also, the performance of spurious region guided refinement for probabilistic robustness verification is also outstanding.

The new algorithms we propose are all of high scalability. Symbolic propagation can be adopted to any numerical abstract domain in an efficient manner. The Lipschitz constant based methods do not have limitations on the structure of deep neural networks and they support general Lp-norm balls as the robustness region. Spurious region guided refinement is also adoptable to most deep nerual network structures. To the best of our knowledge, the algorithms for global robustness and probabilistic robustness we propose are the first with a strict soundness guarantee. These new algorithms for robustness verification of deep neural networks not only widen the boundary of the current verification methods in precision and efficiency, but also reach the new island of strictly sound global robustness and probabilistic robustness verification.
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