学位论文中文题目： 面向安卓异步组件的静态分析技术研究
学位论文作者中文姓名： 潘临杰
学位论文中文摘要：随着安卓手机的普及，基于安卓系统的各种应用程序快速渗透到人们的日常生活中。由于手机的硬件资源有限，部分应用程序在使用时容易出现卡顿的问题，影响用户体验。异步编程技术可以将消耗资源的操作置于后台线程，从而显著地提高应用的流畅度。为简化异步编程，安卓官方提供了多种异步组件。本文对安卓官方提供的异步组件进行了实证研究，结果表明这些异步组件被广泛应用于真实程序中。但是，异步组件使用不当会带来诸如内存泄漏、页面错误更新、电量浪费等各种问题，降低程序的鲁棒性。
为了检测与异步组件相关的错误，本文设计并开发了针对安卓的静态分析框架Androlic。在该框架的基础上，本文提出基于内联的分析策略以检测安卓程序中误用的异步组件。为提高分析效率，本文改进了内联策略，提出了基于摘要的分析策略。总体而言，本文的研究主要包括以下三个方面。

首先，针对安卓分析领域现有工具敏感性差异较大且不易扩展的问题，本文设计了流敏感、上下文敏感、对象敏感、数据成员敏感且路径敏感的静态分析框架Androlic。框架的核心部分由面向对象建模以及执行引擎组成。在分析过程中，框架模拟程序运行并实时更新模拟内存状态。通过实现框架预留的接口、改变框架配置，研究人员可以方便地开发自定义的程序分析工具，完成具体的分析任务。我们在20个真实应用程序上进行了实验，结果表明Androlic能够以较快的速度准确地对真实应用程序进行分析。
其次，本文以安卓中使用最广泛的异步组件AsyncTask为例，提出了异步组件的误用模式并开发了基于Androlic的面向异步组件的静态分析工具AsyncChecker。根据异步组件的特点，AsyncChecker在Androlic的基础上建立起面向异步组件的内存模型。考虑到异步组件相关代码在应用程序中的稀疏性，为提高分析效率，AsyncChecker进行有选择性的过程间分析。为验证AsyncChecker的有效性，本文使用AsyncChecker分析来自三个不同代码仓库的1759个真实应用程序。其中，1417个程序中存在异步组件的误用情况。
最后，本文对AsyncChecker进行了优化，提出了基于摘要的过程间分析策略。改进后的AsyncChecker首先为待分析的应用程序生成无环的方法调用图。随后根据异步组件操作的特点对其进行分类，并按照操作的类别为包含异步操作的方法设计出相应的摘要。和原有的基于内联的过程间分析策略相比，改进后的AsyncChecker以摘要替换被展开的方法，提高了分析效率。实验结果表明，基于摘要的分析策略可以在更短的时间内发现更多被误用的异步组件。
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学位论文英文题目：Asynchronous Component-Oriented Static Misuse Detection in Android Applications
学位论文作者英文姓名：Pan Linjie
学位论文英文摘要：With the popularity of Android mobile phones, a variety of applications based on Android system quickly penetrate into people's daily life. Due to the limited hardware resources of mobile phones, some applications are prone to jam, which affects the user experience. Via asynchronous programming, we can encapsulate the resource consuming operation in the background thread, which can significantly improve the fluency of the application. To simplify asynchronous programming, Android provides several asynchronous components. This paper makes an empirical study on these asynchronous components provided by Android, and the results show that these asynchronous components are widely used in real-world applications. However, the improper use of asynchronous components can lead to various problems such as memory leakage, wrong update, power waste and so on, which will reduce the robustness of the application. 

To check problems related to asynchronous components in Android applications, this paper designs and develops Android-oriented static analysis framework called Androlic. Based on the framework, we come up with an inline-based strategy to detect misused asynchronous components. Furthermore, we propose a summary-based strategy to improve the inline-based one. Specifically, this paper mainly focuses on three aspects.

First of all, this paper designs a static analysis framework called Androlic. The sensitivity of existing tools in Android analysis is quite different and most of these tools are difficult to expand. Androlic is flow, context, object, field and path-sensitive. Besides, it is easy to expand. The core of the Androlic consists of object-oriented memory model and symbol execution engine. In the analysis process, the framework simulates program execution and updates the memory state. By implementing the interface of Androlic and setting up the configuration items, researchers can easily develop custom program analysis tools to complete specific analysis tasks. This paper evaluate Androlic on 20 real-world applications. The experimental results show that Androlic can analyze these applications accurately and quickly.

Secondly, this paper implements AsyncChecker, a static analysis tool for asynchronous components based on Androlic. Taking AsyncTask, the most widely used asynchronous component in Android, as an example, this paper proposes the misuse pattern of asynchronous components. According to the characteristics of asynchronous components, AsyncChecker extends the memory model of Androlic. Considering the sparsity of asynchronous related code in applications, AsyncChecker conducts partial inter-procedural analysis to improve efficiency. To verify the effectiveness of AsyncChecker, this paper evaluates AsyncChecker on 1759 real-world applications from three different code repositories. Among them, 1417 applications have at least one misused asynchronous components.

Finally, this paper optimizes AsyncChecker and proposes a summary-based inter-procedural analysis strategy. The improved tool firstly generates a directed acyclic call graph for applications under analysis. Then it classifies the async-related operations and produces specific summaries for methods containing these operations. Compared with the original inline-based strategy, the summary-based one denotes invoked methods with summaries instead of unfolding them, which improves the analysis efficiency. Experimental results show that the summary-based strategy can find more misused asynchronous components in a shorter time compared with inline-based one.
学位论文英文关键词：Static Analysis, Asynchronous Component, Android, Summary, Inline
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