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学位论文中文摘要：
随着人工智能技术的发展，基于机器学习技术构建的智能软件广泛应用于人们日常生活之中，如智能招聘、贷款审查等决策领域。然而，研究人员发现，该类智能软件在实际运行过程中，经常对少数群体做出不公平的决策，造成不良的社会影响。因此从软件工程的角度出发，设计高效、适用性广的机器学习模型公平性测试算法，在机器学习软件交付之前进行充分的公平性测试，尽可能多、 快地发现机器学习软件的歧视实例，成为智能软件测试领域亟待解决的问题。 
为解决该问题，本文从黑盒测试的角度出发，提出一种基于深度强化学习的 机器学习模型公平性测试方法。具体而言，机器学习模型公平性测试问题可以被 建立成强化学习问题，待测黑盒机器学习模型作为环境的一部分，强化学习智能 体作为学习歧视实例生成策略，待测模型正在执行的测试输入作为环境的状态。 首先，智能体从观测到环境的初始状态出发，执行动作并输入环境，环境则根据 智能体执行的动作生成下一个状态，并将下一状态输入待测模型；环境根据下一 个状态是否产生歧视反馈相应的奖励给智能体，而智能体在接收到环境反馈的 奖励和观测到的下一个状态后，更新自身策略，进入下一轮迭代。智能体在与环 境的不断交互中，通过最大化期望累积奖励，学习待测黑盒机器学习模型的最优 个体歧视实例生成策略，减小测试代价。 
本文的贡献和创新性可以总结如下:

一、提出一种基于强化学习的黑盒机器学习模型公平性测试框架，并为该框 架建立了马尔可夫决策过程理论模型(FTMDP)。同时，本文首次将强化学习应 用于测试基于机器学习的智能软件。 

二、基于深度Q网络实现了上述测试框架，实现了工具RLF。该框架具有良好的可扩展性，可以灵活地应用于其它机器学习模型测试问题，为智能软件测试研究提供了新的思路。 

三、我们在 3 个公平性测试基准数据集、12 个待测模型上，对比评估了本文所提出的方法生成歧视实例的效率。实验结果表明，本文所提出的方法可以在更短的时间内生成更多的歧视实例。该方法的歧视实例生成效率比目前最好的黑盒公平性测试算法高10.46倍，生成的测试集合中的歧视实例比例平均高1.46倍;比白盒方法在生成歧视实例的效率高10.03倍，生成歧视实例的比值高1.33倍。同时，通过重训练技术将待测神经网络模型的公平性提高了23.06% 到33.4%。 
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学位论文英文摘要：
With the development of artificial intelligence, intelligent software systems built on machine learning technologies are widely used in people’s daily lives, such as in intelligent recruitment, loan review, and other decision-making fields. However, it has been found that such a software system may run and make unfair decisions towards a specific minority group, which could cause adverse social impact. Therefore, in the field of intelligent software testing, it become an urgent problem how to design efficient and widely applicable testing algorithms for machine learning models, that can be used to test a machine learning software system before it is released and discover as many discriminatory instances of it as quickly as possible. 

To solve this problem, from the perspective of black-box testing, we present a systematic approach of testing the fairness of a machine learning based on deep reinforcement learning. In particular, the fairness testing problem can be characterized as a reinforcement learning problem, where the machine learning model under test (MUT) is regarded as a part of the environment, the reinforcement learning agent learns a policy of generating discriminatory instances of the MUT, and the test input that is currently executed on the MUT is regarded as the current state of the environment. The agent starts from an initial state observed from the environment and takes an action to the environment, and then the environment generates the next state. The environment responds to the agent with a corresponding reward according to whether the next state is a discriminatory instance, and then the agent updates its policy after receiving the state and reward from the environment. Through iterations of such interactions, the agent learns an optimal policy to generate individual discriminatory instances of the MUT with less test consumption. 

The contributions this paper can be summarized as follows: 

1. We present a reinforcement learning based framework for black-box fairness testing of machine learning models, and establish Markov decision process model for the framework. To the best of our knowledge, this is the first time that reinforcement learning is adopted for testing the machine learning based intelligent software system.

2. We implement our reinforcement learning based black-box fairness testing framework using Deep Q-Network as the underlying learning engine，and the tool RLF is implemented. We conjecture that our reinforcement-learning based framework can be flexibly extended for testing other aspects of machine learning models, and thus open a way of research in the field of intelligent software testing. 

3. We compare and evaluate our approach in the aspect of the efficiency for generating discriminatory instances with 12 machine learning models trained on 3 benchmark datasets from the fairness testing literature. The experimental results show that our approach can detect more individual discriminatory instances within less time consumption. Our method’s discriminatory instance generation efficiency is 10.46 times higher than the current state-of-the-art black-box fairness testing algorithms and 10.03 times higher than the state-of-the-art white-box method on average. The proportion of discriminatory instances at test set generated by our approach is 1.46 times higher than the black-box methods and 1.33 times higher than the white-box method on aver- age. Moreover, the fairness of neural networks among 12 models under test is improved from 23.06% to 33.4% through retraining with individual discriminatory instances. 
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