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The Opacity of Real-time Automata

Lingtai Wang, Naijun Zhan, and Jie An

Abstract—Opacity is an important property on information
flow to guarantee that a system under attack keeps its “secrets”,
possibly subsets of traces (language-based opacity) or subsets of
states (state-based opacity), opaque to the outside intruder with
partial observability. In this paper, we investigate the opacity
problems of real-time automata (RTA), which is a popular model
for real-time systems. In order to prove that the language-
opacity problem of RTA is decidable, we introduce the notion
of trace-equivalence and then translate RTA into finite-state
automata (FA) with timed alphabets. Besides, we also introduce
the notions of partitioned timed alphabet and language to
guarantee trace equivalence is preserved by complementation
and product operations over FA with timed alphabets. Thus, our
decision procedure can be sketched as follows: first, translate the
RTA to model a system under attack and the RTA to specify
the secret behaviour of the system into FA, respectively; then,
compute another FA, which accepts all traces accepted by the
first FA, but not by the second one; afterwards, project these FA
onto the given observable set; finally, unify the alphabets of these
FA such that for any two timed actions with the same event, their
time parts do not have any overlap. Thus, whether the original
system is language-opaque with respect to the secret RTA and
the observable set is reduced to the inclusion problem of regular
languages. Similarly, we can show decidability of initial-opacity
of RTA.

Index Terms—Real-time automata, language-opacity, initial-
state opacity, decidability, trace-equivalence

I. INTRODUCTION

A S network communications and online services are ubiq-
uitous in modern life, security and privacy have become
more and more important. Opacity is an information flow
property aiming at keeping the “secret” of a system opaque
to its outsider (called the intruder, who is believed to know
everything about the structure of the system, but only has
partial observability over it). Once the intruder has observed
the execution, he can get an estimation whether the execution
belongs to the secret. There are two types of secrets: subsets
of traces and subsets of states. Opacity properties are divided
into language-based opacity and state-based opacity, according
to in which type the secrets are.

A system is called language-opaque if an intruder with
partial observability can never determine whether a trace of
the system is secret no matter what he has observed, while a
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system is called initial-state opaque if the intruder is unable
to determine whether it starts from a secret state.

The notion of opacity was firstly introduced in the context
of security protocols in [1]. Opacity has then been modelled
in Petri nets (PNs), for example, in [2] it is proved that the
problems of initial-opacity, final-opacity and always-opacity
are all decidable if the set of all markings reachable from
any initial markings is finite. In [3], an approach based on
basis reachability graph (BRG) was proposed so that initial-
state opacity of bounded PNs can be verified. In [4], the
authors generalised opacity to labelled transition systems and
proved that opacity is undecidable in such systems. To this
end, they further proposed a decidable approximation to the
original opacity, which was named as under/over-opacity. In
the framework of automata, verification of initial-opacity is
PSPACE-complete [5]. State estimators are constructed in [5]-
[8] for verification of different kinds of state-based opacity.
Probabilistic models are also taken into consideration, such as
[91-[12].

In [13], the notion of opacity was first extended to time
settings, with the result that the language-based opacity prob-
lem is already undecidable for a very restrictive class of event
recording timed automata (ERA).

As time is an important attack vector against secure systems,
we still would like to consider the language-based and initial-
state based opacity problems on a timed model. In this paper,
we concentrate on real-time automata (RTA) [14], a subclass
of timed automata with a single clock to be reset at each
transition, which can be regarded as finite automata with time
information for each transition. RTA is a popular model for
real-time systems. Note that RTA is not comparable with ERA
as pointed out in [14].

In this paper, we show that the language-opacity problem
of RTA is decidable by reduction to the inclusion problem of
regular languages, which is decidable from automata theory
[15]. The basic idea can be sketched as follows: First, we
introduce the notion of trace-equivalence between languages
of RTA and finite-state automata (FA) with timed alphabets.
Second, in order to guarantee trace-equivalence to be preserved
by the complementation and product operation over FA with
timed alphabets, we introduce the concepts of partitioned
timed alphabet and partitioned language. So refined FA with
partitioned timed alphabet are constructed. Third, we define a
projection operation on FA onto the given observable set .,
by removing all unobservable transitions and merging their
time durations into the subsequent observable transition.

Given A (the system under attack), A (specifying secret
behaviours) and Y, (the observables), the whole process is
shown below, where 0 stands for translation from RTA to FA,
1 for refinement by partition, 2 for complementation, 3 for
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production, and 4 for projection.
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Among those automata, 3,; accepts the language trace-
equivalent to L(A) \ Ls(A), and Bj,e accepts the language
trace-equivalent to Py, ;(L(A))\ Ps, +(L(A)\L;(Ay)). Thus,
the original A is language-opaque with respect to L¢(.A;) and
Yo iff L¢(Bfinar) is empty.

Besides, the decidability of the initial-state opacity of RTA
can be proved by reduction to the inclusion problem of regular
languages similarly.

Related work: The technique used in our work is similar
to Dima’s in [14] to establish Kleene Theorem and Pumping
Lemma for RTA. In [14], the Floyd-Warshall algorithm and
partition are used for transforming an augmented RTA into
a stuttering-free one and then into a deterministic one, for
a given RTA, so that the resulted RTA is closed under
complementation, which can correspond to an FA. In our
work, we consider the opacity problems of RTA. To this
end, partition is used to eliminate overlap of time domains
so that a trace-equivalence between RTA and FA can be
preserved by their product and complementation operations; in
addition, the Floyd-Warshall algorithm is utilized only once for
merging successive unobservable transitions and constructing
the projection of FA. So, the complexity of Dima’s approach is
much higher than ours, with his approach, the number of states
in the stuttering-free one is n = 2/*! . ||, and the number of
states in the deterministic one is at most 3.

Organization: The remainder of this paper is orga-
nized as follows. In Section II, we recall preliminaries in-
cluding FA, regular expressions, RTA, and the problems of
language/initial-opacity of RTA. Translation from RTA to FA
preserving trace-equivalence is introduced in Section III. Sec-
tion IV provides the method to project an FA obtained in the
previous section onto an observable alphabet. In Section V we
come to the conclusion that the problems of language/initial-
opacity are decidable for RTA, and provide a very simple
example for illustration. A prototypical implementation is
presented in Section VI, and Section VII concludes this paper.

II. PRELIMINARIES

We use R>p, Q>p, and N to denote the set of nonnega-
tive real numbers, nonnegative rational numbers, and natural
numbers respectively.

Let 3, a set of events, be the alphabet. A word or string
over ¥ is a finite sequence w = 0103 ...0,, wWhere 0; € ¥
fori=1,2,...,n. |w| = n is the length of w. ¢ is the empty
word, with |e| = 0. ¥* is the set of all the finite words over
Y including €. L is a language over ¥ if L C ¥*.

Commonly-used operations on languages include union,
intersection, and difference as in set theory, as well as con-
catenation, Kleene closure and projection defined below:

Concatenation: Let Ly, Lo C X*, the concatenation L, -
Lo ={s1-52| 81 € L1 Asa € Lo}. The “” can be omitted if
no confusion.

Kleene closure: Let L C ¥, and L° = {e}, L* = (LF~1)L
for k > 0, then the Kleene closure of L is L* = (J, oy Lk =
{eJULULLU---.

Projection: Given Y and a subset ¥, C 3, we can define a
projection P, : ¥* — X%, where

P,(e)=¢
P,(os) = {UPO(S)’

Given any B C ¥* and C' C X%, the image of B under P, is
P,(B) ={P,(s) | s € B} C ¥% and the inverse image of C
under P, is P, 1(C) ={s e X* | P,(s) € C} C X"
Consider the alphabet ¥ x R>q. A timed word over ¥ is
a finite word over the alphabet X x R>q with the form of
wt = (0'1,t1)(0’2,t2) . (O’n,tn), where 0 S tl S tQ S e S
t,, meaning that o; occurs at ¢; successively for 1 <17 < n.
TW*(X) denotes the set of all timed words over ¥. A subset
of TW*(X) is a timed language. If ¥, C X is the observ-
able alphabet, Py, denotes the projection from TW*(X)
into TW*(%,). For example, if w; = (a,2)(b,3)(a,5)(b,8),
P{b},t(wt) = (bv 3)(bv 8) and P{a},t(wt) = (a7 2)(0” 5)

if 0 €%,

~,foroce X and s € XF.
otherwise

A. Finite-state automata and regular expressions

Automata is a kind of well-known and commonly used mod-
el to study discrete transition systems and their behaviours.
Finite-state automata (FA) are automata with finite states,
including deterministic and non-deterministic ones.

Definition 1: o A deterministic finite-state automaton

(DFA) is a 5-tuple Ay = (5,3, 9, s, F'), where
— S is a finite set of states;
— X is a finite alphabet;
- 0:8x X — S is the transition relation, a partial
function on S x X;
— 8 € S is the initial state; and
— F C S is the set of accepting states.

e A non-deterministic finite-state automaton (NFA) is a 5-
tuple A, = (S,X U {e}, d, Init, F'), where
— S is a finite set of states;
— X is a finite alphabet;
§:8 x (XU {e}) — 27 is the transition function;
Init C S is the set of initial states; and
— F C S is the set of accepting states.

Obviously, a DFA can be viewed as a special kind of NFA,
where there is only one initial state, one or zero state in each
d(s,0), and no e-transition.

For an NFA A, (s1,0,s2) is called a o-transition if so €
d(s1,0). Pre, and Post, denotes the set of states from which
and to which are o-transitions respectively.

A run of A is either a single state so where sg € Init, or a
sequence Sg EN S1 LN sy, where n > 0, sg € Init,
o; € XU{e} and s; € §(s;_1,0;—1) for 1 < i < n. An
accepting run is a run ending in a state s, € F.

The trace of a run p is a finite word over X, written as
trace(p). trace(sp) is €, and the frace of the sequence from
So to s, is a finite word obtained by projecting o102 ...0,
onto 3, that is, the string ajas ... a,, obtained by removing
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each ¢ from 0109 ...0,; hence the length of the trace is m,
less than or equal to n.

Let Tr(so) be the set of traces of runs from sg, and 7r(Sp)
be the set of traces of runs from any state sg € Sp.

The language generated by A, denoted by L(.A), is the set
of traces of runs of A, ie., L(A) = Tr(Init); the language
accepted by A, denoted by Ls(A), is the set of traces of
accepting runs. A language is said to be regular if it can be
accepted by a finite-state automaton.

Regular expressions is another way to define regular lan-
guages.

Definition 2: Regular expressions over alphabet ¥ can be
defined recursively as follows:

1. (Base Clause.) 0, €, o € ¥ are regular expressions, where
() denotes the empty set, € denotes the set {¢}, and o
denotes the set {o} for o € X.

2. (Inductive Clause.) If , 71, o are regular expressions, so
are ry-To, 11 + 72, *. 71 -T2 denotes the concatenation of
the languages defined by 7; and re, 1 + 75 denotes the
union of the two languages, and r* denotes the Kleene
closure of the language defined by r.

3. (External Clause.) Regular expressions can only be con-
structed by applying 1 and 2.

Theorem 2.1 (Kleene’s Theorem): Any regular language is
accepted by an FA; any language accepted by an FA is regular.

1) Complementation and product over DFA: Two automa-
ta are called language-equivalent, or equivalent for short,
if they generate and accept the same languages. An NFA
Ap = (S,%, 6, Init, F') can be transformed into an equivalent
DFA Ay = (5',%,8,Init', F') defined below. Let eR(s,¢)
denote the set of states which are reachable from state s via
no transitions or only e-transitions, and ¢R(s,o) the set of
states which are reachable from state s via one o-transition
together with e-transitions before and after it. Then in Ay,
S = 2% §(S1,0) = U eR(s1,0); Init = eR(sg,¢);
F'={S;|S1NF#0}

Consider a DFA A = (S,%,0, so, F'). The complement
automaton AP which accepts Ly(A)¢ = X* \ L¢(A) can
be constructed as follows:

51€851

1. Augment S with a new state s, ¢ .S;

2. Augment J such that it becomes a total function, denoted
as 0. For all (s,0) € S x X, if 6(s,0) is defined,
let 5" (s,0) = d(s,a); if §(s,o) is not defined, let
0P ($,0) = Spew- AlSO 0(Spew, ) = Snew for each o €
3. After that ¥* becomes the language generated, while
the language accepted keeps unchanged;

3. Let (S'\ F) U{snew} be the set of accepting states.

To sum up, A" = (SU{Suew }, B, 0™, 50, S\ FU{Spew})-

Given two DFA A; = (S1,%1,61, 50,1, F1) and Ay = (Ss,
Y9, 082, 50,2, F2) with S1 N Sy = (), the product of A; and As
is AP = Ay x Ay = (SP, 3P, 6P, s, FP), defined as follows:
SP = Sl X 52; P = 21 n 22, oP ((81782),0') = (811,8/2) if
d(s1,0) = 8| and d(s2,0) = s, and is not defined otherwise;
Sg—(501,502) FP = F1><F2.

Lf(.Al X Ag) = Lf(.Al) N Lf(.Az).

B. Real-time automata (RTA)

RTA are very similar to classical automata despite their
taking time into account as well. We can easily get an RTA
by attaching time information to each transition of a given
automaton.

Definition 3: An RTA is a 6-tuple A =
), where

(S,3, A, Init, F,

- S is a finite set of states;

- X is a finite alphabet;

- A C S x X xS is the transition relation;

- Init C S is the set of initial states;

- F C S is the set of accepting states; and

- A — 2820\ {()} is the time labelling function.

Transitions (s1,0,s2) € A are called o-transitions. Pre,
and Post, denotes the set of states from which and to which
are o-transitions respectively.

A run of A is either 2 single initial state so € Init or a

finite sequence p = sg —> S1 /\—> —> Sp Where n > 0,
2

so € Init, (s;_1,0, sl) E A, and \; c w(si—1,04,8;) for
1<i<n.

The trace of a run p, denoted by trace(p), is a timed word
defined as follows: trace(sg) = & where subscript “t” is used
to emphasize the time factor; if p = s —> 51320 s,

)\2 )\n
trace(p) = (o1,t1)(02,t2) ... (0p,tn) Where t; = 23:1 A

for 1 <i<n.

Let Tr(sp) be the set of traces of runs from sg, and
Tr(Sp) be the set of traces of runs from any state sy € S.
Then languages generated and accepted by A can be defined:
L(A) = Tr(Init) = U, e Tr(50), and Ly (A) = {trace(p) |
p starts from so € Sy and ends in sy € F'}.

Example 1: Consider the two RTA in Figure 1. In A,
Tr(so) = {e} U {(a,ta) | ta € [1,2]} U {(a,ty)(b,ts) |

€ [1,2],tp — tq € [2,3]}, and Tr(s3z) = {e:} U {(b, 1) |
ty, € [3,4]}. Ay generates L(A;) = Tr(so) U Tr(s3); and A,
accepts Ly(A1) = {(a,ta) - (b,ts) | ta € [1,2],ty — ta €
2,31} U {(b,te) | t € [3,4]}.

In Ay, let a* = {5} U Ukzl{(a” tl) o (a,tk) | t; —ti—1 €
[1,2]} (to = 0), and a*b = a* - (b, t,) where t;, € [3,5]. Then
Tr(sy) = a* Ua*b; L(As) = Tr(s(); Ly(Az) = a*b.

9@\
NOR RO GG

(a) A (b) Az

a [1,2]

Fig. 1: RTA A; and As

C. Language and initial-state opacity of RTA

Given an RTA A = (S,X, A, Init, F, 1) and an observable
alphabet ¥, C X, although L(.A) is generated, intruders can
only observe timed words in Ps_ ;(L(.A)).
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Suppose we have a secret timed language, Lgecer, Over 2. In
this case, can intruders make sure that a trace of the system
falls into the secret set L., according to what they have
observed? This is considered in the language-opacity problem.
Similarly, suppose we have some secret states, Secer C S.
The problem of initial-state opacity (initial-opacity for short)
considers whether intruders can make sure that a trace starts
from Sjcre. Formally,

Definition 4: Given an RTA A = (S,%, A, Init, F, 1), an
observable alphabet >, C X, a secret timed language Lgecrer
over X and a secret set of states Sgecrer C S,

« Language-opacity: A is language-opaque with respect

t0 Liecrer and X, iff for all wy € L(A) N Lyeerer, Jw) €
L(A) \ Lgecrer S:t.

Pg,i(w) = P, (w}),
equivalently,
Ps, t(L(A) O Lyecrer) © P, (L(A) \ Lyecrer), or
Pg, t(L(A)) € Ps,t(L(A) \ Lyecrer)-

« Initial-state opacity: A is initial-state opaque with re-
spect to Ssecre; and X, iff for all sg € Init M Syeerer and all
wy € Tr(sp), sy € Init \ Ssecrer, Wy, € Tr(s() s.t.

Py, t(wi) = Py, 1(w}),
equivalently,
Ps, «(Tr(Init N Ssecrer))) C Py, «(Tr(Init \ Syecrer)), oF

PEmt(L(A)) c PEo,t(Tr(lnit\ Sxecret))-

o The language-opacity problem of RTA: Is an RTA A
= (S,%, A, nit, F, ;1) language-opaque with respect to
some given secret timed language L. and X, C X?

o The initial-state opacity problem of RTA: Is an RTA
A= (5,5, A, Init, F, 11) initial-state opaque with respect
to some given secret set Syecer C S and X, C 3?

Example 2: We still consider the automata .4; shown in
Figure 1(a). Let ¥, = {b}, Lyecrer = {(a,ta) - (bytp) | 1 <
g <3N2< 8, < 5}a and Ssecret = {33}

Firstly, A; is not language-opaque with respect to Lpcrer
and X,. This is because there only exists w; = (a,2) - (b,5)
in L(A,) satisfying Py, ;(w) = (b,5) and wy is from Lyecre.
So if Py +(w:) = (b,5), we can easily know that the trace is
w = (a,2) - (b,5) and the run is p = sg % 51 % So. Thus,
the secret is exposed in this case.

From another perspective, L(A1) N Leerer = {(a,tq) -
(b,tb) ‘ te € [1,2],tb — 14 € [2,3]}, and L(Al) \ Lecret =
{e:} U{(a,ta) | ta € [1,2]} U {(b,ts) | t» € [3,4]}. The
projections are Py, ;(L(A1) N Lyecrer) = {(b,t) | t € [3,5]},
Ps, ((L(A1) \ Lgecrer) = {ei} U {(b,t) | t € [3,4]}, and
Ps, (L(A1)) = {e:F U {(b,t) | t € [3,5]}. So A; is not
language-opaque with respect to Lgecre; and X,,.

Secondly, A; is initial-opaque with respect to Sy.; and
Y,. This is because for any w; = (b, %) in Tr(sz) with 3 <
tp < 4, there always exists w; = (a,1) - (b,t, — 1) € Tr(so)

such that Ps;, (w}) = Py, (w;), whose corresponding run is
a .
P =50 T) s1 — so. Hence the secret is concealed.
tp—1

From another perspective, Py, (Tr(so)) = {e:} U {(b, 1) |
t € [3,5]}, and Ps, (Tr(ss)) = {e:} U{(b,t) | t € [3,4]}.
So A; is initial-opaque with respect t0 Sy = {s3} and
¥, = {b}.

III. FROM RTA TO FA

In this section we construct FA from RTA, such that their
languages are “equivalent” in some sense, which is called
the trace-equivalence relation in this paper. Also, we put
some restriction on the alphabet of the derived FA, called
the partitioned alphabet, so that product and complementation
operations still work on those FA.

A. Trace-equivalence relation

RTA and FA are similar in their structure, except that
RTA maintain time information as well. Thus it is natural to
consider the transformation of an RTA into its corresponding
FA, by attaching time information to the respective event in
each transition, in order to utilize the existing results of FA.

We first introduce the concept of trace-equivalence between
a timed language over a finite alphabet > and a language over
the alphabet ¥; = (J, {0} x T, where each Ty is a finite
subset of 28>0, ¥, is called a rimed alphabet. 3 is finite as
Y is finite and 71}, is finite for each o € .

Given a fixed word w = (01, A1) - (02, A2) - ... - (o0, An),
where A; C R>g and A; # (), we write [w] to denote the set
of all the timed words of the form w; = (o1,t1)-(02,t2) .. .-
(opn,tn) with t1 € Ay and (t; —t;_1) € A; for 1 <i < n.

Definition 5: Given L, a timed language over X, and Lo,
a language over ¥y = (J,y{0} x T,, where each T, is a
finite subset of 28>0, [, is said to be trace-equivalent to L1,
denoted by Lo =, L, if

o ¢4 € Ly iff ¢ € Lo;

o if any timed word w; = (01,t1) - (02,t2) ... (op,tn) €
L4, then there exists some w = (01,A1) - (02,A2) ... -
(on,Ay) € Lo such that w; € [w];

o if w= (0'17/\1) : (CI,Q,AQ) e (G,n,An) € Lo, then all
timed words w; € [w] are in L4, i.e., [w] C L;.

B. A first trial: directly derived FA

Given an RTA A = (S, X, A, Init, F, i), an FA B = (5, %,
§,Ini, F') can be directly built which has the same sets
of states, initial states and accepting states as A, that is,
S" = S, Inif = Init, and F' = F. The difference is that
time information of each transition described by p in A is
transferred into its label in B. Formally, ¥; = J e {0} x Ty,
where T, = {u(s,0,s") | A(s,0,5") € A}, and §(s, (0,A)) =
{s" | 3(s,0,8") € AAu(s,o0,s") = A}. B constructed as above
is called the directly derived FA from A. By is constructed
same as B except that its accepting states is set to be .S. This
means that By accepts L(B).

Lemma 3.1: L(B) =~ L(A), and L;(B) =, L;(A).

Proof: If ¢, € L(A), a possible run is sg € Init. Thus,

so € Inif'. It means that B has a run s, whose trace is e,
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i.e., € € L(B). On the other hand, suppose ¢ € L(B), which

implies there exists an initial state so € Init’. It follows that

so € Init. Hence, ¢; € L(A)
Ifwt (O’l,tl) (02,t2)

(O'na
run of A, sayp—so—>51 7

On

t,) € L(A), there exists a

. Sn, such that

to—t1 tn—tn_1

so € Init, (sl_l,oz,sl) € Aand t; —t;—1 € p(si—1,04,58;)

for 1 < i < n. So there exists a run of B from sq € Init,

(o1,A1) (o2,A2) (on,An)
1 .

that is, p’ = sg Sy, where
A; = p(si—1,04,8;) for 1 <i < n. Thus, there exists a trace
w = (01,A1)-(02,A2)-...-(0n, Ap,) € L(B) such that t; € A4
and (t; —t;—1) € A; for 1 < i < n, in other words, w; € [w].

Given a word w = (01,A1) - (02,A2) - ... - (on,Ap) €
o1,A1) st (o2,A2)

L(B), there must be a run of the form s
TL7ATL .

. Lomhn), sn, where so € Inif'. Hence (s;_1,04,8;) € A

and u(si_l,az, s;) = A; for 1 < ¢ < n. It follows that for

any t1, to, ..., t, such that t; € A1 and (t; — t;— 1) € A; for
1 < i < n, there exists a run S —> 5] —2 5 ... In

to—1t1 th—tn_1
(027 t2)

tn) € L(A).

Sn; therefore w; = (o1,t1) -
Hence, [w] C L(A).

The proof for L(B) ~, Ly(.A) is similar, except that the
considered run should end in an accepting state. ]

However, such trace-equivalence relationship may not be
preserved by intersection and complementation operations. For
instance, let ¥ = {a} and ¥; = {(a,[2,4]), (a,[3,5))},
and Ly; = {(a,t) | t € [3,5]}, L1a = {(a,t) | t €
[274]}, L21 = {(a, [3,5])} and L22 = {(Cl, [2,4])} Clearly,
Loy =, Li1 and Los =4 Lio, but it can easily follow
that Loy N Lo is not trace-equivalent to L1 N Lis, since
LiyN Ly = {(a7t) | t € [3,4]}, while Lo N Loy = 0.
This is because (a,[2,4]) and (a,[3,5]) are different events
in the timed alphabet >;, but the actual timed words they
represent overlap. As for the complementation operation, we
only choose and compare subsets of words/timed words with
length 1. Timed words in TW*(X) \ Lq; with length 1 is
{(a,t) | t € [0,3) U (5,+00)}, while words in X} \ Loy with
length 1 is {(a,[2,4])}. This is because the union of [3, 5]
and [2,4] does not cover R>( and the intersection of [3, 5]
and [2,4] is not empty.

: (Un7

C. PFartitioned timed alphabet and partitioned language

As a consequence, restrictions should be placed on the timed
alphabet. Suppose the timed alphabet under consideration is
¥t = Uyexio} x T,,. There are two main restrictions on each
T,:

« any two different elements of 7, should be disjoint;

« the union of all elements of T}, should be equal to Rx.

Hence the concept of partition in mathematics can be exploited
here. A partition of a nonempty set B is a set of B’s non-empty
subsets satisfying each element x € B is in one and only one
of those subsets. T, satisfies the two restrictions above if it is
a partition of R>(. We introduce the definition of partitioned
alphabet and partitioned language below.

Definition 6: A finite timed alphabet ¥y = (J cy,{0} x T5
is called partitioned if for any o € %, T, is a partition of
R>0.

A language L over a timed alphabet 3, is called partitioned
if 3J; is a partitioned alphabet.

Partitioned languages can guarantee that the relation of
trace-equivalence is preserved by language complementation
and intersection.

Lemma 3.2: If Ly is a timed language over X, Lo is
a partitioned language over ¥, = J, o ({o} x T,) with
Lo =, Ly, then we have (X5 \ La) =, (TW*(X)\ L1).

Proof- Fil’Sﬂy, gt € TW*(Z) \ IR ¢ IRIR= ¢ Lo
S e e Xf\ L.

Secondly, suppose w; = (01,t1) - (02,t2) * ... (Op,tn) €
TW*(3)\ L1, then there must be a unique A; € T, containing
t; —t;—1 for each o; (tp is deemed to be O here), as T, is
a partition of R>¢. Thus, it follows (o1, A1) - (02, A2) - ... -
(on,An) € XF. We can easily know (o1,Aq1) - (02,A2) - ...~
(on,Ay) is not in Ly, otherwise w; would be in L, which
is a contradiction. So (o1,A1) - (02,A2) - ... (op,Ay) is in
5\ Lo.

On the other hand, suppose w = (o1, A1) - (02,A2) - ... -
(O’n,An) S ZZ \LQ. Let wy = (Ul,tl) . (0'2,t2) o (O’n,tn)
be any timed word with ¢; € Ay and ¢t; — ¢;_4 € A; for
i = 2,...,n. It holds that w; ¢ L;, otherwise there would
exist some w’ = (01,A}) - (02,AL) - ... (o, Al) € Lo such
thatt; € Aj and t;,—t;_1 € A} for1 < i <mnsince Ly =2, Ly.
The fact that A; and A} are both in a partition T, of R>
and A; NA} # () indicates that A; = A/ and therefore w = v/,
which results in a contradiction. Hence w; € TW*(X2) \ L;.

To sum up, (X} \ Lz2) =, (TW*(X) \ L1) by Def. 5. |

Lemma 3.3: If L1 and Lqo are timed languages over X,
Loy and Lo, are partitioned languages over the same timed
alphabet 3 = |, s ({0} xT,), and Loy &, L1 and Loy ~,
L1, then it follows that (L21 N L22) S (L11 N ng).

Proof: Firstly, e, € L11 N Lo & €4 € L1y Ay € L1s &
€€ Loy Ne € Loy & € € Loy N Loy by Def. 5.

Secondly, if w; = (Ol,tl) : (O’g,tg) : : (O'n,tn) el N
Lqs, then w; € Ly AN wy € Lis. As w; € Ly, there exists
aw' = (o1,A}) - (02,A)) - ... (0p,AL) € Lg; such that
ti—t;_1 € A} for each i (here ty = 0). Similarly, as w; € Lqo,
there exists a w? = (01,A}) - (02,A3) - ... (00, A2) € Lo
such that t; — t;_1 € A? for each i (also ty = 0). Since
Loy and Loy are over a common alphabet ¥;, A} and A? are
both in 7,,, a partition of R>g. A} N A? # () means that
Al = AZ, for i = 1,...,n. Therefore w!' = w?. So there
exists a w = w! = w? such that w € Loy A w € Log, ie.,
w € Loy N Los.

On the other hand, if w = (a1, A1)(az, As) ... (an,Ay) €
Lo1 N Lag, obviously w € Loy and w € Los. This implies that
[w] C L1y and [w] C Lja, and therefore [w] C L1y N Lqs.

To sum up, (L21 N LQQ) gy (LH n ng) by Def. 5. |

According to the above lemmas, if timed languages over
an alphabet X are represented by FA accepting their trace-
equivalent languages over a partitioned timed alphabet 3,
then the trace-equivalence relationship can be preserved under
complementation and intersection over these FA.

D. Refined FA over partitioned timed alphabets
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In this section we construct another FA B’ with a partitioned
timed alphabet 3}, such that L(B’) is also trace-equivalent
to Lf (A)

The key point is to obtain the partitioned timed alphabet
%;. Each transition of B, say (s1, (0,A), s2), should be split
into finite transitions in B’, with the same pre- and post-states:
(s1,(0,A1), s2), (s1,(0,A2), s2),...,(s1,(0,A),s2), such
that U?Zl Aj=Aand A;NAj; =0 for any ¢ # j.

The finite set T, of B contains time labels of all o-
transitions for each o. Then 77 meeting the above require-
ments can be computed from T,. The alphabet of 5’ is thus
constructed as 3} = {o} x T.

An auxiliary function ‘B is recursively defined here to
compute a finite partition given a finite set C' C 28>0,

. m(C) = {Rzo} if |C‘ =0, i.€., C= @

o PB(CUA) = ({A1NA, .., ANATU{AN\A, .. AR\

AP\ A0}, if P(C) = {A1,...,An}and A ¢ C.
Additionally, [93(C)| is no more than 2/€I.

By the definition of 93, each nonempty A € C' is partitioned
into several subsets which are mutually disjoint, and the set
of these subsets is denoted as Po a, or Pp if there is no
ambiguity. For instance, given C' = {[2,5],[3,6]}, we can
construct P(C) = {[3,5],[2,3),(5,6], [0,2) U (6,+0c0)},
satisfying [2, 5] = [2,3) W [3,5], and [3,6] = [3,5] W (5, 6].

Now given an FA B = (S,%;,d,Init, F') whose alphabet
Yt = Uyexio} x T, is finite, we can obtain another FA
B = (9,%,,8, Init', F") such that X} is partitioned. We
fix the set Tj , a finite superset of 7, in advance, and let
T, = B(T,) for each o. The selection strategy of T.© is
discussed at the end of this section.

Definition 7: Given B and {T},cx as above, the refined
FA, also called the refinement of B, B’ = (S', %}, &, Init’, F')
is as follows:

- S =S8, Init = Init, F' = F;

- % = Uyex{o} x 0

- 8 (s1,(0, ) = {s2 | 82 € 6(s1,(0,A)) AN C A} =

U{6(s1, (0 A)) | A C A}.

Lemma 3.4: Let B’ be a refinement of B, then L(B') is
trace-equivalent to a timed language L if L(B) is trace-
equivalent to L;. And L;(B’) is trace-equivalent to a timed
language L, ¢ if L;(B) is trace-equivalent to L, ;.

Proof: If €, € Ly (resp. Ly ¢), € € L(B) (resp. Lf(B)). A
possible run is sq, where sg € Init (resp. InitNF). So sy € Inif’
(resp. Init’ N F’) and ¢ € L(B') (resp. L(B)). On the other
hand, suppose ¢ € L(B) (resp. L;(B)), which implies there
exists sg € Init' (resp. Init' N F'). It follows that sg € Init
(resp. InitN F'); therefore € € L(B) (resp. L#(B)) and ¢, € L,
(resp. Ly, ¢).

Suppose wy = (o1,t1) - - (On,ty) € Ly (resp. Ly y)
where n > 1, so there exists a word w = (o1, A1) - (02, A2) -

- (on,Ay) € L(B) (resp. Ly(B)) such that t; € Ay and
(t; — ti—1) € A; for 1 < i < n. Thus, there exists some
w' = (o1,A])-(02,A%)-...- (o0, A})) € L(B') (resp. L¢(B'))
such that t; € A} and (t;—t;—1) € A for 1 < i < n according
to the construction above.

Given a word w' = (o1, A})(02,A%) .. .- (o, A}) € L(B')
(resp. L#(B')), there exists a word w = (01, A1) - (02, A2) -

- (on,Ay) € L(B) (resp. L;(B)) such that A’ C A for
1 <4 < n. So any word in [w] is also in L; (resp. Ly ¢).
Since [w'] C [w], all words in [w'] is in L; (resp. Ly f). N

Now let’s come back to the selection strategy of T for
each o. Suppose the FA under consideration are 53, 3; and Bs
which have n, n;, no states respectively. Let T, (resp. Tt 1
and 7, 2) be the duration parts of o-transitions in B (resp.
in By and By), and k,, k;1 and k, o be their cardinalities,
respectively.

If we need to get the “complement” of Ly (1), we should
choose T = Ty, as T.. = B(T,) is sufficient for each o.
Accordingly, the refined FA B’ has n states, at most ) . 2ko
timed events and at most >__ _y, k, 2" transitions.

If we need to get the “intersection” , “union”, or “minus”
of L¢(By) and L (Bs), we should choose T,f =T, 1 UT,
for all of them. Thus T, = PB(T,1 U Ty 2). B; has n;
states, at most Y (2% 1+k=2) timed events and at most
> e ko,i (2821 TF2.2) transitions for i = 1,2.

Note that the idea of partition is similar to the proof
of Theorem 4.4 in [14]. But our calculation of partition
of nonnegative reals is more flexible by choosing different
parameters for P for different operations, that can reduce the
number of states and/or transitions essentially.

By translating RTA into FA, further into refined FA, we can
get a better understanding of their timed languages. Moreover,
the trace-equivalence relationship allows to compute comple-
mentation and intersection of such languages.

IV. PROJECTION

In this section we concentrate on projection of FA over
timed alphabets. Given B and a timed language L, satisfying
L¢(B) =~ L, we would like to build B 15, from B, such that
L¢(B 1s,) ~uw Ps, (L), where £, denotes the observable
alphabet.

We use symbols a, b, ¢, ... (with or without subscripts) to
denote the observable symbols from 3, and the single symbol
7 (with or without subscripts) to denote all the unobservable
ones from ¥ \ X, in the following discussions.

A. Projection of languages

We start our analysis with an arbitrary timed word

wg = (al,tl)(ag,tg)...(an,tn) (1)

in the timed language P, ¢(L:). The case where wj is &; is
also contained in the form (1), by letting n = 0. There must
exist some w, in L, such that Py, ;(w;) = w;. Without loss
of generality, w; is of the form

Wy = ’U% . (alvtl) . U% . (a2’t2) .o ’Z,L? . (anytn) . u?-‘,—l (2)

where for 1 < j <n+1, u{ is either ; or an “unobservable”
timed word (7,%1)... (7, tjm;) with t;_; < t;; < ... <
tim; < tj (to and t,41 are deemed to be 0 and +oo
respectively).

As Ly(B) = Ly, there also exists in L () some w similar

to w; in the structure, that is,

w=u"- (a1, A1) - u® - (ag, Ag)---u"™ - (an, Ap) - u™ ™ (3)
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where for 1 < j < n + 1, u/ is either ¢ or a timed word
(r,Aj1) ... (T,Ajmj)suchthatforl<]<n+1 tj—tjk, €
Aj and for 1 <k <m; tjr —tje—1) € Aji (to and tny1 are
deemed to be 0 and o0 respectively, and each t;q is t;_1 for
1<j<n+1).

Although the projection of a timed word w; as in (2) over
Yo is Py, 1(we) = (a1,t1)(azg,t2) ... (an,tn) = wi, this is
not suitable for the projection of w as in (3). If we delete all
the unobservable u/ roughly, the result would be (aj, A1) -
(ag,A2) - ... - (an,Ay), which does not satisfy w; € [w']
any more, because in a timed word w;, each time stamp is
the amount of time elapsed since the beginning of w; (i.e.,
the physical time when the event occurs), while in w, each
duration contains all the possibilities of time elapsed since
the occurrence of its previous action (i.e., the logical time
related to its previous event). In other words, each symbol-
duration pair, no matter observable or not, plays a part both
in w and in its projection. The projection of w, denoted as
w' = Py, (w) and to guarantee { Py, (w)} =~ Ps, ([w]),
will be defined below. We use a different notation here to
avoid confusion with the projection of normal words and timed
words. And slightly overloading the notation, P;s;, (L) denotes
the set {Pyx, (w) | w € L}.

There still remains one thing to do before formally defining
the function Py, to recall the addition operation “+” (and
“¥”) on sets of nonnegative real numbers. Let Ay, Ao, ..., A,
be subsets of Rzo. A+ Ay = {Al + Ao | M EAL AN E
Az}, and Z;"Zl Aj = Ay + Ag +--- + Ay, This operation is
commutative and associative. Moreover the star operation can
be defined: A* = J, o kA, where 0A = {0} and (k+1)A =
kA + A

For w as in (3), Py, (w) is inductively defined based on
the number of observable symbol-duration pairs in w:

) =&
Py, (u' (a1, A1) = {

Py, ((u!

1

Py, (u'
(a1, A1), if u' = ¢
(alﬂ Z;cnzll Ay + A1)7

= PTZO (ul(a’la Al)) : PTEo(wsuﬁix)

where u' is either € or (7,A11) ... (7, A1m, ). According to its

definition, if we factorise the duration word w into wq - ... -

wy, - u™t! where w; = ul - (aj,Aj) for each 1 < j < k, we

will have PTZD (w) = PTZO(wl) . PTZO (UIQ) et PTzo(wn) .

Prs, (u'™) = Pys, (1) - Prs,(w2) - ...+ Prs, (wn).
Lemma 4.1: {Pys, (w)} =~ Ps, (([w]).

Proof: Firstly, Py, (w) = € if w is either ¢ or (7, Aq7) -
o+ (7, A1y, ). In either case, Py, (w;) = ¢ for each w; in
[w], so [w] = {e:}. Then { Pz, (w)} = on,t([ w]).

Secondly, let w = w1 -.. . wy, -u™*, and v’ = Py, (w ) =
Prs,, (w1)- Pys, (w3)-. .- Pis, () Prss, (un1) = (a3, A})-

otherwise

(a17 Al)) ' wé‘u]ﬁ\')

(a2, A5) ...+ (an, A7)

For any wy € [w], wy = (7,t11) .. .- (T, t1m, ) - (@1, t1) -+ . .
(Ta tnl) . -'(7—7 tnmn)'(an7tn) (T t(n+1) ) (T t(n+1)mn+1)
and w, = (ai,t1) ... (an,tn). H 0w/ = e, t; —tj_1 €

Aj= A If u’ is not an empty word, as t; —tjk; € Aj and
tik — tj—1) € Ajp for 1 < j <n+1 and 1 <k S ms;,
tj—tj—1 € Aj+ 350y Ajr = A

Similarly, for any w; = (a1,t1) - (az,t2) - ... (an,tn) €
Ps., 4([w]), it holds that each t; —t;_1 € A;- (to = 0).
To sum up, { Py, (w)} =~ Ps, ([w]). [ ]

B. Projection of FA

We show how to construct B 1.

Suppose the FA under consideration is B =
(S, 54,6, Init, F), where ¥; = ,cpioc} x T, and
Y = X, W {r} is partitioned into an observable set 3,
and an unobservable set {7}. Fix a run p of B, whose trace
is w € L¢(B), such that w = wy - ... wy - u" !, where
wj = u’ - (aj, ;) for each 1 < j < k. Its projection is w’ =
Pys,(w) = Prs, (w1) Pys, (w2) ... Prs, (wn) - Prs, (w™1).
Although Prs, (u™*1) = &, u™*! still matters since the trace
is an accepted one. Hence we can deal with each segment
w; separately and finally put them together. Each w; also
comprises two parts: the first is u/ which is unobservable or
empty, and the second is observable (a;,A;) meaning that
there is a transition (S;m;, (aj, Aj), 8jp,,)-

1) Sum of successive unobservable transitions: We first
deal with the case where u/ is a sequence of unobservable
transitions, that is, w/ = (7,Aj1)...(7, Ajm,). So the corre-

. . A (7 Ajm ;)
sponding segment of the run p is s (mAs) Sj1c ST

Sjmy M sj . If j = 1, the starting state s;g should

be an initial state of B. If j > 1, sjo should be the
same as the ending state of its previous segment, that is,
S50 = 5/(j71)m- ) is also the post-state of the observable
‘ .

o ,
transition (s(j_1ym,_,, (@j—1,A;-1), S(j—l)mj,l)‘

In the case where u/ = ¢, the corresponding segment of p is

therefore s AT INN) "0 such that s is initial if j = 1 and

is the post-state of (s(j Dmy_1s (@51, Mj-1), s(,]*l)mj—l) if
7> 1.

As a consequence, we should delete all the unobserv-
able transitions from B, and add new transitions with labels
Py, (w;).

A new transition (s, (a;,A}),s’) with an observable label
should be subject to the following restrictions:

o Its pre-state s is an initial state, or the post-state of an
observable transition;

o its post-state s’ is the post-state of an observable transition
with symbol a;, say (sjm;, (aj, Aj), Sipm, )

. (7,751) (
o there is a segment of run s;o ——— s;1 -

(a]‘,A]‘) /
sjm7 — Sim.> where m; > 1 such that s = s,

s’ = s}, and A} = Soed A+ Ay

In the sequel we explain the steps to obtain such new
transitions based on B.

Firstly we calculate the sum of durations of a sequence of
unobservable transitions, of which the first starts in either an
initial state of B or the post-state of an observable transition,
and of which the last ends in the pre-state of an observable
transition. Slightly overloading the notation, Pre, and Post,
denote the set of states which are pre- and post-states of
transitions with the observable symbol “a” in its label. To
this end, a new FA B, is constructed according to B.

Definition 8: B, = (S;, %, 0r,Init;, F;), where

T7Aj7nj )
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S, =5,
Y., = T, the set of the duration parts of 7-transitions in
B;

- 0i(s1,A) = {s2 | s2 € d(s1,(7,A))}, in other words,
(s1,A,s2) is a transition in B, iff (s1,(r,A),s2) is a
transition in B;

- Init; = Init U5, Post,, and

- F.=FU UaEZO Pre,,.

Below is shown how to calculate regular expressions cor-
responding to traces in B, from one state to another and
to transform each regular expression into a duration, i.e., a
subset of nonnegative real numbers. This can be done by
following the Floyd-Warshall algorithm (a well-known method
for proving the Kleene’s Theorem).

We first rename states in S, as sq, ...
finite.

Suppose s; —+ ... — s; is a run from s; to s; whose
labels above the right arrows are omitted for simplicity here.
If there is no state between s; and s;, the set of all such
runs is denoted as Run; ;(0), and RE; ;(0) is used to denote
the regular expression expressing all the traces of runs in
Run; ;(0). If all the states between s; and s; have subscripts
less or equal to k, the set of all such runs is denoted as
Run; ;(k), and RE; ;(k) is defined similarly. It is trivial that
Run; j(k) C Run;;j(k + 1) for 0 < k < |S;|; therefore
RE; j(k) can be calculated inductively for 0 < k < |S;|.
Thus we can finally obtain the required RE; ;(]S-|) for each
pair of (sg,sy) € Init; X F;.

In the base case, we compute RE; ;(0) for each pair (s;, s;)
as: 1) If s; # s; and there is no transition from s; to s;,
RE; ;(0) = 0. 2) If s; # s; and the set of labels of transitions
from s; to s;, X;,;, = {A | s; € 0,(si,A)} is nonempty,
we rename those labels as A, ..., A|2M\- Then RE; ;(0) =
Ar+...4+ A, - 3) If s; = s; and there is no transition
from s; to sj, RE; ;(0) = e. 4) If s; = s; and the set of
labels of transitions from s; to sj, X; ; = {A | 55 € 0:(s;,A)}
is nonempty, we rename those labels as Aq, ..., Amm.‘. Then
REZ‘J‘(O) =+ A1 + ...+ A‘Ei,ﬂ‘

In the step case, we recursively compute RE; ;(k + 1) =
REiﬁj(k) +REi’k+1(k) . REk+17k+1(k)* 'REk-+1,j(k). This is
because any run p in Run; j(k + 1) is either in Run; ;(k) or
is a run where the state s;y; occurs at least once. If the state
Sk4+1 occurs at least once in a run p, this run can also be split
into three segments: the first part is from its start s; to the first
Sk+1, the second part is from the first sy to the last sg11,
and the third one is from the last s, to its end s;. Also the
second part is split into at least one segments, each of which
starts in Sx41, ends in si11, and has no states with subscripts
larger than £ in between.

Finally we can obtain RE; ;(|S;|) for each pair of states
(si, s;), which expresses all the possible traces of runs from
S; to Sj.

After regular expressions have been obtained, it is necessary
to transform them into appropriate durations, i.e., subsets of
R>¢. For the base clause, () is transformed into the empty set (),
¢ into the set {0}, and A into the set A itself. For the inductive
clause, if r, r1, 79 are regular expressions transformed into A,
A1, Ao respectively, then 1 -79 is transformed into A; + Ay :=

» 8|5, |» since S, is

{/\1+/\2 | A € AL AN € AQ}, r1 + re into A; U Ay 1=
{AAe AV e Ay}, and r* into A* = | J, oy kA, Where
OA = {0} and (k+ 1)A = kA + A.

In conclusion, for each pair of states (s;,s;) € Init, x F,,
we can obtain A, , from RE;;(|S:[), so as to determine
i) whether s; can reach s; via unobservable transitions by
checking whether Ay, o, is nonempty; ii) the time duration
from s; to s; if it is reachable. In this step the complexity is
O(|S-]%).

2) Merging unobservable durations into observable transi-
tions: After the analysis of all the u? above, we would like to
consider w; by merging the duration on v/ into the observable
(aj,Aj) so as to build the automaton B 15, = (Sp, X, 0p,
Inity, F,).

The states and initial states of 3 T, can be set to be the
same as those of the original B.

Transitions of B 1y, are all of the form (s;, (a, Ayew), Sk)-
A new transition (s;, (@, Apen), Si) should be included if there

exists s; and A such that s Lah), sj, s; can reach s; via
unobservable transitions in B, and A, = A+Ay, ;. Formally
8y is defined such that &,(s;, (@, Apew)) = {5k | Is;IA (s €
0(sj, (a, A)) ANAg, s, DN Ny = A+ Asi,sj)}.

And the alphabet can be derived from the transitions. That
is. £, = {(0,A) | 35(3,(s. (0, A)) # 0)}.

The accepting states needs special attention. s is an ac-
cepting state if and only if i) s; is an initial state or the
post-state of some observable transition, and ii) s, can reach
an accepting state via zero or more unobservable transitions.
Formally, let Fieaen = {sx | sy € F(Ask,sf =+ (Z))}, SO
F, = (InitU Uaez,, Post,) N Freach-

Thus, the construction of B 1y, is done. B 1y, has the
same number of states as the original B and the unobservable
B, and at most |5,| * |S;|? transitions, where J, stands for
restricting 4, the set of transitions of B, to the observable set.

Theorem 4.1: The accepting language of B Ty, is exactly
the projection language Pyx, (Lf(B)).

Proof: Follows from the construction in this section. M

Note that the proposed scheme in our work of projection is
similar to [14] in that the Floyd-Warshall algorithm is utilized
in both work to compute the “sum” of a sequel of nonnegative
(resp. positive) sets.

Besides, as there is no special constraints on the time
labelling function in our definition of RTA, i.e., any nonempty
subset of R>( is allowed, so normal form of sets in KC(Int)
can be circumvented in our theoretical analysis. But in our
implementation, we utilize normal forms to obtain a finite
subset of 28>0 for any regular expression over finite subsets
of 28>0,

V. DECIDABILITY

Now let’s come back to the language-opacity and initial-
opacity problems for RTA, and fix an RTA 4 with an alphabet
2.

First we focus on language-opacity. Let a “secret” RTA
Asecrer accept the secret language. A and A are assumed
to share a common alphabet ¥, as we can always expand the



TRANSACTIONS ON COMPUTER-AIDED DESIGN OF INTEGRATED CIRCUITS AND SYSTEMS, VOL. ?, NO. ?, 7? 777? 9

alphabet to the union of their alphabets. We need to determine
whether Ps (L(A)) C Ps, ((L(A) \L(Agecrer))-

The following theorem indicates that the language-opacity
problem of RTA is decidable.

Theorem 5.1: The language-opacity problem of RTA is
decidable.

Proof: Consider an RTA A and a “secret” RTA Ajgecrer
accepting the secret language.

According to Section III, two FA, say 5 and B,;, can be
constructed such that they respectively accept languages trace-
equivalent to L(A) and L(A) \ L(Asecrer)-

According to Section 1V, it is natural to obtain B s,
and B, Tx, which accept Py, (Lf(B)) and Pys (L (Bys))
respectively.

Finally, we can apply the complementation and product op-
erations on them again, and obtain B,y = B Tx, X(Bys Tx,
yeomp - Clearly, A is language-opaque with respect to Agecrer
and 3, if and only if L;(Bgna) is empty. It is well-known
that the latter is decidable [15]. [ |

In the following theoretical complexity in the worst case
is discussed. Suppose the common alphabet ¥ comprises [
events, A has n states and m transitions (k. transitions for
each o), and A has n' states and m’ transitions (k.
transitions for each o).

Firstly B has n states and m transitions, while B,; has
n(n’ + 1) states and n(n’ 4+ 1)25 ¥ o-transitions for each
o. Secondly, for their projections, B Tx_ has n states and
n22ks+k; 5 transitions for each o € Yo, and Becrer T,
has n(n' + 1) states and (n(n’ + 1))32% ko transitions
for each ¢ € 3,. When we unify alphabets of the two
projections, it’s possible to obtain two NFA, so we must
transform B 1y, into DFA, whose number of states becomes
2n(n'+1) Thus the final result Biinar has n(?”("l“) +1) states,

and 20(”4"/42%“/”) transitions for each ¢ € X,. The last thing
is to check emptiness of By, in linear time with respect to
|Bﬁnul~S| . |Bﬁnal-5|~

In practise the numbers of states and transitions are much
smaller, since we can simplify the resulted automata and prune
useless states and transitions.

Then we turn to initial-opacity. Let Sg..., be a secret set of
states, and we use L,(A) and L,s(.A) as the abbreviations of
Tr(Init N Sgecrer) and Tr(Init \ Sgecrer) TESpectively.

Let Lgeerer = L(A) \ Lys(A). Then A is initial-state opaque
with respect to Syecrer and X, iff Py, +(L(A)) C Py, +(L(A)\
Liecrer) iff A is language-opaque with respect to Ly and X,.
Therefore the initial-opacity problem of RTA is also decidable.

Theorem 5.2: The initial-state opacity problem for RTA is
decidable.

A. A simple example of language-opacity

We illustrate our method with a simple example.

The two RTA under study are as in Figure 2(a) and Figure
2(b). L(A) is {e:} U{(a,t1) | t1 € [2,5]} U{(b,t1) | t1 €
[274]} U {(a,tl)(a,tg) ‘ tl S [2,5] A (tQ — tl) € [1,3]} U
{(a,t1)(b, t2) [ 11 € [2,5]A(ta—t1) € [3,4]}U{(b, 1) (a, t2) |
t1 € [2,4] AN (tg — tl) S [1,3]} U {(b7 tl)(b, tQ) | t1 € [2,4] AN

b b
[2, 5] [1,3]
(a) A

a /8—,\ b
4,5 \2/ 3,5

(b) Axecml

—( 5

Fig. 2: A and Ayecrer

(ta—t1) € [3,4]}. And Lyecrer = Ly (Agecrer) is {(a,t1) (b, t2) |
t1 € [4,5} A\ (tg - tl) S [3,5]}

The whole process is as follows.

Firstly we construct B and B,; which accept languages
trace-equivalent to L(.A) and L(A) \ L(Agecrer) respectively.

(1) Construct B.

This can be done directly, and the resulting B is
depicted in Figure 3(a). Its timed alphabet >;; is

{(a,[1,3)), (@, 2,5)), (b, [2,4)), (b, [3,4])}.
(b[24)  (5.[3.4)
~( el ensl)

(a) B

(o, [4,5) 7 NG, [3:5]) 7~
OO

(b) Bsez‘ret

—( 5

Fig. 3: FA directly derived from A and Agecrer

(2) Construct By

We first construct Bgecre; as in Figure 3(b). Then we refine
Biecrer into Bl,.,.;, which looks the same as Becrers Whose
timed alphabet is X5 is {(a,[4,5]), (a,[0,4) U (5,400))} U
{(b,[3,5]), (b,]0,3) U (5,+00))} instead. Hence Bie s can

be constructed, as shown in Figure 4. Elements in X,, are
abbreviated to a/, a”, V', b” respectively.

Fig. 4: By, the complement of B.,.,,,

(3) Construct B,.

We first refine B and B,y by the partitioned timed alphabet
{(a,[1,2)),(a,[2,3]), (a, (3,4)), (a,[4,5]), (a,[0,1) U
(5, +00)), (b, [2,3)), (b, [3,4]), (b, (4,5]), (b,0,2) U
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(5,+00))} obtained from ¥;; and X;,. We use aj, as,
as, ag, as, by, ba, bs, by as abbreviations for the nine labels
in order. And the resulting automata are in Figure 5(a) and

Figure 5(b).
O

az,a37a4m ay,as
—>{ S1 \\S\\y b
2

ay,az2,ap, a4, as,
b14bs

a1, a2,0as, a4, as, b17 bQ, b37 b4
comp !
(b) B,TBL‘V(”

ai, az,as, a4, a5,

b1, b2,b3,b4 b1,b2,b3, by

Fig. 5: refined FA of B and B,

By constructing the product of B’ and B, We can obtain

FA BP, as shown in Figure 6(a). Then 5, is constructed, by

simplifying BP, depicted in Figure 6(b).
()
533/

ay, a2

4
ah%bz

(a) BP, the product of B’ and Bioms

secret

(b) Bys

Fig. 6: BP and B,

Secondly we compute the projection of 15 and B, denoted
as BTy, and B,; 15, respectively, with respect to 3, = {b}.

(4) Construct B 15, .

We first construct B, with two transitions: (s1, [2,4], s2) and
(s2,[3,4], s3). All the three states are initial and accepting.
Asis, = [2,4], Asysy = [3,4], Asys, = [5,8], and all the
others are equal to {0}. Then in our B 1y, the transitions are
(517 (CL, [27 5})7 52)’ (527 (a’a [17 3])7 53) and (Sla (av [3, 7]); 53)'
S = F, = {s1, s2, s3}, and Init, = {s1}.

(5) Construct B, T, .

The construction is similar to that of B T, shown in Figure
8.

R\ T
/

Fig. 8: By Tx,, the projection FA from B,

(6) Construct another FA (B’ 1x,) X (Bl Tx,)“"" in order
to compare languages accepted by B 1x_ and B, Tx,. This is
similar to the steps (2) and (3), so we omit the details here.

As (B 1s,) x (Bl 1s,)“" accepts nothing, the RTA A is
language-opaque with respect to L(Aecrer) and X,,.

VI. IMPLEMENTATION

Based on the theory reported above, we have developed a
prototypical tool for deciding the language-opacity problem of
RTA. The tool is implemented with Python and thus can run
on Linux, Window and MAC smoothly.

The tool needs two input files: one is the sys-
tem model (a.json) and the other is the secret one
(a_secret.json). Both models are json files of RTA
models.

A json file of an RTA model consists of seven parts:

e ‘“name” is the name of the RTA model,

o “s” is the list of states’ names,

o ‘“sigma” is the alphabet,

o “tran” is the list of transitions of the RTA model, where
each transition is of the key-value form “id: [source, label,
guard, target]”. The key “id” is the index of the transition,
and the value consists of four parts:

— “source” is the name of the pre-state of the transition,

— “target” is the name of the post-state of the transition,

— “label” is one of the letters in the alphabet, and

— “guard” is the union of the time intervals, represented
in Dima’s normal forms [14],

¢ 7init” is the name of the initial state, and
« ’observable” is the list of observable letters.

Specifically, the json file of the system model A in Subsection
V-A is in Listing 1 below.

Firstly, we load the json files of two RTA models A
and Agccret, and transform them into two FA B and B,
respectively. These two FA accept languages trace-equivalent
to L(A) and Ly(A) \ L(Asecret) respectively.

Secondly, we obtain B 1y, and B,s Tx, which are the
projections B and B, respectively based on the observable
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action set X,, by constructing B, and calculating the regular
expressions RFEs corresponding to traces in B,. Union, in-
tersection, complement, addition and Kleene star operations
of Dima’s normal forms are implemented according to [14].
The well-known Floyd-Warshall-Kleene Algorithm [16]-[18]
is utilized to construct the matrix of regular expressions RE; ;.
For calculating and simplifying the k£ + 1 round formula
RE; j(k + 1) = RE; j(k) + RE; x11(k) - REg11,541(F)* -
REy 11 ;(k), the Horner’s Rule [19] is applied where the
addition operation, union operation, {0} and @ in Dima’s
normal forms are treated as the production operation, addition
operation, 1 and 0 in the polynomials in rational number
domain respectively.

Finally, after transforming the two finite automata into DFA,
we apply the complement and production operations on them
again, and obtain B Ty, X(Bps Tx,)". Clearly, A is
language-opaque with respect to Ageerer and 3, if and only
if Li(BTs, x(Bns Tx,)°°™P) is empty.

The output of the tool is as follows: it returns “language-
opaque: true” if the RTA A is language-opaque with respect to
L(Asecret) and 3,; otherwise, it returns “language-opaque:
false”. Intermediate automata during the computation are also
printed, including A, Asccret, B, Bns, B Ts,, Bns Tx, and
the final automaton B Tx, X (B.s Tx,)%"P. Besides, after
the deciding procedure, the total elapsed time will be given
(in seconds).

The simple example of language-opacity in Subsection V-A
is as a demo in the tool and the result of the example is
language-opaque with taking 1.67 seconds in our test envi-
ronment (Inter Core i3-5005U at 2.0GHz and 4GB DDR3L-
1600MHz RAM). The prototypical tool and its information
can be found at https://github.com/Leslieaj/RTAOpacity.

Listing 1: The json file of A (a. json)

Ilname": "All,

"S": ["sl", "S2", "53"],
"Sigma": ["a", "b"} 0

"tran": {

IIO": [llslll llb", "|:2,4]", "S2"J,
"1": [“Sl“, "a", "[2,5]", "82"},
"2": ["SZH, "b", "[3,4]", "83"],
"3": ["82" "a", "[1’3]", "53"}
I 7

Ilinit": "Sll',

"accept": ["s3"],

"observable": ["a"]

VII. CONCLUSION

In this paper we investigate the opacity problems of RTA,
including language opacity and initial-state opacity. We prove
the two opacity problems both are decidable by reduction to
the language inclusion problem of FA. To this end, we first
translate a given RTA into an FA with the corresponding timed
alphabet, such that the language accepted by the FA and that

generated by the RTA are equivalent in the sense of trace-
equivalence proposed in this paper. Then, in order to guarantee
trace-equivalence relation is preserved by the complement and
product operation over translated FA, we propose the notions
of partitioned timed alphabet and partitioned language. Based
on them, we further refine the translated FA to an FA with
partitioned timed alphabet, of which the accepted language is
still trace-equivalent to the generated language of the original
RTA. Then, we define a projection operation on refined FA
with partitioned timed alphabets onto the given observable set
by removing all unobservable transitions and merging their
time durations into the subsequent observable transition. With
such projection, we can show that the accepted language of
the projection of the refined FA onto the observable set is still
trace-equivalent to the projection of the language generated by
the original RTA onto the same set. Thus, the decidability of
the language and initial-state opacity problems of RTA can be
reduced to the regular language inclusion problem.

Applicability: In [4], Bryans et al. investigated how to
formalize security properties like anonymity, non-interference,
etc., which can be essentially reduced to opacity problems,
using labelled transition systems. In [20], Gardey, Mullins and
Roux generalized these notions to timed setting in the formal-
ism of timed automata, and proved that non-interference is still
decidable. However, unlike in untimed setting, Cassez proved
that for the very restrictive class of event recording timed
automata (ERA), the language opacity problem is already
undecidable in [13], that leaves little hope for an algorithmic
solution to the opacity problem in dense-time. In [14], Dima
pointed out that ERA is incomparable with RTA. Fortunately,
in this paper, we prove that the language and initial-state
opacity problems of RTA both are decidable, which reembarks
the hope to automatically verify security properties in timed
settings. Actually, many commonly used communication pro-
tocols with time can be modeled using RTA, for example, in
[21], Denning and Sacco extended Needham and Schroeder’s
key distribution protocols for both single key and public
key systems with timestamps in order to avoid replays. It
is not hard to model the extended protocols with RTA as
all timing constraints are of the form |clock — T'| € [a,b],
where clock stands for a local clock, and T is the given
timestamp. Furthermore, it is possible to model the commonly
used authentication technology Kerberos [22] using RTA, as
its timing part is essentially based on the extended Needham
and Schroeder’s protocols. As one of major future work, we
will investigate how to apply RTA to model more security
protocols.

Another interesting future work is to extend HCSP [23]-
[25] and HHL [25], [26] to security for modeling and reason-
ing about more general security properties, and to investigate
automatic verification techniques for them based on the work
reported in this paper.
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