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Abstract. Opacity serves as a critical security and confidentiality prop-
erty, which concerns whether an intruder can unveil a system’s secret
based on structural knowledge and observed behaviors. Opacity in timed
systems presents greater complexity compared to untimed systems, and
it has been established that opacity for timed automata is undecidable.
However, there exists a gap in the original proof concerning one-clock
timed automata. In this paper, we explore three types of opacity within
timed automata: language-based timed opacity, initial-location timed
opacity, and current-location timed opacity. We begin by formalizing
these concepts and establishing transformation relations among them.
Subsequently, we fill the gap in the original proof by demonstrating the
undecidability of the opacity problem for one-clock timed automata. Fur-
thermore, we offer a constructive proof for the conjecture regarding the
decidability of opacity for timed automata in discrete-time semantics.
Additionally, we present a sufficient condition and a necessary condition
for the decidability of opacity in specific subclasses of timed automata.
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1 Introduction

Opacity is a critical security and confidentiality property concerning information
flow within systems, often utilized to describe security and privacy concerns
across various scenarios. In general, it aims at safeguarding the secret information
within a system from an intruder who has knowledge of the system structure
but only partial observability of its behaviours.

Considering a Labelled Transition System (LTS), the secret information
within it can be a set of system traces or states. An intruder observes the system
behaviours, and based on the partial observations of system behaviours, the in-
truder estimates whether the actual behaviours contain secret information. The
system is deemed opaque if for every secret run, there exists a non-secret run ex-
hibiting identical observations. Specifically, opacity is commonly categorized into
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two types based on the nature of the secret information: language-based opac-
ity and state-based opacity. A system is called language-opaque if an intruder
with partial observability can never determine whether a trace of the system is
secret based on the observations. A system is termed initial-state opaque if an
intruder is unable to determine whether a trace starts from a secret state, and
it is termed current-state opaque if an intruder is unable to determine whether
the current trace reaches a secret state. Extensive research has been conducted
on untimed systems, such as Discrete Event Systems (DES) modeled by finite-
state automata. The opacity problem of finite-state automata has been proved
decidable in PSPACE [26,27]. We refer to [19] for a comprehensive survey.

However, timed systems introduce a level of complexity beyond untimed sys-
tems, as they encompass not only untimed event sequences but also the times-
tamps associated with actions or events. Moreover, it is recognized that time
poses a potential security vulnerability for systems [15,10,20]. Therefore, consid-
ering that unobservable events also take a span of time, the opacity problem of
timed systems becomes intriguing and considerably more intricate.

A simple example depicted in Fig. 1 illus-
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the transmission time between Alice and Bob,
as well as vice versa, ranges from 1 to 4 time
units, whereas between Alice and Carlos, it
spans 1 to 2 time units. Let us consider Carlos as a secret participant within the
system. Meanwhile, an intruder named Eve, possessing only partial observabil-
ity, can solely monitor the behaviors of Alice and Bob. For instance, consider

Fig. 1. A simple example for the
opacity problem of timed systems

a situation that the current real message passing is Alice 12, Carlos 2% Bob.

With partial observability, what Eve observed is Alice 33, Bob. The opacity
problem thus questions whether Eve can deduce Carlos’s involvement in the
message passing process, thereby exposing the secret behaviors. If Eve remains
unaware of Carlos’s participation, we conclude that the timed system is opaque
to the intruder regarding the secret role of “Carlos” and the clandestine activ-
ities. This timed system is deemed non-opaque because Eve can ascertain the
presence of a third participant when Eve observes that the time taken to pass
messages between Alice and Bob exceeds 4 units. In essence, this scenario can
be considered a special case of language-based opacity of timed systems if we
view the dashed secret behaviors as a secret timed language.

Timed automata (TA) [2], which extend finite-state automata with clock vari-
ables, are widely used as a formal model for timed systems. In a seminal work by
F. Cassez [12], it was proved that the opacity problem is undecidable for TA and
even for deterministic timed automata (DTA). In the proof of the undecidability
for L-opacity” of nondeterministic timed automata (NTA), Cassez reduced the
universality problem of NTA to a specific instance of the L-opacity problem of

® Tt is equivalent to the current-location timed opacity (CLTO) defined in §3.
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NTA. Since the universality problem for NTA is known to be undecidable [2],
it logically follows that the opacity problem for NTA is also undecidable. How-
ever, in the case of one-clock timed automata (OTA), where only a single clock
is involved, the universality problem becomes decidable [1]. Consequently, the
reduction does not yield a conclusion on the opacity of OTA anymore. Addi-
tionally, at the end of [12], a conjecture is given that the opacity problem of TA
is decidable in the discrete-time semantics. Therefore, all these factors serve as
strong motivations for us to revisit the opacity problem of timed automata.

In this paper, we investigate three types of the opacity of timed automata,
i.e., language-based timed opacity (LBTO), initial-location timed opacity (ILTO),
and current-location timed opacity (CLTO). These concepts are adaptations of
language-based opacity, initial-state opacity, and current-state opacity to the
realm of timed automata, respectively. Our main contributions are as follows.

— We formalize and compare the three types of timed opacity, and present the
transformations among them, i.e., ILTO and CLTO can be reduced to LBTO
for TA while the inverse reductions are restricted to DTA.

— We provide a proof of the undecidability of opacity problem of OTA, thereby
addressing the gap in the original proof. Following the idea in [12], it is
achieved by reducing the universality problem of OTA with epsilon transi-
tions to an instance of CLTO problem of OTA.

— We confirm the conjecture regarding the decidability of opacity for TA in
discrete-time semantics by transforming the opacity problem into the lan-
guage inclusion problem of nondeterministic finite-state automata with ep-
silon transitions.

— We present both a sufficient condition and a necessary condition for the
decidability of the opacity problem of specific subclasses of TA. Given a
subclass of TA, a sufficient condition requires that the subclass is closed
under product, complementation, and projection, and a necessary condition
is that the universality problem of the subclass is decidable.

Outline. We define three types of opacity of timed automata and present trans-
formations between them in §3. Subsequently, our main results regarding the
decidability and undecidability of timed opacity are presented in §4. Finally, §5
reviews several related works and concludes the paper.

2 Preliminaries

In this section, we review the concepts of timed automata and recall several
sub-classes. Let N, R and R>( denote the set of natural, real and non-negative
real numbers, respectively. The set of Boolean values is denoted as B = {T, L},
where T stands for true and L for false. Let X, named alphabet, be a finite set
of events or actions. Let € be the special empty action and let X = X' U {¢}.
In what follows, suppose a symbol A represents a class of automata, we write
e-A for the automata with epsilon transitions. For instance, we write e-TA for TA
with epsilon transitions. Also, epsilon transitions are denoted as e-transitions.
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2.1 Timed words, timed languages and timed automata

A timed word is a finite sequence of timed actions w = (o1, t1)(02,t2) - - - (O, tn) €
(X x R>g)*, where 0 < t; < ty < --- < ¢, are global timestamps, and timed
action (0;,t;) represents action o; occurs at time ¢; for 1 < ¢ < n. The length
of the timed word |w| = n and the length of € is 0. Particularly, a timed word
with empty action € is a sequence of timed actions and the empty action € over
Ye x R>. A timed language L is a set of timed words, i.e., £L C (X x Rx¢)*.

Definition 1 (Projection). Given a subset X, C X, a projection Py, on timed
words w.r.t X, is a function (X x R>¢)* — (X, x R>g)* s.t.

Py (e) =€

(o,t)- Py, (w) ifoeX,
Py, (w) otherwise.

Py, ((0,1) - w) = {

Additionally, we extend Py, to timed languages, i.e., given a timed language
L, we have Py (L) ={Ps, (w) |w € L}.

Example 1. Given a timed word w = (01,2)(09,3.2)(01,5.7)(03,7), we have
Py (w) = (01,2)(01,5.7) and Py,, 53(w) = (02,3.2)(03,7). Note that, for
timed words with empty action €, say ' = (01, 2)(¢, 3.2)(01,5.7), we also have
Py (W) = (01,2)(01,5.7). <

Timed automata (TA) [2] extend finite-state automata with a finite set of
clock variables. In each state, all clocks increase at the same rate, and a set of
clocks can be reset to zero at each transition.

Let C be the set of clock variables and let ¢(C) denote the set of clock con-
straints of the form ¢ :=T | cxam | ¢ A ¢, where m € N and 1 € {=,<,>,<
,>}. A clock valuation v : C — R is a function assigning a non-negative real
value to each clock ¢ € C. v € ¢ represents that the clock valuation v satisfies
the clock constraint ¢, i.e. ¢ evaluates to true on v. For d € R>¢, let v + d be
the clock valuation which maps every clock ¢ € C to the value v(c) + d, and for
aset R CC, let [R — 0]v be the clock valuation which resets all clock variables
in R to 0 and agrees with v for every clock in C\R.

Definition 2 (Timed automata). A (nondeterministic) timed automaton (NTA)
is a 6-tuple A = (X, Q,Qo, Qy,C, A), where X' is the alphabet; @ is a finite set
of locations; Qg is a set of initial locations; Q) is a set of accepting locations; C
is a finite set of clocks; and A C Q x X x &(C) x 2¢ x Q is a transition relation.

A transition (¢, 0, ¢, R,q") € A allows a jump from location ¢ to ¢’ if o occurs
and the constraint ¢ is satisfied by the current clock valuation. After that, the
clocks in R are reset to zero, while other clocks remain unchanged.

A state of A is a pair (¢,v), where ¢ € @ is a location and v is a clock
valuation. A run p of A over a timed word w = (01,t1)(02,t2) -+ (on, t,) is a

72,02 Tn,0n

sequence p = (qo, Vo) RELEET (q1,v1) —= -+ = (gn, vyn), satisfying (1) qo is
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Fig. 2. An illustration for TA A (left side) and e-TA A. (right side).

an initial location and wvg(c) = 0 for each clock ¢ € C; (2) for all 1 < i < n, there
is a transition (g;—1, 0y, i, R4, q;) such that (v,—1 + 7;) € ¢; and v; = [R; —
0)(vi—1+7); (3) 71 =ty and 7; = t; —t;—1 for 2 < ¢ < n. Thus, each 7; represents
the delay time between the transitions. A run p is an accepting run if ¢, € Q.

The trace of a run p is the corresponding timed word trace(p) = w or the
empty timed word € if p = (qo, vo). Let Tr4(qo) be the set of all traces of runs
from an initial location go and let Tr4(Qo) be the set of traces of all traces
of runs from any initial locations in @Qy. Additionally, given a location ¢ and a
subset Q' C @, let Tr 4(Qo,q) be the set of all traces of all runs starting from
Qo and ending in location ¢, and Tr 4(Qq, Q') be the set of all traces of all runs
starting from Q¢ and ending in any locations in Q. A timed automaton is a
deterministic timed automaton (DTA) if |Qo| = 1 and there is at most one run
for each timed word.

Given a timed automaton A, its generated timed language is the set of traces
of runs of A, i.e. L{A) = Tr 4(Qo). The recognized timed language L;(A) is the
set of traces of accepting runs, i.e. L;(A) = Tr4(Qo, Qy).

An eNTA A = (X, Q,Q0,Qy¢,C, A) extends an NTA with e-transitions in
the form of (¢,€,¢,R,¢’). It can recognize timed words with € over X, x Rxq.
The special empty action € is viewed as invisible by default. Note that the timed
language of an e-NTA A, is still a set of timed words defined on (£ x R>¢)* [9].

Example 2. TA A on the left side of Fig. 2 has the unique clock ¢, where the
alphabet X = {01,09,03}. Timed word w = (02,2)(03,3) is accepted by A,

since there is a run p = qq 202, Q2 Loa, qs3 ending in the accepting location gs.
The recognized timed language L¢(A) = {(01,t1)(03,t2)|0 < t; <TA0 <ty <
2} U {(0’2,t1)(03,t2) ‘ 0<t; <2AN0<ty—t1 < 1}.

The eTA A, with one clock ¢ in Fig. 2 comes from [9]. Its generated timed
language L(A.) is equivalent to its recognized timed language L;(A), i.e.,
,C(Ae) = ,Cf(Ae) = {(Ul,tl) "'(O'n,tn) S (Z X Rzo)* | Vi 2 O,ti S QN/\tl S
ti+1}. It is clear that Px(L(Ae)) = L(Ae) and Ps(L(Ae)) = Lf(Ae). <

2.2 Expressiveness and decidability of timed automata

Unlike finite-state automata, TA are not closed under complementation. More-
over, the universality problem (i.e., whether L;(A) = (X x R>()*), inclusion
problem (i.e., whether L¢(A;) € L¢(A2)), and equivalence problem (i.e., whether
L7(A1) = L(Az)) are proven undecidable for TA, nonetheless, decidable for
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DTA [2]. Consequently, various subclasses of TA with different restrictions have
been introduced and extensively studied. In the following discussion, we will
revisit some of these subclasses and provide a summary of their expressiveness.

We denote one-clock timed automata as OTA and refer to nondeterministic
and deterministic OTA as NOTA and DOTA, respectively. The expressive power
of NOTA strictly exceeds that of DOTA, i.e., DOTA € NOTA. However, NOTA
and DTA are incomparable. On one hand, there exist DTA languages that elude
recognition by any NOTA. Conversely, due to NOTA’s lack of closure under
complementation, while DTA retains closure, there exist NOTA languages that
cannot be captured by a DTA. OTA with e-transitions is denoted as e-OTA.

Real-timed automata (RTA) [13] is a subclass of timed automata with a
single clock resetting at every transition, resulting in RTA € DOTA. Notably,
any nondeterministic RTA can be determinized, thereby endowing deterministic
RTA with the same expressive power as their nondeterministic counterparts.
Additionally, RTA exhibit closure properties under product, complementation,
and projection, as demonstrated in [13,29].

Event-recording automata (ERA) [3] is a kind of timed automata associating
each action o with a clock to record the time length from the last occurrence of
o to the current. As ERA is a class of determinizable timed automata, we have
ERA C DTA. However, ERA and RTA are incomparable. This distinction arises
because RTA may accept languages consisting of two actions separated by an
interval with integer length while ERA may not.

As shown in [2], NTA C eNTA, since that e-transitions will increase the
expressive power only if they reset clocks [9]. For example, in Fig. 2, the timed
language of A, can not be represented by any NTA.

In summary, the comparable expressive power among them is in the order
RTA € DOTA C DTA C NTA C e NTA. Note that we will ignore the character
‘N’ in general, such as NTA = TA and NOTA = OTA.

3 Opacity Problems of Timed Automata

In this section, we introduce three types of timed opacity, i.e., language-based
timed opacity (LBTO), indtial-location timed opacity (ILTO) and current-location
timed opacity (CLTO), and demonstrate the transformations between them.

3.1 Language-based and Location-based Timed Opacity

Given a TA A = (X,Q,Qo0,Q¢,C, A), an observable alphabet ¥, C X, and a
secret timed language Ls, we define LBTO as follows.

Definition 3 (Language-based timed opacity, LBTO0). A is language-based
(strongly) timed opaque w.r.t X, and Ly iff

Vw e L(A)N Ls, T € L(A)\ Ls s.t. Py, (w) = P, (w') (1)

which is equivalent to Px (L£(A) N Ls) C Ps, (L(A)\ Ls).
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LBTO requires that for each secret trace, there exists a non-secret trace such
that their observations w.r.t the observable alphabet Y, are identical.

Let us consider a secret set of locations Qs C ) within A, instead of a secret
timed language L. We define ILTO and CLTO as follows.

Definition 4 (Initial-location timed opacity, ILT0). A is initial-location
timed opaque w.r.t X, and Qs C Qg iff

Vw € Tra(Qs), Jw" € Tra(Qo \ Qs) s.t. Ps,(w) = Ps, (W) (2)
which is equivalent to Pyx, (Tra(Qs)) C Ps, (Tra(Qo \ Qs)).

ILTO requires that for each trace starting from a secret location, there exists
a trace starting from a non-secret location such that their observations w.r.t X,
are identical.

Definition 5 (Current-location timed opacity, CLT0). A is current-location
timed opaque w.r.t X, and Qs C Q iff

Vw € Tra(Qo, Qs), I € Tra(Qo,Q\ Qs) s.t. Py, (w) = Ps, () (3)

which is equivalent to Ps (Tr4(Qo, Qs)) C Ps, (Tra(Qo, Q \ Qs))-

CLTO requires that for each trace reaching a secret location, there exists a
trace reaching a non-secret location such that their observations w.r.t Y, are
identical.

Example 3. In Fig. 2, suppose X, = {03} and L = {(02,t1)(03,t2) | 0 < t; <
2N 0 <ty <3}, then A is not LBTO w.r.t L, and X,: If the intruder observes a
‘o3’ at time 3, they can infer that the previous action must have been ‘o3’ rather
than ‘oy’, as there is no non-secret trace with an observation of ‘o3’ at time 3.
If we consider the opacity of the corresponding untimed system, the system
language is L = {01, 02,0103, 0203} and the secret language is Ly = {o203}. If
the current observation is o3, the intruder cannot ascertain whether the actual
behavior is o103 or o903. Therefore, the corresponding untimed system exhibits
opacity. This illustrates that timed opacity presents a distinct and intriguingly
more complex challenge compared to untimed systems. <

3.2 Transformation between LBT0O, ILTO and CLTO

We first present the transformations from ILTO to LBTO and from CLTO to LBTO
with TA. Subsequently, we elucidate the reverse transformations from LBTO to
ILTO and CLTO restricting to DTA.

Drawing from a common assumption in untimed systems’ opacity, where a
secret language is recognized by a finite-state automaton, we suppose that L
can be recognized by a secret TA A,, i.e. L; = Lf(A;). The assumption is
reasonable, given that every finite set of timed words can be modelled by a TA
and every regular timed language can be recognized by a TA.
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From ILTO to LBTO. Given a TA A ={X,Q,Qo, Qy,C, A}, and a secret subset
of locations Qs C Qop, the ILTO problem w.r.t Qs and X, formalized by (2) can
be transformed to an LBTO problem as follows.

We first construct a TA A = {¥,Q, Qp, Q},C, A}. Let @ = Qs and mark
all locations as the accepting locations Q} = Q. Then we have L(A;) = L¢(As).
Note that Tr 4(Qs) = Tra,(Qs). Let Ls = L(As) be the secret timed language.
Then we have

LIA) N Ly = LIA) N Ly(As) = L{A) N L(A) = L(AS) = Tra,(Qs) = Tra(Qs)
LN Ls = LA\ Ly (As) = LA\ L(As) = Tra(Qo) \ Tra, (Qs)
= Tra(Qo) \ Tra(@s) = Tra(Qo\ Qs)

Hence, it is transformed to the following LBTO problem of A w.r.t £, and X,
Vw e LIA)N Ly, T € L(A)\ Ly s.t. Py (w) = Py, (w') O

From CLTO to LBTO. Given a TA A = {X,Q,Qo,Qy,C, A}, and Q, C Q, the
CLTO problem w.r.t Qs and X, formalized by (3) can be transformed to an LBTO
problem as follows.

We can construct a TA A’ = {E,Q,QO,Q},C,A} which is a copy of A
except that the accepting locations are changed from @ to Qs, i.e. Q} = Qs.
Therefore, we have L(A) = L(A'), i.e., Tra(Qo) = Tra(Qo). Let Ly = L(A')
be the secret language, then we have

LA)NLs = Ls = Tra(Qo, Qf) = Tra(Qo,Qs)

LIA)N\ L = Tra(Qo) \ Tra(Qo, Q%) = Tra(Qo,Q\ QF) = Trar(Qo, Q\ Qs)

Hence, it is transformed to the following LBTO problem of A’ w.r.t £, and X,
Vwe LIA)NLg, T € LIA)\ Ly s.t. Py, (w) = Px, (W) O

From LBTO to CLTO. Given a DTA A = {X,Q,Qo,Q¢,C, A}, and a secret DTA
As and let £, = Lf(.Ay), the LBTO problem w.r.t £, and X, formalized by (1)
can be transformed to a CLTO problem as follows.

We construct a timed automaton A" = (X, Q’, Qp, Q’f, C’, A') in the following
steps. We first make a copy of A as A” = (X, Q, Qo, Q,C, A) and let all locations
be the accepting locations Q7 = Q. We have L(A") = L(A). Since DTA are
closed under product and complementation [2], we construct a product TA A, =
A” x A, and then construct a product TA A7, = A” x A,. Therefore, we have

£1(Ay) = L5 (A") 1 £1(A) = LAY 1 £,
Lp(A) = L(A")N(L(A) ULs) =LA NL, =L(A)\ Ls.
Let A" = A, UA), and let Qg be the set of accepting locations of .A,. We denote

by Q}A” the set of accepting locations of Aj. It is clear that Q?p C Q\Qs.
Therefore, it is transformed to the following CLTO problem w.r.t Q, and X,

VYw € Tra(Qp, Qs), I’ € TrA/(Qf),Q?") s.t. Py, (w) = Py, (w'). 0
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TA —— TA
ILTO LBTO CLTO
DTA — DTA

Fig. 3. The transformation between LBTO, ILTO, and CLTO.

From LBTO to ILTO. The reduction is similar to the above reduction from LBTO
to CLTO. Similar to [30], we suppose that £, and L£(A) \ Ls are both prefix-
closed. Then we can build two DTA A; and Ay such that £(A;) = L;(A,) and
L(Ag) = Lf(A},). Let A" = A; U Ay and let the secret set Qs be the initial
location set of A;. Then, the LBTO problem is transformed to the following ILTO
problem w.r.t Q¢ and X,

Vw € Tra(Qs), 3w € Tra(Qp \ Qs) s.t. Ps,(w) = Ps, (W). 0

Fig. 3 summarizes the transformation between LBTO, ILTO, and CLTO. Since
the complementation operation is involved in the transformations from LBTO to
CLTO and to ILTO, we argue that the two transformations do not hold for general
TA. Nevertheless, it is enough for supporting the results presented in §4.

4 Decidability and Undecidability of Timed Opacity
Problems

This section serves to establish key results regarding the undecidability of opacity
problems for OTA, the decidability of opacity problems for TA in discrete-time
semantics, and a sufficient condition and a necessary condition for the decid-
ability of opacity problems within various subclasses of TA. Consequently, our
findings bridge a gap in the decidability of timed opacity problems and provide
constructive proof of the conjecture proposed in [12]. These conditions delineate
the system properties essential for designing opaque timed systems.

4.1 Undecidability of Opacity Problems of OTA

We first consider the CLTO problem of OTA and prove its undecidability. More-
over, our proof also holds for DOTA. Therefore, based on the transformations
shown in §3.2, the three types of opacity problems of DOTA, OTA, and e-OTA
are all proven undecidable. The detailed proofs are presented as follows.

Lemma 1. Given a OTA A= (X,Q,Qo,Qy,{c}, A) and an observable alphabet
Y, C X, there is an e-OTA A" s.t. A is CLTO iff A’ is CLTO.

Proof. The e-OTA A" = (X' U {e},Q, Qo,Qy,{c},A") can be built as follows.
Build a new alphabet X’ s.t. X, C X C X. Suppose X \ X' = {0}, 0%, -+ ,0,,},
the transition set A’ is constructed from A by replacing o} with € for each
transition (¢, 0}, ¢, R,q') € A.
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Since each o is an unobservable action, i.e., o} ¢ X, it is equivalent to e
w.r.t the timed opacity problem with projection Py, . After replacing the corre-
sponding transitions with e-transitions, checking CLTO of OTA A is equivalent
to checking CLTO of e-OTA A’ O

The following lemma follows the idea of the original proof in [12]. The differ-
ence is that we reduce the universality problem of e-NTA, instead of NTA, to a
CLTO problem.

Lemma 2. Given an e-NTA A, = {X U {e},Q,Qo,Qy,C, A}, there is an NTA
A’ s.t. the universality problem of Ac is equivalent to the CLTO problem of A'.

Proof Sketch. Given e-NTA A, the universality problem asks if £7(A;) = (X' x
R>0)*. We first introduce a new non-accepting location ¢ and then build its
complete eNTA A,, where the location set Q=QuU {G} and the accepting
locations are unchanged. We have L(Ac) = L¢(Ac) and L(Ac) = (X x Rx¢)*.
Based on A, we build an NTA A’ = (X', Q,Qo,Qy,C, A’) by introducing an
action a ¢ X, ie, X' = X U {a} and replacing all e-transitions in A, with a-
transitions. It is clear that Px(L(A")) = L(Ae) = (X xRx>¢)* and Px(Lf(A')) =
Ps:(Lf(A)). Let the secret set Q, = Q\Q and the observable alphabet %, = X,
the universality problem of A, equals to the CLTO problem of A" w.r.t Qs and
Y. O

The proof of Lemma 2 is not related to the number of clocks, so the univer-
sality problem of e-OTA can be reduced to the CLTO problem of OTA. According
to [1], the universality problem of e-OTA is undecidable. Consequently, we have
the following conclusion.

Theorem 1. The CLTO problems of OTA and e-OTA are undecidable.

Note that the reduction in Lemma 1 does not depend on the nondeterministic
property. Therefore, it works for DOTA, i.e., given a DOTA A, there is an e-OTA
A’ s.t. Ais CLTO iff A’ is CLTO. Then by Theorem 1, the CLTO of DOTA is also
undecidable. Depending on the transformation in §3.2, we have the conclusion.

Theorem 2. The LBTO, ILTO, and CLTO problems of DOTA, OTA, and e-OTA
are all undecidable.

4.2 Decidability in the Discrete-time Semantics

The above discussions are under the continuous-time semantics. This section
provides a constructive proof confirming the conjecture in [12] that language-
based timed opacity of TA is decidable under discrete-time semantics, i.e., the
time domain is N.

At first, we introduce several concepts under the discrete-time semantics. In
an integral timed word w over X x N, all events have integral timestamps. An
integral timed language L is a set of integral timed words, i.e., L C (X x N)*.
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Given a TA A under discrete-time semantics, the generated and recognized timed
languages, denoted by L(A) and L¢(A), are integral timed languages. A function
Tick : (X xN)* — (YU{v'})* maps an integral timed word to an untimed word
over XY U{v'}.

The basic proof idea is as follows. Under the discrete-time semantics, by
Definition 3, the LBTO problem is equivalent to the inclusion problem between
the projections of two integral timed languages. According to [24], every integral
timed language corresponds to an untimed 7Tick language, therefore we first
build an integral automaton AY accepting the integral timed language via the
Tick language. Then, based on A", we construct a nondeterministic finite-state
automaton with e-transitions (e-NFA) accepting the projection of the integral
timed language via the Tick language. Therefore, we transform the LBTO problem
to the language inclusion problem of e-NFA, which is decidable.

Definition 6 (Tick). Given an integral timed word w = (01, t1)(02,t2)...(0n, tn),
ti€Nfor1<i<n, Tick(w)=y...vor---v..vo--o, € (ZU{V}"
—— ——

t1 ti—ti—1

Hence, the number of v between two events in the untimed word Tick(w)
is equal to the delay time length between two events in the timed word w. For
example, let w = (01,2)(02,3), we have Tick(w) = v'V'o1v 2. We also extend
Tick to the integral timed languages, i.e., Tick(L) = { Tick(w) | w € L}. We call
the untimed language Tick(L) as Tick language.

Therefore, we can transform the LBTO problem under discrete-time semantics
into the inclusion problem of the corresponding Tick languages.

Lemma 3. Given the LBTO problem w.r.t L(A) and L, we have Ps (L(A) N
L,) C Ps, (L(A) \ L) & Tick(Ps,(L(A) N L)) C Tick(Ps, (L(A)\ 1.))-

In the following, we present a procedure to construct an e-NFA recognizing
the Tick-language of the projection of the integral timed language of a given
timed automaton A. Note that A is the general notion and does not only refer
to the concrete TA in the LBTO problem.

According to [24], given a TA A, we build an integral automaton (IA) rec-
ognizing the integral timed language of A. The basic idea is to discretize the
real-valued clock valuations based on the concept of region equivalence [2,8].

Let £ : C — N be the ceiling function, i.e., x(c) is the maximal integer
constant appearing in the clock constraints of clock ¢ on transitions. For d € R,
let |d] denote the integer part of d, and let frac(d) denote the fractional part.

Definition 7 (Region equivalence [2,8]). Two clock valuations vy, vy : C —
R>¢ are region-equivalent, denoted by vy = vy iff

1. Ve € C, either |v1(c)] = |va(c)], or vi(c) > k(c) Ava(c) > k(c).

2. Ve e C, if v1(c) < k(e), then frac(vi(c)) = 0 iff frac(va(c)) = 0.

3. Vey, e € Cifvi(er) < k(er) Avi(ea) < k(e2), then frac(vi(er)) < frac(vi(ca))
iff frac(ve(cr)) < frac(ve(co)).
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A region [v] = {Yv' : C — Ry | v/ = v} is an equivalence class induced
by region equivalence =, which denotes the set of all clock valuations v’ region-
equivalent to v. Given a TA A, we denote by Reg(.A) the set of regions. According

o [2], Reg(A) is finite and |Reg(A)| is bounded by [C|! - 2/€I - [T .. (2k(c) +
2). Specially, we denote by IReg(.A) the set of regions only contain the integer
numbers, i.e. IReg(A) = {[v] | Ve €C, v(c) € {0,1, ..., k(c) + 1}}. According to
region equivalence, there is only one element v in a region [v] € IReg(.A).

Definition 8 (Integral automata). Given a TA A= (X,Q, Qo,Qy,C, A), an
integral automaton (IA) A = (Y U{v'},Q",Qf,Q¥,A") can be constructed
as follows: the finite set of locations Q¥ = @Q x IReg(A); the set of initial locations
Qy = Qo x {[0]}; the set of accepting locations Q¥ = Q; x IReg(A); and the
transition relation AY C Q¥ x YU {v'} x Q" includes o-translations and v -
translations constructed based on transitions (¢, o, ¢, R,q’) € A:

— o-translation: (¢, [v]) = (¢, [v']), s.t. 3[v],[v'] € IReg(A), v € ¢ and v' =
[R — 0]o.
— V-translation: (g, [v]) SN (g, [v']), s.t. T[v],[v'] € IReg(A), v/ =v+ 1.

A o-translation represents a discrete jump from a symbolic state (location)
(g, [v]) to a symbolic state (¢, [v']). It simulates the transition (¢,0,$,R,q’) in
TA A but only triggered by the clock valuations containing integral assignments.
A v-translation simulates the one time unit passing in a location of .A. The gen-
erated and recognized languages, denoted by L(AY) and L;(AY), are untimed
languages over X U {v'}.

The following lemma states that the corresponding IA AY recognizes the
integral timed language of TA A via the Tick language.

Lemma 4 (Proposition 10 in [24]). Given a TA A, there exists an IA AY
whose language Li(AY) is equivalent to Tick(L;(A)).

e-NFA construction. Based on AY, we can construct an e-NFA A/ that can
accept the Tick language of the projection of the integral timed language of A,
i.e. Tick(Px,(Ls(A))), by the following two steps.
1. Replace all o ¢ ¥, with e.
2. For all traces that end up in QJ( and contain only e-translations and v'-
translations, construct a fresh set of e-transitions A, by
— Introducing a fresh location ¢s as the unique accepting location.
— For all ¢ € Q¥ s.t. ¢ € QY or exist (¢/,0,q9) € AY with ¢ € X, if
(1) q € Qj‘c/ or (2) there exists a transition sequence from ¢ to some

location ¢” € QJ{ that only contains {e, v’ }-transitions, then adding an
e-transition (g, €, g5) into A..

Therefore, we construct an e-NFA Ago = (2/20762‘/20, JZD,QJED A‘/ZO)

where the alphabet = 3,U {¢, v }; the set of locations Q/ =QY U{qs},
. .o, . . EO

the set of initial locations Qf ° = QY ; the set of accepting locations Q% o=

{¢s}; and the set of transitions AV = = {(q,0,¢) € AY | o € X, U{V}}U
{(¢.6,d) [ (@.0,9) € A" No ¢ o} U A..
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Lemma 5. Given a TA A, the language of the constructed e-NFA Ago is equiv-
alent to the Tick language of the projection of the integral timed language of A,
i.e., Ly(AY ) = Tick(Ps,(Ls(A))).

Given a TA A and a secret TA A under the discrete-time semantics, let Ly =
L(As), by Lemma 4 and Lemma 5, we can always build two e-NFA A4; and A,
such that L¢(A1) = Tick(Px,(L(A)NL,)) and Ly(Ay) = Tick(Ps,(L(A)\Ls)),
since TA in the discrete-time semantics are closed under product and comple-
mentation [16]. Hence, by Lemma 3, the LBTO problem w.r.t the integral timed
languages L(A) and Ly can be transformed into the language inclusion problem
between e-NFA A; and Az, and the latter is decidable in PSPACE-complete [18].
Therefore, we have the following conclusion.

Theorem 3. The LBTO, ILTO, and CLTO of TA under the discrete-time seman-
tics are decidable.

4.3 Sufficient Condition and Necessary Condition

Given a subclass of TA, denoted by X'-automata, we present a sufficient condition
and a necessary condition on the decidability of opacity problems of X-automata.
According to the transformation in Fig. 3, LBTO is the strongest property, i.e.,
ILTO and CLTO can be reduced to LBTO. Hence, we consider the sufficient condi-
tion of LBTO. For the necessary condition, we consider the CLTO problem.

Sufficient Condition of LBT0. Given an X-automaton X, and a secret lan-
guage L; which can be recognized by a secret X-automaton X, i.e., L, =
L(X,), by Definition 3, the LBTO problem asks if Vw € L£(X) N Ly(X,), I €
L(X)\Lf(X;) s.t. Py, (w) = Py, (w') which is equivalent to asking if Px, (£(X)N
Ly(Xs)) € P, (LX) \ Ly (X))

Theorem 4 (Sufficient condition). If X-automata are closed under product,
complementation, and projection, then the LBTO of X -automata is decidable.

Proof. For the proof, we provide a decision procedure for the LBTO of X-automata
if X-automata are closed under product, complementation, and projection.
First, we transform X to an X-automaton X’ by labeling all locations in X as
accepting locations. Thus, we have £(X) = L¢(X’). Since X-automata are closed
under complementation, we can build the complemented X-automaton of X,
denoted by X. By the product operation, we can build two product X-automata
Y, = X' x X, and Y,,, = X’ x X,. Therefore, Y, represents the secret part, i.e.,
L(Ys) = L(X) N L§(X,), and Y, represents the non-secret part L¢(Yns) =
L(X)\L;(X). Since X-automata are closed under projection Py, , we can build
two projection X-automata Y, ¥ and Y,%°. We have L;(Y.¥) = Py, (L;(Ys)) =
Py, (L(X) N £7(X,)) and £;(Y;Z) = Py, (L;(Yns)) = P, (£(X) \ L;(X,)).
For checking if £;(V.¥) C L¢(Y,%°), we build a product X-automaton Z =
Yo x Yyse and check the emptiness problem of Z. If £;(Z) = (), then X is LBTO
w.r.t Xs and X,. As shown in [2], the emptiness problem of timed automata is
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decidable in PSPACE. Since X is a sub-class of timed automata, the emptiness
problem of X-automata is also decidable.

Therefore, the LBTO of A-automata is decidable if X-automata are closed
under product, complementation, and projection. a

For instance, we check our sufficient condition on the subclasses mentioned
in §2.2. According to [13], RTA satisfy the sufficient condition, and we know
that the opacity of RTA is decidable [29,33]. However, e-NTA and NTA are not
closed under complementation. Although DTA and ERA are closed under com-
plementation, they are not closed under projection. [12] shows that the opacity
problems of e-NTA, NTA, DTA, and ERA are undecidable.

Necessary condition of CLTO. Given an X-automaton X, and a secret sub-
set of locations Qs C @, by Definition 5, the CLTO problem asks if Vw €

Trx(Qo,Qs), Fw" € Trx(Qo,Q\ Qs) s.t. Py, (w) = Px,(w').
The following lemma states that the universality problem of X-automata can
be reduced to an equivalent CLTO problem of X-automata.

Lemma 6. Given an X-automaton X, there exists an X -automaton X' s.t. the
universality problem of X is equivalent to the CLTO problem of X'.

Proof. Given an X-automaton X = (X, Q, Qo, Qs,C, A), the universality prob-
lem asks if £L;(X) = (X x Rx¢)*.

Similar to the proof of Lemma 2, we first introduce a new unaccepting lo-
cation ¢ and then build its complete X-automaton X’ = (X, Q, Qo, Q. C, A7)
with Q = Q U ¢, which satisfies £7(X) = L;(X’) and L(X') = Trx:/(Qo) =
(X x Rx>g)*.

Let the observable subset Y, = X and the secret location subsets Qs =
Q \ Q. By Definition 5, the CLTO problem of X’ w.r.t Qs and X, asks if

Yw € TTX’(Q())QS)?HW/ € TrX'(QOvQ \ QS) s.t. PE(w) = Px(w/)

which is equivalent to

Vw € Trx(Qo), 3w’ € Trx/(Qo, Q\ Qs) s.t. Px(w) = Ps(w')
SVw e L(A), I € Li(X') s.t. Ps(w) = Po(w) & Po(L(X') C Ps(Lp(X)).

By definition, for the same automaton, the recognized language is a subset of
the generated language, then Px(Lf(X')) C Ps(L(X')). Therefore, it asks if
Px(Lf(X")) = Ps(L(X")) which equals

Ps(L7(X')) = (¥ x Rzo)® & Pe(Ly(X)) = (¥ x Rao)® & L(X) = (¥ x Rso)’
Therefore, it is equivalent to the universality problem of X. a

Theorem 5 (Necessary condition). If the CLTO of X -automata is decidable,
then the universality problem of X -automata is decidable.
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RTA [29733] E\Y‘w. cond. Thm. 55
O Opacity of X-automata
OTA
L TA [12]) 4

Fig. 4. Left: the decidability and undecidability results on opacity of timed automata;
Right: the sufficient condition and necessary condition for the decidability of opacity
of sub-class X-automata.

5 Discussion and Conclusion

Related work. Opacity problems have been extensively studied in Discrete
Event Systems community [7,21,25,27,25,14,31,17,30,19]. Contrary to finite-state
automata, which enjoy decidability in opacity, it has been proven that the opac-
ity problem is undecidable for TA [12]. Therefore, various types of opacity for
subclasses of TA with different restrictions have been investigated. The opacity
problem of a subclass named Event-Recording Automata (ERA) [3] has also been
proved undecidable in [12]. Later in [28,29], the language-based and state-based
opacity problems have been proved decidable for RTA. A more comprehensive
study on state-based opacity of RTA is given in [33], showing that the decision
complexity is 2-EXPTIME. A kind of bounded-timed opacity is studied in [4].
Recently, in [6,5], André et al. define a kind of timed opacity only considering the
duration time of the executions but not the events, which is different from the
classic concepts in [12]. There are also some works on the approximate opacity
of Cyber-Physical Systems [22,32].

Conclusion. In this paper, we systematically examine three opacity problems
(LBTO, ILTO, and CLTO) for TA with their transformations. We prove the unde-
cidability of these opacity problems for DOTA, OTA, and e-OTA, addressing a
gap in prior work. Additionally, we provide a constructive proof confirming the
decidability of opacity for TA under discrete-time semantics, offering a general
verification algorithm. Finally, we propose a sufficient condition for LBTO and
a necessary condition for CLTO, elucidating the system properties guiding the
design of an opaque timed system.

Discussion. In Fig. 4, the figure on the left side summarizes the decidability
(for RTA) and undecidability (gray part in the figure) results on the opacity of
different classes of timed automata; the figure on the right side illustrates the
relation between the opacity problem, the necessary condition, and the sufficient
condition. Hence, one question is if there exists a subclass X-automata such
that RTA C X-automata and the opacity of X-automata is decidable. Another
interesting question is whether we can find some tighter sufficient conditions and
necessary conditions on the decidability of timed opacity or even a sufficient and
necessary condition.
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A Omitted Proofs

A.1 Proof for Lemma 2

Proof. Given e-NTA A, the universality problem asks if £;(A.) = (X x R>¢)*.

We first introduce a new unaccepting location ¢ and then build its complete
eNTA A, where the location set Q = Q U {¢} and the accepting locations are
unchanged, satisfying that the recognized timed language £ f(/le) = L¢(A¢) and

the generated timed language £(Ac) = (X' xRx>0)*. Since L¢(Ac) = L¢(Ae), the
universality problems of A, and A, are equivalent.

We build an NTA A" = (X, Q, Qo, Qf, A) by introducing an action a ¢ X,
ie. X' = ¥ U {a} and replacing all e-transitions in A, with a-transitions. It is

clear that Px(L(A")) = L(A,) = (X X ]}%20)* and Ps(Ly(A')) = Ps(L(Ae)).
Let the secret location set Qs = @ \ Q¢ and let the observable alphabet
XY, = X, by Definition 5, the CLTO problem of A" w.r.t Q5 and X, asks if

Yw € Tr.A/(QOa Qs)7 o’ € TT.A’(QO? Q \ Qs) s.t. PEO (w) = PE@ (w/)

which is equivalent to

Yw € Tra(Qo), 3w’ € Tra(Qo,Q\ Qs) s.t. Ps,(w) = Px, ()
& VYw e Tra(Qo), 3w € Tra(Qo,Qy) sit. Px,(w) = Ps, (W)
S Vwe LA), T € Li(A) s.t. Py, (w) = Ps, ()
© Pg(L(A)) € Pe(Lp(A))

By the definition, for a timed automaton, the recognized timed language
is a subset of the generated timed language, i.e., L;(A") C L(A’), and then
Px(Ls(A") C Px(L(A")). Therefore, it asks if Px(L(A")) = Ps(L(A’)) which
is equivalent to

Pg(Ly(A) = Po(L(A) & Pe(Ly(A) = (X x Rx0)"

& Py(Ly(A) = (¥ xRx0)" & Ly(Ac) = (¥ x Rx0)" & Lf(Ac) = (¥ x Rx0)"
It is clear that it is equivalent to the universality problem of e-NTA A.. O
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A.2 Proof for Theorem 1

Proof. The proof of Lemma 2 is not related to the number of clocks, so it holds
for OTA with e-transitions (e-OTA), i.e., given an e-OTA A, there is a OTA
A’ s.t. the CLTO problem of A’ is equivalent to the universality problem of A..
According to [1], the universality problem of e-OTA is undecidable. Thus, the
CLTO problem of OTA A’ is undecidable. Then by Lemma 1, the CLTO of e-OTA
is undecidable. Also, it can be concluded by OTA C eOTA. a

A.3 Proof for Lemma 5

Proof. Consider an accepted integral timed word w = (01,t1)(02,t2) - (op,tn) €

Ls(A), there is an accepting run p = (go,0) 5% (g1, v1) =22 ... 270

(Gn,vpn) in A, where 1y = t; and 7; = t;—t;_1 for 2 < i < n. By Lemma 4, there is

an accepting run A A A - NP AL AN A A LN
pung PIA = Qo 4 a1 4 an

T1 T2 Tn
in AY. There are two conditions in Tick(Ps,(w)) as follows.

1) Im < n. o, € X, for m < i < n. It means that if there are unob-
servable actions, they only occur in the body of w, not at the end. Without
loss of generality, considering o, & X, for k < m, we have Tick(Px,(w)) =
V...vVoyopy .. Ve ...V o100, By Step 1, we have replaced all

T1 Tk Tk+1

unobservable actions by €. Hence, corresponding to pya, there is a transition p’ =

v v o Ok—1 v v € v v on . v s
q0—>-~-—>—>-~-—>qk,1—>-~-—>—>qk—>~-~—>~-~—>qnlnA2 L It’s
—— —_——— —_——— °

T1 Tk Tk+1
clear that trace(p’) = Tick(Pys, (w)). By Step 2, we add a e-transition from g,
to the unique accepting location ¢. Therefore, Tick(Ps,(w)) € Ly(AY, ).

2) dm < n s.t. 0; € X, for m < i < n. In addition to the condition 1), there
are some unobservable actions occurs continuously in the end of w. By Defini-
tion 1 and Definition 6, Tick(Px, (w)) will be ended with a sequence of v and e,
where o; is replaced by €. By Step 1, we have already replaced all unobservable
actions by €. By Step 2, we have added an e-transition from ¢,,_1 to the unique
accepting location ¢s. Hence, corresponding to pra, there is an accepting run

/ v Voo, o1 v v v v
p:q0—>_>q _>q1H..._>...H..._>q
—— —— ——

1 Om—1

€ .
—— Qm-1 — (s in Ago.

T1 T2 Tm—1
Therefore, Tick(Ps,(w)) € Lg(AY,).
For an unaccepted integral timed word w = (o1,t1)(02,t2) " (On,tn) &

L¢(A), there are two conditions.
1) w does not correspond to a run in A. By the constructions of AY and

AY, , it’s not hard to check there is no corresponding run in AY, .
T1,01 72,02 Tn,0n

2) The corresponding run p = (g, 0) —— (q1,v1) —— -+ —— (qn,Vn)
does not end in an accepting location, i.e., g, & Q. By the construction of A",
we have (gn, [vn]) € Q]{ By Step 2, we never add an e-transition from (gy, [vn])
to the unique accepting location ¢s. Therefore, Tick(Ps,(w)) € Ly(AY, ).

Hence, we have L(AY, ) = Tick(Ps,(Lg(A))). O
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A.4 Proof for Theorem 5

Proof. By Lemma 6, we have the corollary such that if the universality prob-
lem of X-automata is undecidable, then the CLTO problem of X-automata is
undecidable. The contraposition of the corollary says that if CLTO problem of
X-automata is decidable, then its universality problem is decidable. a

B More detailed related work

Opacity of untimed systems. The notion of opacity was first introduced
in [23] to analyze cryptography protocols. Various types of the opacity of dif-
ferent models have been well studied in the Discrete Event Systems community,
e.g., language-based opacity (LBO) [7,21], initial-state opacity and current-state
opacity (ISO and CSO) [25,27], K-step opacity and infinite-step opacity (KSO
and InfSO) [25,14,31,17], on Petri nets [11], and finite-state automata [30], etc.
The opacity problem of finite-state automata has been proved decidable - it is
in PSPACE [26,27]. We name just a few related works here. A comprehensive
introduction to verification and enforcement of opacity can be found in [19].

Opacity of timed systems. In [12], it has been proved that the opacity prob-
lem is undecidable for TA. Moreover, the opacity problem of a subclass named
Event-Recording Automata (ERA) [3] has also been proved undecidable in that
paper. Later in [28,29], the LBO and ISO have been proved decidable for Real-
time Automata (RTA) [13] which is a kind of timed automata with one clock
resetting on every transition. A verification method and an implementation are
also provided therein. A more comprehensive study on state-based opacity of
RTA is given in [33]. It shows that ISO, CSO, KSO, and InfSO are all decidable
(2-EXPTIME). In [4], a kind of bounded-timed opacity is defined and is proved
decidable for TA. Bounded-timed opacity is similar to opacity but only requires
that the secret should be kept hidden for a certain period, i.e., it is satisfied if
the intruder is unable to infer the secret before the given upper bound time «.
Recently, in [6,5], André et al. define a kind of timed opacity only considering
the duration time of the executions but not the events, which is different from
the classic concepts in [12]. That is, TA is opaque w.r.t duration time (i.e., the
time of an execution from the initial location to the final location), if for ev-
ery execution going through a secret location, there exists an execution with the
same duration time not going through a secret location. Therefore, the intruder’s
power is more restricted in such settings. They proved that the timed opacity
w.r.t duration time is decidable. In fact, the simple example in Fig. 1 is also a
case for the timed opacity w.r.t duration time. There are also some works on the
approximate opacity of Cyber-Physical Systems [22,32].
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