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Abstract. HyperLTL extends Linear Temporal Logic (LTL) with
explicit trace variables and quantification over traces, allowing formu-
las to relate multiple executions within a single specification. Conse-
quently, HyperLTL has become an important specification formalism for
hyperproperties, i.e., properties of sets of traces rather than individual
traces. However, the satisfiability of HyperLTL is undecidable, so fully
automatic reasoning cannot, in general, replace deductive methods to
establish validity. Furthermore, HyperLTL restricts trace quantification
to the outermost scope of formulas. In this paper, we study HyperLTL",
a generalization that removes this restriction by allowing trace quan-
tifiers to occur under temporal operators. We present a Gentzen-style
sequent calculus for HyperLTL" and establish completeness by means of
suitable infinitary rules. We then derive sound finitary principles that are
amenable to interactive theorem proving and can serve as a foundation
for mechanized reasoning. We illustrate the use of the calculus on rep-
resentative HyperLTL-style specifications that are difficult to discharge
by existing automatic procedures. Finally, we analyze the expressiveness
of HyperLTL* and discuss how the calculus can be combined with first-
order reasoning infrastructure.

Keywords: HyperLTL - proof system - interactive theorem proving -
first-order logic - satisfiability

1 Introduction

Hyperproperties [19] generalize the notion of trace properties [2] from sets of
traces (paths) to sets of sets of traces. Requirements on computing systems that
are hyperproperties but not trace properties include information flow security
policies such as noninterference [36], observational determinism [50], sensitiv-
ity and robustness requirements in cyber-physical systems [49], and consistency
conditions such as linearizability in concurrent data structures [13], and so on.
Formulas in classical temporal logics, such as Linear Temporal Logic (LTL)
[44], Computation Tree Logics (CTL and CTL*) [17,26], and p-calculus [41],
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characterize sets of traces or sets of Kripke models. However, expressing specific
properties of sets of traces, such as epistemic properties, typically requires the
addition of dedicated modalities to these logics. HyperLTL [18], due to Clarkson
et al., extends LTL by introducing trace variables and quantification over the
trace domain. This mechanism makes it possible to express relational specifica-
tions by correlating the valuations of propositions across multiple traces. Hence,
HyperLTL provides a powerful framework for expressing properties over sets of
traces. Automatic verification techniques have been developed for HyperLTL,
including model- and satisfiability-checking algorithms [27-29,33]. With these
techniques, HyperLTL has become a predominant specification logic for hyper-
properties and has been successfully applied to fundamental security policies,
distributed protocols and coding theories [28,30].

The model-checking complexity of HyperLTL formulas over finite Kripke
structures is non-elementary [18]; moreover, neither satisfiability [27] nor synthe-
sis [29] is decidable for the full logic. This inherent complexity makes deductive
methods particularly relevant: they provide a complementary reasoning mode
when algorithmic procedures diverge or do not apply. In this paper, we consider
HyperLTL*, which extends HyperLTL by removing the restriction on quantifiers
not to appear in the scope of temporal operators. We propose a complete proof
system for HyperLTL*, obtained by extending a Gentzen-style calculus with w-
and Cow-rules. This yields a proof-theoretic basis for interactive theorem proving
for HyperLTL*, complementing automated verification techniques and enabling
the formal derivation of specifications that remain beyond the reach of fully
automatic methods.

Our proof system is presented in the Gentzen style, building upon the one
for LTL [35] while incorporating modified temporal rules and extra trace quanti-
fier rules. Additionally, more powerful induction rules, the w-rule and Cow-rule,
are required. This necessity arises because HyperLTL lacks the finite model
property [34], rendering the finiteness-of-premise assumption in LTL’s proof sys-
tem [35] inadequate. Consequently, an induction axiom similar to that of LTL
[35] is insufficient to guarantee the existence of witnesses for trace quantifiers.
Indeed, it is well established that no finitary proof system for a non-compact
logic can achieve strong completeness [45]. We provide rigorous proofs for both
the soundness and the completeness of our proof system.

Furthermore, we show that HyperLTL* is more expressive than HyperLTL
but still strictly subsumed by the first-order logic FO[<, E]. To showcase the
utility of our proof system, we illustrate its application to formulas with multiple
quantifier alternations, which are hard to handle by automatic techniques.

1.1 Related Work

We briefly review prior work on (i) specification formalisms for hyperproperties
and (ii) reasoning and verification techniques for such formalisms.

Hyperlogics. Alur et al. observed that opacity is not expressible in the p-calculus
[4], despite the fact that the u-calculus subsumes LTL, CTL*, dynamic logic, and
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related modal formalisms. This illustrates a general phenomenon: many security
and consistency requirements are not properties of a single execution, but rather
constrain sets of executions (hyperproperties). To capture such requirements, a
variety of hyperlogics has been developed, can be briefly summarized as follows:

1. Encoding via model restrictions. Structural assumptions on the model (e.g.,
symmetry) can make certain hyperproperties definable in standard logics;
examples include observational determinism [6,39] and noninterference [7].

2. Adding dedicated modalities. Examples include path-equivalence modalities in
branching-time logics [3], the hide modality H in SecLTL [24], and epistemic
modalities [5].

3. First-order and first-order inspired formalisms. Monadic first-order logic with
the equal-level predicate is studied in [34], and alternative quantifier disci-
plines are investigated in [8].

4. Explicit trace/path quantification. This line includes QLTL [47], HyperPDL-
A [37], HyperATL* [10], HyperCTL* [18], and so on. In which HyperLTL is
a prominent instance.

Further perspectives include team semantics for temporal logics [42,48].
Beyond the synchronous finite-state setting, the high complexity of reasoning
about asynchronous systems has motivated dedicated logics [9,14,38]; similarly,
quantitative and probabilistic variants have been considered [1,25,33]. A prelim-
inary comparison of these formalisms in terms of expressiveness and algorithmic
problems is given in [21].

From a proof-theoretic viewpoint, strong completeness for non-compact logics
is typically obtained via infinitary inference principles; examples include intu-
itionistic temporal logic [15] and higher-order duration calculus [51,52]. However,
these systems are Hilbert-style and do not target trace-quantifying temporal
hyperlogics; to the best of our knowledge, a strongly complete Gentzen-style
calculus in this setting has not previously been developed.

Verification of Hyperproperties. Inspired by the success of classical modal and
temporal logics, most of the existing work on hyperlogics focus on automatic
verification techniques such as model- and satisfiability-checking, synthesis, and
monitoring. Model- and satisfiability-checking tools for HyperLTL were pre-
sented in [22,33] and [27,28,30], respectively. Synthesis tools were presented in
[29]. Runtime monitoring tools of HyperLTL were reported in [31,32]. Recently,
repairing programs w.r.t. HyperLTL was investigated in [11].

In general, the computational complexity of HyperLTL exceeds that of classi-
cal temporal logics [27]. It is well known that LTL model checking is PSPACE-
COMPLETE [46]. In contrast, HyperLTL model checking over finite Kripke struc-
tures is nonelementary [33], and its satisfiability is not semi-decidable [34]. As
a consequence, HyperLTL admits no finitary proof system that is strongly com-
plete. The largest known decidable fragment of HyperLTL consists of formulas
with quantifier prefix of the form 3*V* [21]; important information-flow poli-
cies such as general noninterference (GNI) and state opacity lie outside this
fragment. This motivates interactive and semi-automated reasoning, for which
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a proof system is a prerequisite. To the best of our knowledge, the only proof
system available in the literature [20] handles only a fragment of HyperLTL and
does not establish full proof-theoretic metatheory such as (strong) completeness.
More recently, a set of co-induction proof rules for a fragment of HyperLTL of
the type V*3*0¢ is reported in [23], where ¢ is an LTL formula. This motivates
us to investigate this issue in this paper.

Organization. The rest of this paper is organized as follows: Sect.2 defines the
syntax and semantics of HyperLTL*, Sect. 3 presents a proof system in Gentzen
style for HyperLTL*, while Sect. 4 proves the completeness of the proof system,
Sect. 5 discusses the expressiveness of HyperLTL*, Sect. 6 presents a case study,
and finally Sect.7 draws a conclusion and discusses future work.

2 Syntax and Semantics of HyperLTL*

In this section, we define HyperLTL* by lifting the HyperLTL restriction that
trace quantifiers cannot occur within the scope of temporal operators. The logic
HyperLTL* has the same syntax as HyperCTL* [18]. However, HyperCTL* is
interpreted over Kripke structures, HyperLTL* is interpreted over trace sets, as
in HyperLTL.

Definition 1. A HyperLTL* vocabulary consists of a countable set of trace vari-
ables T, and a countable set of propositional letters P. The syntax of HyperLTL*
formulas is defined by the following BNF:

pu=T|ar [Tmp|~@leAp|Op| e
where a € P and 7 € T.

In Definition 1, O reads next and U reads until, as in LTL. The propositional
constant |, the Boolean connectives V and —, the universal quantifier V, and
the temporal operators R, ¢, [J, and W are treated as standard abbreviations:
PRY =—(—pU—1), Op=TUp, Op=-0-p, Wi =0p V (eUY).

Let X =2F. A model M is a pair (7T, IT) consisting of a set of traces T' C Xv
and a partial trace assignment II : T — T.

Definition 2. Given a HyperLTL* formula v, a model M = (T,II), and a ref-
erence position i < w, the satisfaction of ¢ in M at position i, denoted by
M, i |= @, is defined inductively as follows:

MiET

MiEar iff a€ I(m)[i

MiE—p  iff M,ite

MiE oV iff MyiE @ or MiE

MiEQyp iff Myji+1F

MyiE Uy iff 33 >0Mi+jEY andVk < jM,i+kEp
M,iEImp iff there exists t € T such that M[m — t],i E ¢
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where M[m +— t]=(T,II[r — t]) denotes the model obtained from M by
updating II to map w to t. The empty assignment is written I1y. Given a sentence
, we write T,i F ¢ for (T,Iy),i E v. Given a set of formulas I' and a formula
p, we write I' E ¢ if, for all i € N and all models M, M,i E v for all v € T
implies M, i E .

The sets FV(p) and BV(y) of trace variables which have free and bound
occurrences in formula ¢, respectively, are defined as usual.
The following coincidence lemma is straightforward.

Lemma 1. [f H1|FV(<,0) = H2|FV(<,0); then (T, Hl),i = (2] Zﬁc (T, Hg),i E ®.

In what follows, ¢[n’ /7] denotes the substitution of 7 by 7’ for all free occur-
rences of 7w in .

Lemma 2. If 7' ¢ BV(yp), then M,i E @[n'/7n] is equivalent to M[r —
I (m")],i E ¢ for all M and all i < w.

3 A Sequent Calculus Lg, for HyperLTL*

A sequent is a pair of (possibly infinite) sets of HyperLTL* formulas, written
I't A We call I' H A wvalid if, for every model M and every i € N, M,i =T
implies that there exists ¢ € A such that M,i = ¢. In what follows, we write
“I'VA” for TU A, “I', " for I'U{p}, and O~ T for {y | O~y € I'}.

We present a Gentzen-style proof system for HyperLTL*, denoted by Lg.,
in Table1. The system L, consists of four groups of inference rules, respec-
tively for Boolean connectives, temporal operators, trace quantifiers, and gen-
eral structures. The rules for connectives = and A are standard, the same as
in first-order logic. The rules for temporal operators O, ¢, and U (and their
combinations) are essentially the same as in LTL, except that we use infinitary
rules (w and Cow) in place of the induction axiom O(y — O¢) — (¢ — D).
We will explain why later. The rules for trace quantifiers are new, but follow
standard proof-theoretic patterns. The structural rules are essentially the same
as in LTL, but we omit the generalization rule Fl_D(p . The role of its infinitary

'ty i
{Ov|yerl} DOy

sequent counterpart

GO (see below).

is largely assumed by the derived rule

3.1 Why w-Rule

It is well-known that LTL has the small (lasso) model property [40], thus it is
reasonable to assume a premise set A to be finite. Without this assumption,
LTL cannot have a finite complete proof system [15]. A notable counterexample
is I' = {OFp | k € N} U {0-p}. Clearly, I is infinite and not satisfiable, and
for any LTL formula ¢, we have I' = ¢ and I' = —¢. If LTL has a finite
complete proof system without the assumption, it follows I' - ¢ and I' F =,



382

N. Zhan et al.

Table 1. Proof System L.,

Boolean rules:

I'kFo ok L o, x 'ty I'Hy
L- - LA) 2 X —r - v
ity BT W ronerx BV Trens
Temporal rules:
O Ik 'Oy IO—-pty
O) ———— -Q) — — Q) > — ¥ X
(RO) I'FOgp (R )FI——‘O(p (L )F,—\Oga)—x
I'FO0p
o Cow)
©9) Frooe W ioFawenmroy ) Gorofedien
I't Uy Lo x I, =, O (pUy) - x I I o, 2 O(pUep) -3
L
O Frog () T Al F (o T gl
Quantifier rules:
't ln’/n] Lyl /albte
(R L 1) SRR g VU ()
' O3re I,O3rp - x
@) _— O - =
(R EI)FFHWO@ (LO3) IIrOpkx
Structural rules:
Iy I-pk L rFol Tk Dk
@A) 7o W Fary ©D —F¢ ©OL 7 ) —Fr

which is a contradiction. On the other hand, [34] proved that HyperLTL, let
alone HyperLTL*, have no established form of small model property. Hence, the
proof system Ly, has to have two infinitary rules (w) and (Cow), that relate O
to O (dually ¢) with infinitely many premises (conclusions). Fortunately, these
infinitely many premises can sometimes, if not often, be obtained by induction,
which could be proved automatically in interactive theorem provers, like Rocq.

3.2 Proofs and Derivability in Ly,

A proof P in a proof system with infinitary rules such as L, is a tree P of height
H(P), possibly with infinite width, labeled with sequents, defined as follows:

any instance of an axiom, that is, a proof rule without premises, is a proof,

with H(P) = 1;

if P;s are proofs of all the premises of some instance of a proof rule, where
i € I and I may be finite or infinite, then the tree P is with the conclusion
of the rule instance as root, and P;s as immediate descendants, with H (P)

sup;c;(H(P;) +1).

Sequent I' = ¢ is derivable in Lg,,, written I" ¢, ¢, if it is the label of the
root of a proof.
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3.3 Soundness of Ly,
Theorem 1 (Soundness). For any sequent I' =, I' Fr,, . @ implies I' E .

Proof. This is done by induction on H(P). We only provide proofs for (R3) and
(L3), the remaining cases are straightforward.

— (R3): Suppose I' F ¢[n’/x]. The induction hypothesis implies I" & p[n’/x].
This means that for any M,i as given in Definition 2, M,¢ = I' implies
M, i = o[n’/7]. By Lemma 2, M, i |= ¢[n’ /7] means that M[r — II(7)],i |=
ol /7], i.e., M,i |E Irp according to Definition 2.

— (L3): Suppose I, Y[r’' /7] b ¢ with 7" being not free in I', Imp, . Thus, it
follows I',9[n' /7] E ¢ by the induction hypothesis. That is, for any M, 1,
M,iE I and M, i E¢[n’ /7] implies M, i F ¢. As 7’ is not free in I', Ine), @,
according to Definition 2, M,i F o[’ /7] iff M,i E Jmp. Whence, for any
M, i, M i E T and M, iE Imyp implies M, i E o, ie., I, Im = . O

4 Completeness of Ly,

We establish the completeness of L, by the following steps: first showing that,
for any set of formulas A, if A is consistent w.r.t. Lp,,, that is A/, L, then
a maximal A" D A exists such that A’ /... 1 too; then showing how such a
A’ can be used to build a model to refute A & L; finally, by contraposition,
this implies that A b, ¢ which is immediately derivable with A, —p ., L,
follows from A E ¢, by virtue of its equivalence with A, -~ F L.

4.1 The Conservativeness of HyperLTL* over LTL

To cut down the parts of the proof which essentially pertain to LTL, we estab-
lish and use the fact that Lpg, extends theoremhood as known for LTL in a
conservative way.

Proposition 1. Every substitution instance of a valid propositional LTL for-
mula is a theorem in Ly, .

This means that, e.g., Fz,., O3Indar V O =Inda, follows from the validity
of OqV O—q in LTL, regardless of the fact that the position of ¢ in the latter
formula is taken by dw{a,, which is HyperLTL*-specific.

Proof. Induction on the construction of LTL Hilbert-style proofs (cf. e.g., [43])
of the translation

t(aEWle/QEmmw HE HﬂNXN/qﬂﬂNXNaazl/a;N LR ) aﬁi4/a£§4]) =

of the given LTL substitution instance of LTL formula « which maps every quan-
tified HyperLTL formula 37y or subscripted atomic proposition a, to distinct
fresh propositional variables g3r, and (the eponymous) a,, respectively. a
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4.2 The Deduction Theorem and Some Derived Rules in Ly,
Proposition 2 (Deduction Theorem). For any set of formulas I and for-
mula o, I 60 iff I'Hep—0.

Proof. =: I',o - 6 implies I',p,—0 F L by (L-). It follows I, A =0 F L by
(LA). Hence, it derives I' = —=(¢ A =6) by (R—), that is I' - ¢ — 0.

<: Clearly, I' + ¢ — 0 implies I' F —=(¢ A =8), which gives I, o A =6 = L by
(L—). Moreover, we have I', i, =0 - © A =0 by (As) and (RA)q. It follows that
I',p,—0 F L by (Cut). Hence I', o - 0 by (R—). O

Now the rule shown in Table 2 can be easily derived in Lg,:

Table 2. Some Derived Rules

(- O)* 3};;;):;,/%61\1 (LY) %{ﬁ;x

k / /
(00" jigogi’ ken (v Abelr /W],z fvi\;(ﬂ U {vre})
o STy 2ne alGC0n
o £l e s

Proof. RV and LV can be proved by the following proof fragments respectively,
for instance:

A/l x Abyl/r L
A, —x F —lr! /) ’ 3 A, —[n! /7] L I3
A, =y F 3Im—) L, R- A dr—p - L R
A I By Al —Ir—)

The other rules can be obtained as single applications of Proposition 1, possibly
Proposition 2, and MP, using the theoremhood in LTL of the following formulas,
given in the order of appearance of the related rules: = OF ¢ — OF =, OF ¢ —
0O g, (p AOOp — x) = (v — x), ¢ = ([O(p — Op) — D), ¢ — ((p —
20 0=¢) = Op), (b= x) = (¥ = x) = (¢VY—x)),and o = V. O

4.3 A Canonical Model
Definition 3. A set of formulas A is called consistent, if A/, L. Ais called
a maximal consistent set, if there does not exist A" D A that satisfies A b L.

In the sequel we often omit the -, in F,,  to improve readability.

Lemma 3. Let A be a maximal consistent set and @, be formulas. Then
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(i) p € Aiff np € A, and At @ implies € A;
(il)) AP e Adff o€ A andyp € A;
(iii) Uy € A iff i € A, or =), ¢, O(pU1)) € A;
(iv) O p e Aiff O—p € A;
(v) InOp e A iff OFnp € A.

Given the consistency of A, the first statement of (¢) is indeed equivalent to

the maximality of A.

Proof. The proofs of (i) and (ii) are as in classical propositional logic. We skip
the easy directions in the proofs of (iii), (iv) and (v) below too:

(iii) (=) Assume U € A, € A and x € A, for some x € {1, p, O(wU)}.

— x = —: From (i), we have =9 € A and -—) € A, obviously contradicts to
the consistency of A.

— x = ¢: Also, by (i), we have =p € A. Obviously, 1, ¢, F L1, and
-, =, p, O(elrp) B L. Hence, =), —p, oUtp = L by (LU), which gives
-, p F —(eUrp) by (R—). This concludes that A F —(¢l)), that contra-
dicts to the consistency of A.

— x = O(wUr): Likewise, by (i), we have —O(pUr)) € A. Obvi-
ously, =, 2 O(pU),v + L, and =), -~ O(eU), ¢, O(pUrp) F L. Hence,
=, 2 O(pUr), pU + L by (LU), which gives —p, = O(olUr)) F —(plUUr)) by
(R—). This concludes that A - =(oUtp) by (Wk), which contradicts the con-
sistency of A.

(iv) (=): O—¢ € A implies A F O—¢ by (As), which implies A - = Oy by
(R-0). Hence, it follows ~O ¢ € A by (i).
(«<): O—p € A implies A,O—-p F L by (i), which implies A, - O ¢ F L by
(L—O). Thus, it follows = O ¢ & A by (i).

(v) Similar to the proof of (iv). O

Lemma 4. If A is a mazimal consistent set then so is O~ ! A.

Proof. Any hypothetical proof of O~' A, L can be used to obtain a proof
of Ak, OL by means of (RO), and (O L) allows deriving Ak, L from
that, which gives rise to a contradiction. Maximality is established by observing
that the equivalence between O € A and - O ¢ ¢ A implies the equivalence
between ¢ € O A and ~¢p ¢ O™ A, O

Definition 4. Let A be a set of formulas.

— A has the I-property iff for any Imp € A, there exists a trace variable 7'
such that o[n’ /7] € A.

- A has the U-property iff for any oUyp € A, there exists a k € N such that
Ok e A.

~ A has the strengthened U-property iff for any O (@Urp) € A, there exists
ann > j such that O™ ¢ € A.
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Lemma 5. If a maximal consistent set A has the J-property, then so does
o~ tA.

Proof. For any 3mp € O~ A, by the definition of O~ A, we have O Inp € A.
By Lemma 3, we have 31 O ¢ € A. Since A has the J-property, O ¢[r’ /7] € A
for some 7', and thus [n’/7] € O~! A. |

Let T'"=T U {7 : k < w}, where {m, : k < w} is a countable set of fresh trace
variables.

Definition 5. Given a set I' of HyperLTL* formulas over T', Cn(I") ={¢ | ' F
o}, and I'+ o={0| ¢ — 0 € Cn(I")}.

Using this notation, Proposition 2 can be written as I' + ¢ = Cn(I" U {¢}).

Lemma 6 (Lindenbaum Lemma). For any set of formulas A in the given
vocabulary TUP, if AV L, then there exists a maximal consistent set Aypqp O A
of formulas in T U P with the 3-property and the strengthened U-property.
Proof. As argued in [28] for HyperLTL, the set of HyperLTL* formulas on the
vocabulary T'UP is recursively enumerable, which are assumed to be enumerated
by ©o,¢1,.... Let A" = Cn(A). Clearly, A" is also consistent. In addition, let
Kk1,k2 @ N — N be the respective left and right functions of a pair function
k: N x N N. So, for any k1, ke < w, there is a k < w such that k = k(kq, k2),
k1 = k1(k) and ky = ka2(k). In what follows, we construct a sequence of consistent
sets Ao,Al,...,An,..., with AO gAl c...C An C..-

Let Ag = A’, and suppose that we have A, with k1 = k1 (k) and ke = ka(k),
now we construct Ag4q as follows: Apy1 = Ay if Ay, pr, F L, otherwise

— A1 =AU {pg,, O™} for some m € N such that AU {pg,, O™} I/ L,
if o, = U A ,

- Apt1 = ApU{pk,, O O™ ¢} for some m € N such that AU{py,, O’ O™ ¢} I/
L, if o, = O (@Ur), j € N,

— Api1 = AU g, , O™ —p} for some m € N such that AU{¢g,, O™ b} I/ L,
if o, = —Ol.

— Api1= Ak U{pg,, ¥[mm/7]}, where m is the least number such that the
fresh variable m,, does not occur in A, nor in @y, , if wi, = ITY;

- Agy1 = A, U{pg, }, otherwise.

We show that Ay is consistent for all £ € N by induction on k. The base case
follows immediately from Aq = A’. Suppose Ay, is consistent, now the inductive
step is proved as follows:

— if Ay U{pg, } F L, so Axy1 = Ag. The consistency is obtained by the
hypothesis. Now, suppose Ay U {pg, } ¥ L, consider the following cases:

o oy, = U First we show that the desired m always exists. Suppose that
for any m € N, A, ., O™+ = L. By (R—) we have Ay, oUtp F O™ ¢
for all m € N. By (R—O), we have Ay, pU) F O™ —) for all m € N. Then
by (w) and (Cut), we have Ay, U F O, that is, Ak, eUp = =0y by
duality. In addition, we have Ay, U = O1p by (OU), which contradicts
the consistency of Ay U {¢x, }. Hence, there exists always some m such
that Ap U {¢k,, O™ ¢} I/ L, i.e. Ay is consistent.
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e ¢, = OJ(pUtp): Similarly, suppose that for any m € N, A, U
{pp,, O O™} F L. Then we have Ay, O (plrh) = =07 O™ ) for all
m € N. By (RO =), it follows that Ay, O (plUrp) F O™ =07 4, ¥m € N.
By (w), we have Ay, O7 (@Us)) F = OF 4h. On the other hand, by (OU), it
follows that @U1p = 0. So, by (RO), O (@Ush) - OF Oip. By (¢ O) and
(Wk), it follows Ay, O (wlUp) = O OF 1p, which is a contradiction.

e ¢, = —Uy: Suppose that there is no such m € N, that is, for any
m € N, we have Ay, pg,, O™ -y - L. Hence, for any m € N, Ag, or, F
- O™ —) by (R—), which further implies Ay, o, = O™ 9 by (= O)¥. Thus,
A, or, F Oy follows by (ON) and (Cut). So, it can be concluded that
Ag, ¢k, F L by (As) and duality, which contradicts consistency.

o, = Imp: Suppose AU {Irp,Y[n’/7]} B L, so Ay, In,[n’ /7] F L.
Since 7’ is not free in Ag, Imp and ¢ (because A uses only finitely many
of the new variables), by (L3) we have Ay, 3wy, Iny F L, which is a
contradiction.

e The last case is straightforward.

Now, let Apmax = U; en Qi. Clearly, Ay ax has the 3-property and the strength-
ened U-property. So, in what follows, we only need to prove Ay, .y is the maximal
consistent set with A C A ..

Suppose Apax F L. Then we need to consider the following two cases: 1)
there exists a k such that Ué?:oAj C Anax and U;?:OA]- F L. That means that
Ay is inconsistent with the above construction, which is a contradiction. 2)
Amax contains -Oyp, and for any k& € N, there is i, € N with A;, + OF .
Thus, by the Cut rule, we have Ayax F Op. On the other hand, by (Cow), it
follows that Ay., - OF —p for some k* € N. This implies that there exists
ir- € N such that OF - € A;,. due to the maximality of Ap.x. Meanwhile,
by assumption, OF ¢ € A;,,. Let iy = max{ip~, ix }. By (= O)", it follows that
Aik” is inconsistent, which is a contradiction.

Suppose that there exists a consistent A* with Ayax € A* and ¢ € A*\ Apax
for some 1), which is a formula HyperLTL* over the vocabulary T/ UP. So, there
is k with ¢ = ¢. Clearly, ¥ & Agi1, so Apy1 + 9 is inconsistent. On the other
hand, Ag41 + ¢ C A*, which contradicts the consistency of A*. O

Let O/ I={§|O...0y€T}.
j times

Lemma 7. If A is mazimal consistent and has the strengthened U-property,
then so is O77 A for all j € N.

Proof. By Definition 3, O7 (¢Up) € A for all Usp € O A). By the strength-
ened U-property, there exists a n > j such that O™ ¢ € A. We can reformulate
O™ as OF OF4p with n = j+k and k > 0, thus OF ¢» € O~ A, which indicates
the strengthened U-property. a

Given a maximal consistent set A with the 3-property and the strengthened U-
property, consider the canonical trajectory (O~ A);cn. Obviously, this infinite
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sequence consists of maximal consistent sets with the 3-property and the rein-
forced U-property by Definition 3 and Lemmas 4, 5 and 7. For every 7 € T’, we
define t, (i) = {a | ax € O7" A}, for i € N. Consider the model M¢ = (T4, I14)
where TG ={t. | # € T’} and II5(7w) =tr, ™ € T'. Models built in the way
employed for M¢, are called canonical. The following lemma establishes the
equivalence between ¢ € O~ A and M, 1 E ¢, which implies that M¢ is a
model for A.

Lemma 8 (Truth Lemma). For any ¢ andi € N, M%,ikE ¢ iff o € O7F A.
Proof. Structural induction on ¢.

— ¢ = ar: By Definition 2, MS,i F ar iff a € OIS (m)[i]; iff a € {a]ar €
O " A} iff ay € O A.

— ¢ = —w): This case follows from Lemma 3 (i), i.e., M%,i F = iff MG, i # 9,
iff pgO A iff pe Ot A,

— ¢ = Ax: Like the previous case, according to Lemma 3 (ii), y Ay € 0" A
iff o, x € 07" A.

— ¢ = O4: Lemma 3 (iv) implies that

cLiEOYiff MG, i+1E, iff e O DA iff Oy e O A,

— ¢ = YUx: The forward direction follows immediately from the induction
hypothesis. For the backward direction, let /i{x € O~% A. Since O~¢ A has
the reinforced U-property by Lemma 7, there exists a minimum k£ € N such
that OF y € O~ A. Thus, y € O~(*%) A. Consider the following two cases:

o x & Ot A for all j < k. Lemma 3 (iii) implies t, O(vUy) €
O~(+9) A, The induction hypothesis implies M, i+ k E x, M,i+j E
for all j < k. This implies M, E YUx;

e x¢€ O~ (i+3) A for some j' < k. This case admits a similar proof.

— p =3mp: MG, i E Ine iff there exists a t € TG s.t. TG, HIG[m — t],i E ¢ by
Definition 2; iff there exists a 7' € T s.t. MG [m — HS(7")], i FE ¢, as  IT4
is a bijection from T’ to T'4; iff there exists a 7’ € T’ s.t. M, i E ¢’ /7]
by Lemma 2; iff there exists a 7/ € T’ s.t. 1[n’ /7] € O~* A by the induction
hypothesis; iff 37y € A according to the I-property and (R3). O

Theorem 2 (Completeness of HyperLTL*). For any A and ¢, A E ¢
implies A+ .

Proof. Suppose AV ¢, so AU {—p} is consistent. Hence, M (s 0 F ¢ for
all v € AU {—¢} by Lemma 8, which contradicts to A E ¢. O

5 Expressiveness of HyperLTL*

HyperLTL can be viewed as a proper subset of HyperLTL* in which trace quan-
tifiers do not occur in the scope of O or U. Consequently, every HyperLTL*
formula in prenex normal form is a HyperLTL formula. The following theorem
shows that allowing trace quantifiers under temporal operators strictly increases
expressiveness.
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Theorem 3 ([34]). There is no HyperLTL formula, that can be equivalent to
HyperLTL* formula OVT—p,.

HyperLTL* is still subsumed by the predicate-logic theory FO[<, E] from
[34].

Definition 6. The syntax of FO[<, E] is defined by the following BNF':
=P (2) | E(z,y) |z=y|z<y|-¢|pA¢]|Tr.e]|Vr.p

where P, is a unary predicate, corresponding to the proposition letter a in
HyperLTL*, and x,y represents the positions of the trace, interpreted as nat-
ural numbers. Given a trace set T, we let T = (T x N, <L ET, Pal), where the
non-logical symbols of FO[<, E] are interpreted in T, where <T ={(t,n), (t,n’) |
teT,n<n'}, EL={(t,n),t',n) | t,t' € T}, Po={(t,n)|a € tin]}.

Next, we define a satisfaction-preserving translation f from HyperLTL* to
FO[<, E]. Each trace variable 7 in ¢ is associated with an individual variable
2. The translation f(p) is a formula of FO[<, E] with the individual variables
x, and z as its free variables, where m € FV (). The variable z is called the time
variable of f(y), standing for the reference position.

Definition 7. The translation function f is inductively defined as follows:

flar)=3yy > xx AE(z,y) A Pa(y), where z is the time-variable for f(ax);
- o) ==f(p);
flpr Npa) = f(01) A f(92);
f(Op)=3z.Suce(z, z1) A f(9)[z1/ 2], where Succ(z, z1) stands for z < z A
V29.2 < 29 — 21 < 29;
— flerlhps) Z=T29.2 < 29 A fp2)]22/2] AVz1.2 < 21 < 20 — f(e1)[21/2];
- fGmp) = 3zx.f(p).

The following theorem shows that FO[<, E] subsumes HyperLTL*.

Theorem 4. Let ¢ be a HyperLTL* formula and let T be a set of traces. Let
T be the corresponding FO[<, E]-structure. Let the trace assignment II and the
FO[<, E] variable assignment 3 satisfy the equivalence

H(m) =t iff B(ar) = (t,0) for m € FV(p), and B(z) = (A1),
where X in T is a dummy value. Then (T, 11),i E ¢ iff (T,B) E f(p)
Proof. Structural induction on ¢. O

Moreover, according to the proof of Theorem 8 in [34], clearly the property
discussed there is not expressible in HyperLTL* either, so FO[<, F] is strictly
more expressive than HyperLTL*.
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6 Case Study

We present a revised example of EDAS from [12] and prove that an EDAS model
adapted from [11] satisfies the refined noninterference property from [12].

EDAS is a paper-submission system: each execution assigns a submission
either acc (accepted) or rej (rejected) and decides the session to which it is
assigned. If the session has not been decided, the system displays “yet to decide”,
which is represented by a Boolean variable ses.

We now provide a simple model of EDAS following the repaired program in
[11] in Fig. 1, which can be represented as the HyperLTL formula in Table 3. ¢
says that any trace whenever passing through the initial state will enter either
the accepted state or the rejected state in the next step; 2 says that any trace
whenever passing through the accepted state cannot enter the rejected state in
the next step; symmetrically, 3 says that any trace whenever passing through
the rejected state cannot enter the accepted state in the next step; ¢4 says that
any trace should start from the initial state [g.

oY

{acc, ses} {rej, ses}

Fig. 1. EDAS: A simple paper submission system

Table 3. HyperLTL formula encoding the EDAS model

o1 =VrO(—-accr A —rej, A sesy —

O(acer A —rej, A sesy)V O(—accr Arej A sesx))
p2=VYrO(accr A —rej A sesr — O(—accy A —rej, A -sesy))
p3=VYrO(—accy Arej, A sesy — O(—accy A —rej, A -sesy))

pa=V7(-acer A —rejx A sesx)

We are interested in the refined noninterference property given in [12], rep-
resented by the following HyperLTL formula

Gref=VmIm¥mgImy obj(m1, me) A O(decy, = decr,) AO(sesr, < sesx,)
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where obj(my,ms) stands for (Qacc,, — Qaccy,) A (<>rej7r1 — <>rej7rz)7 and
decr, = decy, for (accy, « accy,) A (rej,, < rej,,). Clearly, obj(mi,ma) says
executions m; and 7 make the same decision at last, while dec;, = dec,, says
executions m; and 7, share the same decision at the reference position. ¢.¢ (with
three quantifier alternations) expresses a refined noninterference with the mod-
ification that the universally quantified trace m; is replaced by an existentially
quantified trace mo that satisfies the same objectives.

Now we need to prove the model satisfies the property, i.e., A & ¢f, where
A = {1, p2, 93, pa}. Obviously, the satisfiability and validity of the above for-
mula falls into the undecidable fragment of HyperLTL [27], as the number of
quantifier alternations in .. is three.

For simplicity, we use 11,119,153 and 14 to denote the trace quantifier free
part of 1, 2, w3 and @4 in Table 3, respectively.

Now consider the following quantifier-free sequent first.

U {Wilr)/m] i€ [1,4]} = obj(ry, m)) AO(decy = decqr) AD(sesgr < sesq)
Jel1,2]

We abbreviate the antecedent of the sequent as A’ and the succedent as ¢'.
The quantifier-free part of HyperLTL is exactly the same as LTL (taking each
combination of propositional letter and trace variable as a unique propositional
letter). Therefore, we can use a state-of-the-art automatic tool for LTL such as
NuSMV [16] to prove the quantifier-free sequent by checking whether A A" — ¢
is valid. We use the symbolic model checker NuSMV for the task. The reader
may refer to repository! for the NuSMV code. Now, we focus on proving the
quantifier-related part of the sequent as follows:

(1) wl[ﬂ-i/w]vwl[wé/ﬂ-]vl € [13 4] F Obj(ﬂ-ivﬂ'i) A D(decwi = decfri) A D(sesﬂi A seswé)
(2) Vb1, Vrapa, Vips, Yaby = obj(my, m1) A O(decy; = decyr) NDO(sesyy < sesyy )
by (1) and (VL) and Boolean rules

(3) A& 3wy obj(ri, 1) AO(decr, = decyr) ANDO(sesr, < sesyy) by (2) and (R3)
(4) A+ Vms3my obj(my, 1) A D(decr, = decyr) AD(sesx, < sesxy) by (3) and (RY)
(5) A& ImaVrzdmy obj(wl, m2) AO(decr, = decry) A D(SeSxy, <> S€5rg)

by (4) and (R3)
(6) At Vry3meVrs3dmy obj(my, m2) A O(decr, = decr,) AD(sesr, < sesr,)

by (5) and (RV)

7 Conclusion and Future Work

In this paper, we present a proof system L, for HyperLTL*. Our main con-
tribution is the completeness of Ly, over trace models. Existing research on
hyperlogics has mainly focused on semantic considerations, whereas this paper
develops a deductive treatment. The proof system provides a basis for formal-
izing HyperLTL-style reasoning in proof assistants and thereby facilitates the

! https://zenodo.org/records/14885502.
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verification of hyperproperties that cannot be handled by fully automatic tech-
niques.

For future work, it deserves to investigate formalization and implementation
of the proof system in proof assistants such as Rocq and Isabelle/HOL
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