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学位论文中文摘要：在当今的物联网与大数据时代，每天都有大量包含个人信息特征的数据生成。服务提供商使用这些带有个人特色的数据，以提高对每一个用户的服务质量。然而，时而浮现的个人信息泄露事件，使得人们越来越多关注隐私安全保护问题，许多国家纷纷出台了数据使用的相关法规，保护人们的隐私。差分隐私技术迎合了这些法规的要求，能够对用户数据进行有效处理，并保护用户的个体隐私。差分隐私在人工智能等领域应用广泛，并受到学术界和工业界的一致推崇。然而在实际中，隐私机制往往需要调整以适应不同的应用场景，实现版本与原先的设计可能存在较大差别，相关的隐私风险需要重新评估。由于隐私证明往往精巧且容易出错，这样的工作对于数据使用者来说可能过于繁重。如果能使用自动化验证技术检查差分隐私，既节省了大量人工证明的时间，又能得到可靠的安全保障。
本文目标便是应用形式化验证技术对差分隐私、Pufferfish 等隐私框架进行分析验证，并设计出自动验证算法检查隐私性是否满足，以减轻数据使用者在使用隐私机制时的负担。此外，我们创新地将差分隐私应用到饱和计数器的防御中，通过对饱和计数器和攻击算法进行形式化建模分析，设计出满足差分隐私要求、具有可靠的安全保障、且能在实际中使用的饱和计数器模型。
本文的研究内容与贡献主要有以下三点：
一、将概率模型检验应用于差分隐私验证。建模方面，对于一些常见的差分隐私机制，我们使用马尔可夫链（MC）与马尔可夫决策过程（MDP），形式化表示隐私机制的计算过程；性质方面，为了描述差分隐私性质，我们引入差分隐私子，提出了基于概率计算树逻辑PCTL* 的扩展性质dpCTL*。我们详细研究检查dpCTL* 是否可满足的问题，即对应的概率模型检验问题，针对MC 模型设计出可以在多项式时间内检验性质的算法；而对MDP 模型，证明模型检验问题是不可判定的，并设计了一个可靠的验证算法。基于模型检验语言PRISM，我们将相关算法实现模型检验工具中，该工具具备良好的可扩展性。实验表明我们的方法可以有效验证对于给定的隐私参数，差分隐私性质是否满足，且对于不满足的情况给出反例。除了对一些经典的差分隐私机制进行验证，在案例分析中，为了符合实际程序运行，我们提出合适的公平性假设，发现将公平性假设编码进需要检查的隐私公式后，原本在MDP 算法上无法确定的隐私性质也可以被验证。
二、基于SMT 求解器，对Pufferfish 隐私进行形式化验证。Pufferfish 隐私与差分隐私相比，可以描述数据集的先验知识，允许数据之间存在关联，且包含差分隐私。为了验证给定参数的Pufferfish 隐私是否满足，我们提出了一套形式化验证框架：用隐马尔可夫模型（HMM）描述Pufferfish 隐私机制和先验知识，并分析HMM 模型的Pufferish 隐私性质。我们研究了HMM 上的Pufferfish 隐私验证问题，证明了其是NP 难的。尽管如此，我们将Pufferfish 隐私性质编码成SMT表达式，并基于SMT 求解器，设计了可自动验证Pufferfish 隐私的算法。我们将该算法实现进工具中，并对经典隐私机制的Pufferfish 性质作形式化验证。利用我们的工具，可以轻松发现隐私泄露的问题所在。此外，我们的验证工具与当今最先进的检查差分隐私的测试工具进行了实验对比，优点是隐私参数的保证更精确，且允许出现先验知识和未知参数。我们提出结合验证与测试工具，以快速有效找到隐私参数上界的方法。据我们了解，该项工作是首次研究验证Pufferfish隐私的工作。
三、应用差分隐私和形式化验证，研究饱和计数器的防御设计。由于饱和计数器防御的目的是使攻击者无法识别受害者的行为，我们创新地将差分隐私概念应用到饱和计数器防御中，并使用MC 对饱和计数器和攻击算法进行形式化建模。我们的建模分析可以使我们从理论上研究出一般的攻击者最优攻击策略，并与已有的实验观察数据相符。我们发现攻击策略中存在攻击者完全猜测正确的情况，为了避免这种情况，我们设计了新的饱和计数器模型，新模型能统一常规饱和计数器和概率饱和计数器模型，并利用差分隐私安全保障生成合适的模型参数。利用模型，我们还计算了饱和计数器大量次运行后达到稳态的错误预测率，与实验结果相符。仿真实验显示当选择合适的参数时，我们新设计的饱和计数器在实际程序使用中，不仅有良好的运行性能，还具备严格的安全保障。
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学位论文英文摘要：In the big data era with Internet of Things, a large amount of data containing personal information characteristics is generated every day. Service providers use this personalized data to improve the quality of service to each user. However, the emergence of personal information leakage makes people pay more and more attention to the protection of privacy and security. Many countries have issued relevant laws and regulations on data use to protect people’s privacy. Differential privacy, which meets the requirements of these regulations, can effectively process user data and protect the user’s individual privacy. It has been widely used in fields such as artificial intelligence and has been widely praised by the academic and industrial community. However, in practice, the privacy mechanism often needs to be adjusted to adapt to different application scenarios. The implementation version may be quite different from the original design, and the related privacy risks need to be re-evaluated. Because privacy proofs are often delicate and error-prone, such work can be too onerous for data users. The goal of this paper is to use formal verification technology to analyze and verify the privacy framework such as differential privacy and Pufferfish privacy, and design an automatic verification algorithm to check whether the privacy is satisfied, so as to reduce the burden of data users when using the privacy mechanism. In addition, we apply differential privacy to the defense of the saturating counter. Through formal modeling and analysis of the saturation counter and the attack algorithm, we design a new saturating

counter model that meets the requirements of differential privacy, with sound

security guarantee, and can be used in practice. The research contents and contributions of this paper mainly include the following three points:

1. Probabilistic model checking is applied to differential privacy verification. For some common differential privacy mechanisms, the Markov chain (MC) and the Markov decision process (MDP) are used to formalize the calculation process of privacy mechanisms. In order to describe differentially private properties, we introduce the differentially private operator and propose an extended property dpCTL* based on probabilistic computation tree logic PCTL*. We study the problem of checking whether dpCTL* can be satisfied, that is, the corresponding probabilistic model checking problem, and design an algorithm for MC that can check properties in polynomial time. In MDP, the model checking problem is proved to be undecidable, and a sound verification algorithm is designed. Based on the model checking language PRISM, we implement the relevant algorithm in the model checking tool with good scalability. Our method can effectively verify whether the differentially private property is satisfied for a given privacy parameter, and supply counterexamples for the case that it is not. In addition to the verification of some classical differential privacy mechanisms, in the case analysis, in order to conform to the actual program operation, we propose an appropriate fairness assumption, and found that after encoding the fairness assumption into the privacy formula that needs to be checked, the privacy properties that could not be determined under the MDP algorithm can also be verified to satisfy.

2. Conduct formal verification of Pufferfish privacy based on SMT solver. Compared with differential privacy, Pufferfish privacy can describe prior knowledge of data sets and allow correlations between data, which includes differential privacy. In order to verify whether the Pufferfish privacy of a given parameter is satisfied, we propose a formal verification framework: The hidden Markov model (HMM) is used to describe the Pufferfish privacy mechanism and prior knowledge, and the Pufferfish privacy properties on HMM are analyzed. HMM has a smaller number of states than MC and complies with the privacy mechanism that only the output is visible during execution. We study the Pufferfish privacy verification problem on HMM, and prove it to be NP hard. Nevertheless, we encode Pufferfish privacy properties into SMT expressions and design algorithms that automatically verify Pufferfish privacy based on the SMT solver. We implement this algorithm into a tool and formalize the Pufferfish property of the classical privacy mechanism. With our tools, it’s easy to find privacy breaches. In addition, our verification tool is compared with the state-of-the-art testing tool to check differential privacy. The advantage is that the guarantee of privacy parameters is more accurate, and the occurrence of prior knowledge and unknown parameters is allowed. We propose a method combining verification and testing tools to find the upper bound of privacy parameters quickly and efficiently. To our knowledge, this work is the first study to verify Pufferfish privacy.

3. The defense design of saturating counter is studied by using differential privacy and formal verification. Since the purpose of saturating counter defense is to make the attacker unable to identify the victim’s behavior, we innovatively apply the concept of differential privacy to saturating counter defense, and use MC to formalize the modeling of saturating counter and attack algorithm. Our modeling analysis enables us to theoretically study the general optimal attack strategy of the attacker, which is consistent with the existing experimental data. We find in the attack strategy that it may occur that the attacker completely guess right. In order to avoid this situation, we design a new saturating counter model, which can unify the conventional saturating counter and probabilistic saturating counter model, and appropriate model parameters can be generated by using differential privacy guarantee. Using the model, we also calculate the error prediction rate of saturating counter when reaching steady state after running a large number of times, which is consistent with the experimental results. The simulation results show that when appropriate parameters are selected, the saturating counter can be used in the actual programs, which not only has good running performance, but also has strict security guarantees.
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