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As one of the operating systems of smart mobile devices, the
usage of Android system ranks first with its absolute advantage,
and Android applications have also become the most widely used
mobile applications on the market. The Android system is based on
the Ul thread and event-driven model. The Ul thread is mainly used
to interact with users and schedule events, and the asynchronous
thread is used to process time-consuming tasks. In order to
facilitate asynchronous programming, Android provides six types
of asynchronous components, of which the AsyncTask

asynchronous component is the most used.

AsyncTask has the characteristics of simple operation and
suitable for short operations, so it is used in a variety of scenarios.
However, when developers use AsyncTask for asynchronous
programming, many irregular operations will occur, which will
cause a series of problems, such as program crashes, memory leaks,
waste of resources and loss of results. At present, related work is
based on static analysis methods. This type of work does not carry
out strict symbolic execution and constraint solving, and some
unreachable paths are still regarded as error points. This leads to a

certain number of false positives in the detection results.



This paper proposes a detection method AD2Check based on
dynamic analysis technology to detect misuse defects of
asynchronous AsyncTask. The types of misuse defects that can be
detected by this method include: StrongReference, NotCancel,
NotTerminate, EarlyCancel, RepeatStart. The idea of the AD2Check
method is as follows: convert the five misuse defect modes into an
execution sequence containing the key operation information of
AsyncTask, and collect the execution information of the related
operations in the log, and then analyze and match the defects. The
AD2Check method proposes a LoF model based on the
asynchronous characteristics of AsyncTask, and divides the log into
AsyncTask execution log sequence, which effectively solves the
problem of multi-threaded log interleaving. At the same time, a
more applicable defect matching algorithm is proposed, and the
time complexity of the algorithm is linear. In addition, we also
proposed a method of constructing a dynamic execution path,
outputting the path in a tree structure, and providing more
detailed path information (such as branches, loops, method
parameters, etc.) so that users can locate the defect. The detection
process based on this method reduces the false alarm rate and can
provide more detailed defect reports. In addition, we also

implemented the tool AD2Checker based on this method.



We selected 32 real applications to verify the effectiveness of
AD2Checker. The tool detects 233 defects and can trigger the crash
of real applications and collect related crash logs. We also
compared the AD2Checker tool with related tools. The results show
that the AD2Check method based on dynamic analysis can
effectively improve the accuracy of the results, and at the same
time can provide detailed reports including information such as

execution paths.
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