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学位论文中文摘要：
正则表达式广泛地应用于编程语言、文本处理、网络安全和数据库等领域，但随着理论研究与计算机技术的发展，正则表达式的理论研究和实际使用逐渐脱节。现实中使用的正则表达式具有各式各样的特性，这些特性使得正则表达式更加简洁，具有更强的表达能力，但也使正则表达式变得难以理解、维护和调试，从而导致数以万计的错误报告。

本文对正则表达式特性的表达能力进行全面细致的研究，证明了带递归特性的正则表达式可以描述所有的上下文无关语言。我们还提出一个新的正则表达式提取算法，使用Map作为临时的存储单元。和已有的算法相比，它可以提取直接赋值、间接赋值和拼接赋值三种形式的正则表达式。我们爬取了六种编程语言的所有开源代码，并从1,446,658个开源项目中提取了共16,857,158个正则表达式。在此基础上本文从定性和定量两个方面研究了不同编程语言中正则表达式的使用情况，研究表明不同编程语言使用的正则表达式存在差异，但特性的使用占比基本相同。超过一半的正则表达式都使用了量词，而递归和反向引用这类增强表达能力的特性使用率不足1%。
本文还分析了正则表达式带来的安全问题，研究了不同编程语言 ReDoS 的发生率和分布比例并得出结论：开发者自己编写的正则表达式更容易触发ReDoS。同时研究了一类的由正则表达式引起的栈溢出漏洞，解释了漏洞的本质原因并给出合理的解决方案。
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学位论文英文摘要：
Regular expressions are widely used in programming languages, text processing, network security, and databases. But the theoretical researches and practical use of regular expressions are gradually disconnected form 1980's.Regular expressions used in industry have various features that make regular expressions more concise and more expressive, but also make regular expressions difficult to understand, maintain and debug, resulting in tens of thousands of counted bug reports.
This paper conducts a comprehensive and detailed research on the expressiveness of regular expression features, and proves that regular expressions with recursion feature can describe all context-free languages.We also proposes a new extract-algorithm of regular expressions that uses Map as a temporary storage unit. Compared with other algorithms, it can extract regular expressions in three forms: direct assignment, indirect assignment and concatenated assignment. And we crawled all open source code in six programming languages and extracted a total of 16,857,158 regular expressions from 1,446,658 open source projects.On this basis, this paper investigates the usage of regular expressions in different programming languages from both qualitative and quantitative aspects. Results show that regular expressions vary among programming languages, however, the proportion of features is basically the same. More than half of regular expressions use quantifiers, while recursion and backreference features that enhance expressiveness are used less than 1%. 
Finally, this paper also analyzes the security problems caused by regular expressions, researching the incidence and distribution ratio of Regular Expression Denial of Service (ReDoS) in different programming languages, and concludes that regular expressions written by developers are more likely to trigger ReDoS. We also research a stack-overflow vulnerability caused by regular expressions, and explain the essential reason of the vulnerability and provide some reasonable solutions.
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