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学位论文中文摘要：正则表达式广泛应用于计算机科学的不同领域，但却难以掌握，且同时面临普遍而严重的安全问题，即正则表达式拒绝服务（Regular expression Denial of Service, ReDoS）。这导致普通用户甚至专家很容易写出不正确的或易受ReDoS攻击的正则表达式。同时，现有的ReDoS 漏洞检测和修复方法也有一些明显的缺点，这给正则表达式的实际应用带来诸多挑战。为此，本文对正则表达式合成、ReDoS 攻击检测和修复进行了系统的研究。
首先，本文提出了一个多模态正则表达式自动合成框架。它将基于自然语言和示例的正则表达式合成问题视为基于自然语言的正则表达式合成和基于示例的正则表达式修复两个子问题。针对基于自然语言的正则表达式合成问题，本文提出了一个两阶段算法，与最先进的基于NLP 的基线模型相比，它可以生成更多语法有效的正则表达式并且拥有相似或者更高的准确率。针对基于示例的正则表达式修复问题，本文提出了一个修复算法，它基于局部搜索算法来获得正确的正则表达式，并且使用抽象规则减轻了欠拟合或过拟合问题以及有效地缩小了搜索空间。评估结果表明，我们算法的准确率比当前最好合成技术提升了10%到30%。

然后，本文提出了一个基于示例编程（Programming-By-Example，PBE）的抗ReDoS 攻击正则表达式推断框架。它包含正则表达式合成与不正确正则表达式修复功能。本文提出了通过消除正则表达式的二义性来推断抗ReDoS 攻击正则表达式的新颖算法，并且通过使用确定性𝑘-OA 自动机和局部约束加强（Local Constraints Strengthening，LCS）策略等优化技术来加速推断过程。评估结果表明，我们算法可以根据给定示例有效且高效地推断出抗ReDoS 攻击正则表达式。同时也揭示了现有的正则表达式合成和不正确正则表达式修复工作都忽略了正则表达式中的ReDoS 漏洞。
接着，通过对海量易受ReDoS 攻击正则表达式的分析，本文归纳了五类ReDoS 漏洞模式，并形式化地描述了触发这些漏洞模式的必要条件。基于这些必要条件，本文提出了一个动静态结合的正则表达式ReDoS 攻击检测框架，它不仅可以高效检测多漏洞、还可以分析漏洞严重程度并生成触发攻击的字符串。我们算法利用了动静态结合的优势，在检测准确率和召回率上达到了显著的平衡，在三个大规模基准数据集上达到了100% 的准确率和100% 的召回率，克服了现有工作只能优先考虑准确率或召回率指标的困境。我们算法进一步在26 个维护良好的项目中检测出了28 个未披露的ReDoS 漏洞，相应地被授予了28 个CVE 编号。
最后，本文提出了一个基于定位–修复的正则表达式ReDoS 修复框架。首先，它使用本文定义的细粒度漏洞模式来定位病理性子正则表达式。接着，根据本文预定义的修复模式修复病理子正则表达式。我们算法不仅保证了修复后的正则表达式是抗ReDoS 攻击的、还确保了与原正则表达式是语义等价或近似的。评估结果表明了我们算法的显著有效性，其在基准数据集上可以达到98.88% 的修复成功率，而相比之下现有工作的修复成功率最多只能达到31.60%。我们算法在包括Python 和NLTK 的10 个流行项目中成功修复了16 个易受ReDoS 攻击正则表达式，这些修复已经被维护者合并到这些项目的后续版本中。
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学位论文英文摘要：Regular expressions (abbrev. regexes) have been widely used in different fields of computer science, however they are known for being difficult to grasp and face a widespread and serious security issue, i.e., Regular expression Denial of Service (ReDoS). As a result, users or even experts often write incorrect or ReDoS-vulnerable regexes. At the same time, existing ReDoS detection and repair approaches have a few obvious drawbacks. These pose challenges to the practical application of regular expressions. To this end, this thesis performs a systematic study on regex synthesis, and detection and repair of ReDoS attacks.
At first, we propose a multi-modal regex synthesis framework that can automatically generate regexes from both natural language descriptions and examples. It treats the Natural Language Processing (NLP)-and-example-based regex synthesis problem as the problem of NLP-based synthesis with example-based regex repair. For NLP-based synthesis, we devise a two-phase algorithm which generates more valid regexes while having similar or higher accuracy than the state-of-the-art NLP-based models. While for example-based regex repair, we present a novel algorithm that leverages local search algorithms to guide the search for a target regex and uses rewriting rules to alleviate under-fitting/over-fitting and efficiently reduce the search space. The evaluation results demonstrate that our algorithm can achieve 10% to 30% higher accuracy than the state-of-the-art techniques.
Then, we propose a Programming-By-Example (PBE) framework for deducing anti-ReDoS regexes from given examples, which consists of two functionalities: regex synthesis and incorrect regex repair. We present novel algorithms to deduce anti-ReDoS regexes by reducing the ambiguity of these regexes. The processes are greatly accelerated by using deterministic 𝑘-OA automata and optimizations such as the Local Constraints Strengthening (LCS) strategy and SAT techniques. The evaluation results show that our work can effectively and efficiently deduce anti-ReDoS regexes from given examples, and also reveal that existing regex synthesis and incorrect regex repair tools have neglected ReDoS-vulnerabilities of regexes.
After that, through examining massive ReDoS-vulnerable regexes, we summarize five vulnerability patterns of ReDoS-vulnerabilities, and characterize the necessary conditions for triggering these vulnerability patterns formally. Based on these necessary conditions, we propose a dynamic and static combined ReDoS-vulnerable regex detection framework that can not only effectively pinpoint vulnerabilities, but also assess the severity of vulnerabilities, and generate corresponding attack-triggering strings. Combining both static and dynamic analyses, our work achieved a remarkable balance between precision and recall, reaching both 100% over three large-scale benchmark datasets, overcoming the dilemma as to which metric should be prioritized faced by the existing works. Our work uncovered 28 new ReDoS-vulnerabilities in 26 wellmaintained popular projects, resulting in 28 assigned CVEs (Common Vulnerabilities and Exposures).
At last, we propose an automatic ReDoS-vulnerable regex repair framework that adopts a localize-and-fix strategy. It first localizes the pathological sub-regexes by leveraging fine-grained vulnerability patterns proposed by us. Then, it targets to fix the pathological sub-regexes according to our predefined repair patterns. Our work not only guarantees the ReDoS-invulnerability of the repaired regexes, but also ensures that the repaired regexes are semantically either equivalent to or similar to the original ones. The evaluation results reveal the high effectiveness of our work by successfully fixing 98.88% ReDoS-vulnerable regexes, compared with 31.60% achieved by the best existing work. Our work successfully repaired 16 ReDoS-vulnerable regexes in ten popular projects including Python and NLTK, and these repairs were merged into the later release by the maintainers.
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