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学位论文中文摘要：

混成系统在生产和生活中广泛应用，其安全与隐私问题也相当重要。本论文研究混成系统的安全和隐私问题。从攻击者的角度出发，可以考虑模型学习问题；从防守者的角度出发，可以考虑不透明性问题。我们以时间自动机作为系统模型，主要针对实时自动机这一特殊的子类开展研究。实时自动机的特殊性在于它可以在布尔运算和投影运算下封闭，因而实时自动机的语言普遍性问题和语言包含问题都是可判定的。这是一般的时间自动机所不具有的性质。因此，实时自动机的主动学习算法是可行的，不透明性也是可判定的。在实时自动机的不透明性可判定结论的基础上，我们进一步分析了时间自动机的其他子类的不透明性问题。

本论文的研究成果分为以下几个部分：

首先，我们给出了消去增广实时自动机中的沉默迁移的具体方法，即通过连接运算将连续的沉默迁移的时间集合与可见迁移的时间集合融合，从而得到一个新的迁移。我们定义了轨迹等价的概念，研究了“事件-时间集”形式的字母表的性质，并用“事件-时间集”有限自动机来模拟增广实时自动机的轨迹。

我们分别研究了连续时间语义和离散时间语义下的确定型实时自动机的主动学习算法，在有限自动机的主动学习算法上进行了大量扩展，其关键在于生成假设时，以有限自动机作为过渡。

接下来，我们继续考虑实时自动机的不透明性问题。在将有限自动机的不透明性定义扩展到时间模型上之后，我们利用实时自动机的布尔运算和投影运算，证明了实时自动机模型下的各种不透明性问题都是可判定的。

在此基础上，我们探索是否存在满足不透明性问题可判定的时间自动机的其他子类。我们分析了满足不透明性问题可判定的充分条件，并利用归约证明了限制时钟个数的时间自动机的当前状态不透明性和语言强不透明性问题都是不可判定的。我们还证明了离散语义下的时间自动机的语言强不透明性和其他不透明性问题是可判定的。

本论文的创新性贡献包括提出了第一个基于实时自动机的主动学习算法，找到了第一个满足不透明性可判定的时间自动机子类即实时自动机，并且证明了限制时钟个数的时间自动机不透明性不可判定。我们也猜测，实时自动机是满足不透明性问题可判定的最大子类。此外，我们修正了事件记录自动机语言强不透明性不可判定的证明过程。
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学位论文英文摘要：

Hybrid systems are widely used in production and life, and their security and privacy issues are also very important. This dissertation focuses on the security and privacy of hybrid systems. From the perspective of attackers, we take into consideration the problem of model learning; from the perspective of defenders, we take into consideration the problem of opacity. Our system model is timed automata, and we mainly focus on real-time automata, which is a special subclass of timed automata. Due to the distinguishing property that the class of real-time automata is closed under Boolean operations and the projection operation, the language universality and language inclusion problems of real-time automata are both decidable. Those are not possessed by general time automata. Therefore, the active learning of real-time automata is possible; the opacity problems of real-time automata are also decidable. Based on the decidability of all those opacity problems of real-time automata, we move on to the opacity problems of other subclasses of timed automata.

The main results of this dissertation are as follows:

First, we give a specific method to eliminate silent transitions in augmented real-time automata, that is, merging the time sets of continuous silent transitions and the next visible transition so as to obtain a new transition. We define the concept of trace-equivalence, study the properties of event-timeset alphabets and utilize event-timeset finite automata to simulate traces of real-time automata.

We investigate the active learning algorithm for deterministic real-time automata in both continuous-time and discrete-time semantics. We implement several extensions on the active learning algorithm of finite automata. The key is to use finite automata as a transition when generating the hypothesis.

After that, we consider the opacity problems of real-time automata. After extending the definition of opacity from finite automata to timed model, we prove that the language-based opacity and state-based opacity problems are all decidable for real-time automata by means of Boolean operations and projection.

Furthermore, we explore whether there exists any other subclass of timed automata such that its opacity problems are decidable. We analyze the sufficient condition for the language-based strong-opacity problem to be decidable, and prove that the current-state opacity problem and the language-based strong-opacity problem are both undecidable for timed automata with restricted clocks by reduction. In addition, we prove the language-based strong-opacity problem and other opacity problems are decidable for timed automata in discrete semantics.

The contributions of this dissertation can be summarized as follows: we propose the first active learning algorithm based on real-time automata, find the first subclass of time automata whose opacity problems are decidable, that is, the real-time automata, and prove the undecidability of opacity for timed automata with restricted clocks. We also guess that real-time automata is the largest subclass of timed automata such that the opacity problems are decidable. Besides, we correct the proof for the undecidability of language-based strong-opacity for event-recording automata.
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