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学位论文中文摘要：
C/C++ 编程语言应用在众多关键领域的软件系统中，对于编程的规范性和语义的明确性有着极高的要求。为了避免C/C++ 特性的不当使用带来潜在安全问题，中国航天科工集团提出了面向C 语言的《航天型号软件C 语言安全子集》，同时装备发展部也提出了面向C/C++ 语言的《C/C++ 语言编程安全子集》，其中后者是前者的继承和发展。新提出的标准保留了之前标准中的76 条规则，并结合C/C++ 语言的发展提出了128 条新规则，其中包含27 条缺陷检测规则。这两个标准详细制定了C/C++ 语言安全编程过程中应当遵守的规则。由于标准中规则较多，开发过程中难免存在不规范的写法，并可能引发安全问题。因此实现一个自动化的规则检测工具来检测代码是否符合这些规则是有必要的。

Crulet 是针对《航天型号软件C 语言安全子集》实现的自动化检测工具，实现了该标准中的85 条规则。Crulet 依赖于Clang 编译器前端实现，通过将源代码转化为抽象语法树，从而实现了对于源代码语法结构上的全面分析。但是Crulet在设计时并未考虑模块化添加规则检查器、缺陷检测类规则实现和跨编译单元分析等问题，使得《C/C++ 语言编程安全子集》中规则的检查器开发无法顺利完成。为解决上述问题，本文在Crulet 工具的基础上重构实现了Crulet++ 工具。重构之后的工具将检查器运行驱动和报告输出模块提取出来，使得工具更加模块化且易于开发新的检查器。此外，通过集成Clang 编译器内置的静态分析框架，工具能够对源代码的语义、数据流和控制流进行模拟和分析，从而实现缺陷检测规则的检查器。

Crulet++ 代码规则检测与缺陷静态分析工具比较全面地支持了《C/C++ 语言编程安全子集》标准，实现了全部204 条规则中的164 条编码规范规则和27条缺陷检测规则。剩余的13 条规则，7 条不符合C/C++ 的语法规定，6 条不适合作为自动化的检测标准，均未实现相应的检查器。工具还实现了跨编译单元的分析，能够正确分析多编译单元的实际项目。工具是可扩展的，它支持用户根据自身需求添加新的规则检查器。由于在开发过程中部署了持续集成系统，本文改进了lit 测试工具并将其应用在Crulet++ 的回归测试上，同时也编写了相应的回归测试用例集。工具能够对真实项目进行检测，快速完成分析并生成较多报告，且报告具有接近95% 的准确率。在与同类型的分析工具进行比较时，Crulet++ 能够生成更多的正确分析报告。
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学位论文英文摘要：
The C and C++ programming languages are used in many software systems in critical fields, and have high requirements for normalized programming and unambiguity of code. In order to avoid the potential safety issues arising from improper use of C/C++ features, the China Aerospace Science and Industry Corporation proposed the Safe Subset of C Language for Space Armament Software for the C programming language and the Equipment Development Department also proposed the Safe Subset of C/C++ Language Programming for the C and C++ programming language, where the latter is the inheritance and development of the former. The newly proposed standard has 76 rules inherited from the previous one, together with 128 rules newly proposed according to the evolution of the C/C++ languages, where 27 of them are for detecting defects. These standards detail the rules that should be obeyed during C and C++ programming. Since the standard has so many rules, it is unavoidable to break some of the rules and introduce potential safety issues. Therefore it is necessary to implement an automated tool to check whether the code conforms to these rules.

Crulet is an automated tool for checking the Safe Subset of C Language for Space Armament Software, which integrates 85 rules from the standard. It is implemented on the top of Clang. By converting the source code into Abstract Syntax Trees, the tool can perform an overall analysis on the syntactical structures of source code. However the design of Crulet did not consider how to add modular new checkers, implement defect detection rules and analyze crossing the compilation units. To solve the above problems, we restructure the Crulet tool into Crulet++ on the basis of Crulet. The refactored tool extracts the inspector execution driver and report output component, which makes the tool more modular and easier for developing new checkers. By integrating the static analysis framework in the Clang compiler, Crulet++ can simulate and analyze the semantics, data flows, and control flows of the source code, which makes it possible to implement the defect detection rules.

Crulet++, the tool of checking coding style rules and statically analyzing defects, comprehensively supports Safe Subset of C/C++ Language Programming. Among the 204 rules in the standard, Crulet++ implements 164 coding style rules and 27 defect detection rules. For the remaining 13 rules, which are not implemented in Crulet++, 7 of them do not comply with the C/C++ syntax and the other 6 one are not suitable for automated checking. Crulet++ also implements analysis crossing compilation units, making it able to correctly analyzing real-world projects with multiple compilation units. Crulet++ is an extensible tool. Developers can add new checkers based on their own requirements. Since the continuous integration system is employed in the development process, we also improve the lit test tool and apply it to execute the regression test suit of Crulet++. In addition, we design a set of test cases for regression testing. The tool can check real-world projects, quickly finish the analyze and generate lots of reports, where the accuracy of the reports is approximately to 95%. When compared with similar analysis tools, Crulet++ produced more accurate reports.
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