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学位论文中文摘要：
得益于宽松的语法规则、利于开发的语言特性和丰富的第三方库，Python吸引了越来越多的开发者，并被应用在许多热门领域，如机器学习、数据分析和图像处理等。随着使用的增多，与Python语言特性相关的、会导致代码崩溃的缺陷也逐渐增多，开发者对检查工具的需求也在增长。受限于Python执行时编译的特性，和缺乏对造成缺陷原因的总结，已有的检查工具只能覆盖少数的缺陷类型，检查规则较为简单。此外，由于目前没有一个包含了真实项目中会导致崩溃的缺陷的数据集，这使得评估已有工具对真实缺陷的检查能力无法进行，也很难根据已有工具的不足之处开发新的的检测工具。由于Python内置类型缺陷是由官方定义，且会导致代码中止执行，本文将关注对这一类缺陷的检测和触发。本文首先对Python代码中内置类型缺陷进行了收集，并构建了包含缺陷的数据集，以支撑后续的缺陷相关的研究。利用数据集中可复现的缺陷，本文对比了已有工具对真实项目中缺陷的检测能力。基于已有工具的不足，本文提出了一个以输入数据结构约束为指导测试的方法，对数据集中包含的缺陷进行触发。具体工作包括以下两个方面：

一：本文收集了热门Python项目中对缺陷的修复记录，然后在记录的基础上手工构造测试用例，尝试对缺陷进行触发。本文使用可复现的、能造成崩溃的内置类型缺陷和手工构造的测试用例，构建了缺陷数据集ExcePy。相比于其他的数据集，该数据集额外提供了简化后的包含缺陷的代码，以避免工具因为包含缺陷的代码规模较大而崩溃。利用该数据集，本文对比了5个Python检查工具的缺陷检测能力。然后对工具无法检测出的缺陷，本文分析总结了造成这些缺陷的原因、通用的修复模板和工具可以改进的地方。
二：本文提出了一个以被测代码中对输入数据结构约束为指导的测试用例自动生成方法。本文提出的方法通过插桩Python解释器，从而同时收集Python代码和本地库代码中对输入数据结构的约束。然后使用这些约束指导Python代码层的新的输入数据生成。本文为提出的方法开发了一个工具PyCing，并将该工具应用在缺陷数据集ExcePy。此外，该工具可被用于检测Python本地库造成的内存泄漏。实验结果表明，本文提出的方法可有效地为ExcePy中的缺陷自动生成测试用例，检测Python本地库造成的内存泄漏。而且，所使用的插桩策略对Python解释器的运行效率的影响在可接受的范围内。
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学位论文英文题目：Detecting Bugs of Python Built-in Types in Python Code

学位论文作者英文姓名：Zhang Xin
学位论文英文摘要：
Liberal grammar rules, dynamic types, and plenty of third-party packages have helped Python become a popular programming language in many hot domains, including machine learning, data analysis, and image processing. As Python becomes more extensively used, the number of crash bugs associated with Python language features grows, necessitating the need for detection tools. Existing tools, however, can only cover a limited range of bug types due to limitations imposed by language features and lack of root causes. Besides, no previous work focuses on collecting or analyzing crashed bugs, resulting in a poor evaluation of existing tools and making it difficult to add new checking rules. In this paper, we focus on bugs in Python code, particularly bugs of Python built-in types, which are officially defined and can cause the execution to halt. We first collect bugs of built-in types from real-world projects and then conduct empirical research on them. Also, we present an approach for automatically generating test cases to trigger bugs. In particular, we will concentrate on the two points listed below:

We first collect development history from popular Python projects and manually write test cases to trigger bugs based on those bug fix changes. We build our benchmark ExcePy with reproducible bugs and manually constructed test cases. We also provide simplified buggy code to minimize tool crashes due to code size. We evaluate five widely-used Python tools on ExcePy and provide root causes, fix patches, and improve advice.

We then propose a fuzzing approach guided by constraints on input data structures. Because many projects in ExcePy rely on native libraries written in statically typed languages, the approach instruments the Python Interpreter to obtain constraints from both Python code and native libraries. We implement this approach in a tool named PyCing and apply it to the benchmark ExcePy to trigger bugs. The experimental results indicate that PyCing can automatically generate test cases for triggering bugs in ExcePy and detecting memory leaks. Besides, the influence of instrumentation on execution performance is within acceptable bounds.
学位论文英文关键词：Python bugs of built-in types; Automated test for Python; Test for Python native libraries.
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