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学位论文中文摘要：
随着人工智能技术地飞速发展，以深度学习为基础的智能系统被广泛地应用到自动驾驶、人脸识别、目标检测、语音识别等领域。然而研究者发现，深度学习模型由于其决策逻辑缺乏可解释性，因此容易被对抗攻击生成的对抗样本所欺骗。如何保证智能系统的安全性得到了学术界的广泛研究。基于输入转换技术的对抗样本检测能够快速且有效地防御针对深度学习模型的对抗攻击。但已有的攻击手段多种多样，生成对抗样本的原理也各不相同，一种输入转换方式无法同时有效防御多种对抗攻击。因此，在构建对抗样本检测器前，如何保证选取的输入转换方式具有良好的对抗防御潜力，以及如何利用输入转换组合来防御尽可能多的不同类别对抗攻击，成为对抗防御领域当前亟待解决的问题。
为了解决这个问题，在图像分类领域，本论文提出临界转换鲁棒性（Critical Transformation Robustness）度量指标用以刻画不同样本对于输入转换方式的转换鲁棒性。对抗样本数据集和原始正确样本集对一种输入转换方式的临界转换鲁棒性差异，可以用于判别该输入转换方式防御相应对抗攻击的有效性。同时，本文发现输入转换的参数设置对其防御有效性至关重要。而在以往的工作中通常只是人为设置离散的参数值且无任何依据。因此，本文进而提出基于临界转换鲁棒性的输入转换有效参数选取方法。最后，本文提出基于临界转换鲁棒性的对抗样本组合检测训练框架，能够在现实的混合多种对抗攻击的场景下，训练出高性能的基于输入转换组合的对抗样本检测器。

本文的主要内容和创新点总结如下：

1. 本文首次提出临界转换鲁棒性度量 指标，能够刻画输入样本对输入转换方式的转换鲁棒性。基于临界转换鲁棒性，本文提出能够判别一种输入转换方式对防御一种对抗攻击是否有效的具体方法，以及相应的参数设置方法。
2. 本文提出基于临界转换鲁棒性的对抗样本组合检测训练框架，能够对任何对抗样本数据集训练生成高效的基于输入转换组合的对抗样本检测器，具有良好的可扩展性。
3. 我们在3个典型的图像分类数据集（FMNIST，Cifar10，SVHN）上，采用3种不同的网络架构训练深度学习模型，并针对这些模型实现了22种对抗攻击方法。基于这些对抗样本数据，我们研究了文献中常见的17种输入转换方式。本文充分验证了临界转换鲁棒性能够准确度量输入样本对不同输入转换方式的转换鲁棒性，并能有效判别输入转换方式的有效性。    
4. 本文也验证了基于临界转换鲁棒性的参数设置方法能够为输入转换方式选择合理有效的参数设置。我们基于对抗样本组合检测训练框架生成了6 个不同的对抗样本检测器。在实际的多种攻击方法混合的情况下，这些对抗样本检测器的防御检测能力比现有的其他基于输入转换的对抗防御方法平均提高87.5\%，同时在检测性能差距不大的情况下，我们的方法采用了更少的输入转换方式，需要更少的训练时间，具有更高的检测效率。
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学位论文英文摘要：
With the development of artificial intelligence, deep learning based intelligent systems are widely applied in various fields , such as autonomous driving, face recognition, object detection, speech recognition and so on. However, it has been found that a deep learning model can be easily fooled by adversarial samples due to the lack of the interpretability of its decision logic. Efforts have been significantly devoted to ensure the security of these intelligent systems. And it is an effective and efficient way to defend an adversarial attack by input transformation. As there are many attacks generating adversarial samples with different principles, and one transformation can only defend some attacks. Therefore, there are questions on the table about how to ensure that a transformation can have a good defense performance before constructing an adversarial sample detector based on it, and how to use the combination of different transformations to defend attacks as many as possible.
In the field of image classification, we put forward a critical transformation robustness indicator to accurately describe the robustness difference between different inputs with respect to transformation. The difference between the critical transformation robustness of adversarial samples and that of original samples with respect to a certain transformation can be used to distinguish the defense performance of the transformation to relevant attacks.

Meanwhile, we find that transformation parameters are essential to its defense effectiveness while in previous works the parameter values are pre-determined and without any explanation.

In this thesis, we analyse and illustrate in detail the effect of choosing different parameter value and propose a rational parameter choosing method based on the critical transformation robustness indicator. Finally, we propose an adversarial sample detector training framework based on input transformation combinations. We simulate the hybrid attack scenarios under real situations, and train effective adversarial samples detectors with good performance.
The contributions of this thesis can be summarized as follows:

1. A critical transformation robustness (CTR) metric  is proposed to accurately describe the transformation robustness for a certain transformation method on a data set.
2. Based on critical transformation robustness, we propose an adversarial sample detector training framework, which can generate effective and efficient adversarial sample detectors for different adversarial datasets.
3. We carry out experiments on 3 classical image classification different data sets with 3 different network architectures, and implement 22 attack methods for these models. Based on these adversarial samples, we study in total 17 image transformations. Experimental results show that the critical transformation robustness can accurately measure the transformation robustness of a transformation on a data set, and that the decision method based on critical transformation robustness can effectively guide the selection of a transformation. 
4. At the same time, the experimental results also show that the parameter choosing method based on critical transformation robustness can select a reasonable parameter value for the transformation. When confronted a combination of attack methods in real-world scenarios, the defense ability of our proposed detectors is 87.5\% higher than the state-of-the-art other transformation based methods. In case that the detection performance of our method is close to others', our method uses fewer transformations, less training time and exhibits high detection efficiency.
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