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学位论文中文摘要：
近二十年来，伴随着计算机、控制、通信技术的不断普及深入，传统的嵌入式系统得到了进一步发展，成为了一种开放、互联并深度融合了计算、通信和控制能力的信息物理融合系统。在信息物理融合系统的诸多应用中，包含了许多诸如自动驾驶、医疗设备、高速铁路、载人航天等安全攸关的系统。这类安全攸关系统的失效可能造成重大人员伤亡和经济财产损失，甚至引发灾难性后果。与此同时，随着机器学习、近似计算、随机控制等领域的快速发展，随机性成为信息物理融合系统中计算机控制程序与物理系统演化过程中不可忽视的关键性质，为系统的安全性与可靠性保障提出了新的挑战。

相比于确定性系统，随机系统（也称为概率系统）的系统状态从一个确定的状态值提升为状态值上的概率分布，这种提升给随机系统的验证带来巨大的困难。典型的随机系统模型中，概率程序、离散随机动态系统和随机微分动态系统被广泛的用于刻画随机信息物理融合系统中的控制程序、动态系统的离散跳转与连续演化。本文围绕随机系统的形式化验证，重点研究如下问题：(1) 概率程序最弱前置期望的估计（概率程序的最弱前置期望刻画了程序的指称语义，等价于某一单点算子的最小不动点，能够表达程序终止概率，变量期望值等多种定量性质）；(2) 离散随机动态系统安全性规约的推广与验证；以及 (3) 随机微分动态系统的安全性验证。本文的研究方法基于严格的数学模型与形式推理，为随机信息物理融合系统的安全可靠性提供了重要保障。

本论文的成果和创新性贡献主要有以下几点:

一、针对概率程序最弱前置期望的估计问题，本文提出了基于循环条件加强的下界验证规则。该规则通过加强程序的循环条件，将原始程序的下界验证问题归约到一个已有验证方法能够处理的验证问题上。本文的规则放松了已有下界验证工作对程序几乎处处终止的要求，是第一个同时适用于发散概率循环与无界后置期望的下界验证规则。特别地，应用该下界规则，本文成功计算出三维随机游走终止概率的非平凡下界，该问题尚不能被已有的验证工作解决。

二、针对离散随机动态系统安全性规约的推广与验证问题，本文提出了容忍安全性与容忍规避可达性规约。并且，针对这两类容忍规约的验证，本文进一步提出了容忍障碍函数，其存在性能够推导出离散随机动态系统的容忍安全与容忍规避可达概率下界。传统的安全性规约要求系统的安全轨迹永不进入非安全区域，然而在许多实际应用中，只要轨迹进入到非安全区域的总时间小于某一阈值，这样的轨迹也被认为是“安全”的，这种情况下不必严格要求轨迹从不进入非安全区域。本文提出的容忍规约形式化了上述场景，允许系统轨迹在受限次数内访问非安全区域，更细致地刻画了系统的（非）安全行为。

三、针对随机微分动态系统的安全性验证问题，本文提出了基于指数随机障碍函数的安全性验证方法。基于指数随机障碍函数的存在性，本文方法计算出一个指数下降的非安全概率上界，从而将无穷时间上的安全性验证问题归约到对应的有限时间安全性验证问题上。从无穷时间到有限时间的归约有效地降低了安全概率估计问题的求解难度，这使得本文的方法能够获得更加紧致的安全概率的下界估计。
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学位论文英文摘要：
In recent decades, there has been a widespread and profound development of computer, control, and communication technologies. As a result, conventional embedded systems have developed into open, interconnected cyber-physical systems, which integrate computing, communication, and control capabilities in a deep and comprehensive manner. Cyber-physical systems have found numerous applications, including safety-critical systems such as autonomous driving, medical equipment, high-speed rail, and manned spaceflight. The failure of such systems can result in significant casualties, economic losses, and even catastrophic consequences. At the same time, with the rapid development of fields like machine learning, approximate computing, and stochastic control, randomness has become a fundamental property that cannot be disregarded in computer control programs or cyber-physical systems. The emergence of randomness poses new challenges to the safety and reliability of these systems.

Compared to deterministic systems, the system state of a stochastic system (also known as a probabilistic system) is transformed from a definite state to a probability distribution over states, making the verification problem more difficult. In typical stochastic system models, probabilistic programs, discrete-time stochastic systems, and stochastic differential systems are widely used to characterize control programs, discrete jumps, and continuous evolution in cyber-physical systems. This thesis focuses on the formal verification of stochastic systems and studies the following issues: (1) Estimation of the weakest preexpectation of probabilistic programs (the weakest preexpectation characterizes the denotational semantics of programs, is equivalent to the least fixed point of some monotone operator, and can express various quantitative properties); (2) Generalization of safety and reach-avoid properties and their verification problem for discrete-time stochastic systems; and (3) Safety verification of stochastic differential systems over infinite time-horizon. The methods in this thesis are based on mathematical models and formal reasoning, providing guarantees for the safety and reliability of cyber-physical systems.

The main achievements and innovative contributions are as follows:

I. For the weakest preexpectation estimation problem of probabilistic programs, this thesis proposes a lower bound verification rule based on the guard strengthening technique. By strengthening the program's loop guard, the rule reduces the original problem to an easier one that can be solved by existing techniques. The proposed rule does not confine to almost-surely terminating programs - as is the case for existing rules – and is the first lower bound rule that admits divergent probabilistic loops with possibly unbounded expectations. As an application, our thesis successfully calculates a non-trivial lower bound for the termination probability of the three-dimensional random walk, a problem that cannot be solved by existing works.

II. For the safety generalization problem of discrete-time stochastic systems, this thesis proposes tolerance safety and tolerance reach-avoid specifications. Furthermore, for verifying such tolerance specifications, this thesis defines two tolerance barrier functions, whose existence guarantee the lower bounds of the tolerance safety and reach-avoid probability. Traditional safety specifications require that the safe trajectory of a system never enters an unsafe area. However, in many practical applications, as long as the total time that a trajectory enters an unsafe area is less than a certain threshold, such a trajectory is also considered ``safe", and it is not necessary to strictly require that the trajectory never enters an unsafe area. The tolerance specification proposed in this thesis formalizes the above scenario, allowing system trajectories to visit unsafe areas within a limited number of times, and more finely characterizes the (un-)safe behavior of the system.

III. For the safety verification problem of stochastic differential systems, this thesis proposes a new method based on exponential stochastic barrier certificates. This method calculates an exponentially decreasing upper bound of non-safety probability, thus reducing the infinite-time safety verification problem to the corresponding finite-time safety verification problem. This reduction effectively reduces the difficulty and derives a tighter lower bound of safety probability.
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