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学位论文中文摘要：
凭借出色的性能表现，深度神经网络系统已经广泛应用于多种分类任务中。尽管其取得了巨大的成功，但是神经网络潜在的缺陷会产生错误，在安全攸关领域可能会导致严重损失。神经网络修复和再训练方法被用于提升神经网络的鲁棒性。相较于DNN修复方法，神经网络再训练方法可以应用于大规模神经网络和数据中。然而，作为数据驱动的编程范例，神经网络在测试和训练时需要大量的数据集，但无法自动生成正确的测试预言，需要高昂的人工标记开销和时间开销，大大降低神经网络系统的测试效率。
测试用例优先级技术被用于解决以上问题，该方法对测试输入进行排序，从而及时发现错误并用于神经网络的再训练。目前，基于softmax评估和基于损失平稳条件等多种因素被用于确定测试优先级。但是softmax评估指标只考虑类别间的概率关系，可能出现高置信度的错误类别；损失平稳条件基于样本的梯度修改方向，容易受小范围样本关系影响。
为解决上述局限并提高模型鲁棒性，本文提出对抗密度选择排序方法（简称ADS）以增强神经网络鲁棒性。
此方法结合对抗样本间关系和输出置信度等因素，提出对抗样本密度概念，用于评估每个数据样本的价值并确定样本优先级序列。
然后ADS方法提出综合选择高优先级和随机样本的Hard-Random用例选择策略，指导选择数据子集，不使用额外标注资源情况下以再训练方式提高神经网络鲁棒性。
为评估ADS方法的有效性和高效性，本文研究使用LeNet和ResNet两种经典神经网络模型和CIFAR10、FASHION-MNIST、MNIST 和SVHN 共四个图像数据集开展及多种对抗数据集进行了广泛的实例研究。实验结果表明，ADS方法在提高深度神经网络的鲁棒性方面表现出显著的有效性。与目前DeepGini和RobOT两种技术相比较，ADS方法的再训练鲁棒性提升幅度平均可以达到10\%到28\%。同时，ADS方法还用于排序发现错误样本，结果表明ADS的测试优先级排序效果更优，对比其他方法可以提高最多24\%的APFD值和25\%的AUC-n值。
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学位论文英文摘要：
Deep neural network systems have been widely applied to various classification tasks due to their outstanding performance. Despite their tremendous success, potential defects of neural networks may cause errors and result in serious losses in safety-critical areas.
Neural network repair and retraining methods have been used to improve the robustness of neural networks. Compared to DNN repair methods, neural network retraining methods can be applied to large-scale neural networks and data. However, as a data-driven programming paradigm, neural networks require a large dataset for testing and training, but cannot generate correct test oracle automatically This requires expensive human labeling costs and time, greatly reducing the testing efficiency of neural network systems.
Test case prioritization techniques have been used to address the above-mentioned issues. This method sorts the test inputs to detect errors in a timely manner and is used for neural network retraining. Currently, various factors such as softmax evaluation and loss stationary condition are used to determine the priority of testing. However, the softmax evaluation metric only considers the probability relationship between categories, which may result in high confidence in wrong categories. The loss stationary condition are based on the direction of the gradient modification of the sample, which is easily affected by small-scale sample relationships.
To address the aforementioned limitations and improve the robustness of neural networks, this thesis proposes the Adversarial Density Selection to enhance the robustness of neural networks. This method combines factors such as the relationship between adversarial samples and output confidence to propose the concept of adversarial sample density, which is used to evaluate the value of each data sample and determine the priority sequence of samples. Then, ADS proposes a case selection strategy that integrates the selection of high-priority and random samples using the Hard-Random strategy. It can be used to guide the selection of suitable data subsets for retraining to improve robustness, without using additional labeling resources.
To evaluate the effectiveness and efficiency of the ADS method, this study conducted extensive experiments using two classic neural network models, LeNet and ResNet, and four image datasets, CIFAR10, FASHION-MNIST, MNIST, and SVHN, as well as multiple adversarial datasets.
The experimental results show that ADS has better effectiveness in improving the robustness of deep neural networks. Compared with DeepGini and RobOT, ADS can achieve an average improvement in robustness of 10\% to 28\% through retraining. Furthermore, the results show that the test case priotitization effect of ADS is better, which can improve the APFD value by up to 24\% and the AUC-n value by up to 25\% compared with other methods.
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