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学位论文中文摘要：

随着移动设备的普及和需求的增加，移动应用程序在人们的生活中得到广泛的应用，并发挥着不可替代的作用。安卓系统因其开源性吸引了众多安卓应用开发者。然而，由于安卓应用开发人员的水平良莠不齐，且许多应用在上市前缺乏充分的测试，安卓应用的质量问题越发普遍，且不容忽视，这一方面影响应用程序的可用性和稳定性；另一方面可能为恶意攻击提供可乘之机，甚至导致重大的经济损失和安全事故。

在安卓应用程序的缺陷中，并发缺陷是一类常见的程序错误。多线程编程模型和安卓异步事件处理机制的同时引入，增大了安卓应用的运行时行为的不确定性，使得安卓系统中的并发缺陷检测比传统的并发缺陷检测更加复杂和困难。

数据竞争作为最基本的并发缺陷，会引发程序崩溃、结果不正确以及死锁等，严重影响应用程序的可用性和可靠性。因此，研究如何有效地检测和避免安卓应用程序中的数据竞争十分必要。然而，已有的针对安卓数据竞争的检测工具除了触发崩溃类的工具之外都存在误报问题，且扩展性较差。例如，目前最先进的EventRacer和ERCatcher基于Happens-before算法进行检测，而Happens-before算法不考虑程序的读写一致性和控制流等约束，导致引入误报。近年来，针对传统Java并发模型的数据竞争检测技术研究进展显著，如SHB、M2、SeqCheck可以同时保证精确性和高效性。然而，这类工具由于并发模型的差异无法直接应用于安卓应用程序。

本文提出了首个针对安卓应用程序的预测性数据竞争精确检测算法AndroidCheck，引入了读写一致性和控制流的约束保证精确性，并提出多任务区分的优化策略来提高检测能力。另外，本文实现了针对安卓应用的轻量级静态插桩工具AndroidInstr，将其和AndroidCheck检测部分合并为完整的检测工具。本文选取了32个测试用例作为测试集，其中包括18个真实的大规模程序。实验结果表明相比于最新先进技术，AndroidCheck具有更好的检测能力和检测效率，并且能够保证检测结果的精确性。
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学位论文英文摘要：

With the increasing demand for mobile devices, mobile applications have been widely used in people's lives and play an irreplaceable role. Android system has attracted numerous developers because of its open source nature. However, due to the uneven level of developers and the lack of sufficient testing, bugs in Android applications are becoming increasingly common and cannot be ignored. On the one hand, these bugs affect the availability and stability of the application programs.On the other hand, they may provide opportunities for malicious attacks, and even cause significant economic losses and security incidents.

Concurrency bugs are a common type of program bugs in Android applications. The introduction of multi-threaded programming model and asynchronous event mechanism increase the non-determinism of multithreaded executions, making the detection of concurrency bugs in Android applications more complex and difficult than traditional concurrency bugs. Data race, as the most basic type of concurrency bugs, can cause program crashes, incorrect results and deadlocks, severely affecting the availability and reliability of applications. Therefore, it is necessary to effectively detect and avoid data races in Android applications.

However, existing detection approaches for data races in Android applications, except for crash-triggering ones, suffer from massive false positive reports and low scalability. For example, EventRacer and ERCatcher, the state-of-the-art dynamic and static Andriod data race detectors, are based on the Happens-before algorithm for detection, which does not consider constraints such as read-write consistency and control-flow in programs, leading to false positives. In recent years, significant progress has been made in the research of data race detection for traditional Java concurrency models, such as SHB, M2, and SeqCheck, which can ensure both accuracy and efficiency. However, these approaches cannot be directly applied to Android applications due to differences in concurrency models between Java and Android applications.

This thesis proposes the first predictive and sound detection algorithm for data races in Android programs, called AndroidCheck. 
AndroidCheck introduces constraints such as read-write consistency and control-flow to ensure accuracy, and applies optimization through multi-task differentiation to improve detection capability. In addition, this thesis implements a lightweight static instrumentation tool, AndroidInstr, for Android programs, which is combined with AndroidCheck to form a complete detection tool. This thesis selects 32 Android application programs as benchmarks, including 18 real large-scale programs. Experimental results show that compared with the state-of-the-art approaches, AndroidCheck has excellent detection capability and efficiency while achieving soundness.
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