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学位论文中文摘要：


基于模型的测试是一种应用广泛的软件测试技术，其中模型是需求规范或程序实现的抽象，能够为自动推导测试用例提供服务。在工程实践中，通过构建测试模型并复用于不同的被测对象或需求上，可以有效降低测试的成本。然而，构建针对性的模型以及提高测试生成的效率是基于模型的测试所面临的两类主要挑战。缺乏针对性的模型会导致冗余无效的测试，有时因为模型规模庞大甚至会导致单个测试用例的生成都很困难。
本文以约束引导为视角，通过在软件的动态和静态信息中提取约束来提高模型的针对性，进而优化测试生成效果。在基于模型的测试过程中，有效的测试输入通常受到约束限制，因此识别约束是建模的关键环节；于此同时，约束的使用方式和表达形式可以进一步引导模型快速构造测试用例。通过约束引导的方法，本文研究基于模型的测试中三个典型问题，主要研究工作及创新点如下：

1. 组件接口的健壮性测试。组件接口的输入具有灵活结构，健壮性测试的通用模型如果不能刻画待测对象，则可能会导致测试集的冗余。针对该问题，本文提出一种识别测试对象输入结构性约束的测试建模方法。该方法对特定测试对象采用路径敏感的分析获取函数摘要，从而提取出影响测试对象执行的输入组成结构和输入字段之间的交互关系，将其自动转换为变强度组合测试模型和模型约束。这种方法可以更具针对性地采样少数测试用例，从而触发多样的程序行为。安卓应用的暴露活动是使用广泛且风险程度高的典型组件接口，我们对其开展测试研究。进一步地，作为测试对象的众多组件具有不同的特征，识别某些组件的误暴露等特性可优化组件间的测试力度分配，提高测试效率。我们将本部分的方法实现为测试工具 ExaDroid，并将该工具在安卓应用的 135 个暴露活动进行应用。实验结果表明，ExaDroid 可以以平均每个活动 11.6 个测试用例的代价触发 75 个独立崩溃。

2. 面向同一规约的多应用符合性测试。用自然语言描述的规约通常会遇到不具体的情况，不同的实现会进行差异化的解读。如果将规约建模为符合性测试的公共模型，以此模型填充数据产生的测试用例对特定测试对象可能是无效的。对应于具体实现，应构造本地模型，以约束限制公共模型避免产生无效测试。本文以浏览器为测试对象，依据 HTML 5 标准符合性测试创建了公共模型，并基于本地模型的约束排序增量式地为一组本地模型生成通用测试集。增量式方法使得各测试对象尽可能重用公共测试用例，并且为特定测试对象补充尽量少的额外测试用例。实验表明，本文的建模和测试生成方法能够面向符合性测试的差异化实现有效构造精简的测试集。通过对类型识别、资源获取、布局显示、音频播放和视频播放等五个功能分别建模，本文所提出的方法触发了主流浏览器的上百个缺陷，并据此总结了十种常见缺陷类型。测试结果表明，主流浏览器实现了 HTML 5 规范的基本功能要求，但无法完全支持来自 HTML 元素、相关 JavaScript API 和媒体文件特性的组合，这些问题在已有领域专家构造的测试集里是无法发现的。

3. 面向性质的测试用例快速生成。面向特定性质构造测试用例经常是非常复杂的搜索过程。然而，满足需求的测试用例触发的运行信息可能相似，因而这些信息可以作为约束来化简模型。在测试生成过程中，这些约束可以引导搜索过程快速收敛到满足需求的测试用例。本文将前馈全连接神经网络模型上面向性质的测试作为研究对象，基于采样统计来获取神经元激活频率。之后，将这些高频激活或灭活的神经元激活状态的约束作为测试生成的初始状态，从而提高搜索效率。本部分研究通过利用神经网络的统计特征和梯度计算，实现了高效的采样统计策略以获取限制神经元取值范围的约束。在多个经典神经网络上的实验表明，该方法能够约减 40% 的神经元激活状态变量数目，从而有效地减少模型上的搜索空间，使前沿工具的测试生成效率获得 80 倍的提升。

本文工作表明，约束丰富了模型的信息，使得测试更具针对性，同时对约束的合理处理也有助于提高测试的效率。从软件的动静态信息提取约束的方法已被应用于三类典型场景，在测试集精简、缺陷发现和测试生成加速上都取得了很好的效果。

学位论文中文关键词：基于模型的测试，约束引导的测试，组合测试，深度神经网络模型，测试用例生成
学位论文英文题目：Constraint-Guided Test Modeling and Test Case Generation
学位论文作者英文姓名：DENG Xi
学位论文英文摘要：
Model-based testing is a widely used software testing technique, in which the model is an abstraction of the requirement specification or the program implementation, serving for the automatic derivation of test cases. In practice, the cost of testing can be effectively reduced by constructing a general model and reusing it for different test subjects or test requirements. However, constructing targeted models and improving the test generation efficiency are two main challenges faced by model-based testing. A general model that lacks specificity can lead to redundant and invalid tests, and sometimes it is difficult to generate even a single test case due to the large size of the model. 

This paper studies from the perspective of constraints, extracts the dynamic and static information of the software, and describes such information in the form of constraints to improve the specificity of the model. There are two reasons for introducing constraints: on the one hand, in the process of model-based testing, constraints exist naturally, and the valid test inputs are restricted; on the other hand, constraints are flexible and expressive and can further guide the model to quickly build test cases. This paper studies three typical problems in model-based testing through a constraint-guided perspective: (1) robustness testing of component interfaces; (2) multi-application conformance testing for the same specification; (3) rapid generation of property-oriented test cases. The main research work and innovations of this paper are as follows:

1. The input structure of the component interface is flexible, and if the general model of robustness testing cannot reflect the component under test, it will lead to the redundancy in the generated test suite. This paper proposes a test modeling approach by identifying the input structural constraints of the test object. The approach applies path-sensitive analysis to obtain method summaries for a specific test object, thereby extracting the input structure and the interaction among input fields that affect the execution of the test object, and automatically converting them into a variable-strength combinatorial testing model and constraints in the model. This approach allows for more targeted sampling to obtain a small number of test cases to trigger diverse program behaviors. The exported activity of Android applications is a typical kind of component interfaces that is widely used and has high risk. We conduct the test study on them. Further, the numerous components under test have different characteristics. By identifying component characteristics such as the mis-exposure, this paper optimizes the allocation of test resources among components and improves the efficiency of testing. We implement the tool ExaDroid, which successfully found 74 unique crashes across 135 components, at an average cost of 11.6 test cases per component.

2. The specification described in natural language usually is not concrete, and the implementations will interpret it differently. When modeling such a specification as a public model of conformance testing, test cases that are generated by populating this model with data may not be valid for a particular test object. For a particular implementation, a local model should be built to constrain the public model to avoid invalid tests. This paper constructs public models for conformance testing of browser implementations of the HTML 5 standard, and incrementally generates common test suites for a group of local models based on ordering the constraints of local models. The incremental approach allows test objects to reuse common test cases as much as possible while supplementing as few additional test cases as possible for specific test objects. Experiments show that the modeling and the test generation approach in this paper can effectively build test suites oriented to differentiated implementations in the conformance testing. We model five function requirements, including the type recognition, resource fetching, content layout, audio playback, and video playback, respectively. Based on these models we find hundreds of defects in modern browsers, and summarize ten error-prone points. Test results show that browsers implement the basic functional requirements of the HTML5 specification, but do not fully support the combination of features from HTML elements, related JavaScript APIs and media files. Such flaws cannot be detected in existing expert-built test suites.

3. In property-oriented testing, constructing a required test case can be a very complex searching process. We note that the running information triggered by the test cases that satisfy a specific requirement may be similar, so this information can be used as a constraint to reduce the testing model. In the test generation process, these constraints can guide the searching to quickly converge to test cases that satisfy the requirement. This paper studies property-based testing on feed-forward fully-connected neural network models. It obtains the activation frequencies of neurons by statistical sampling. The constraints on the activation states of these frequently activated or deactivated neurons are used as initial states of the test generation to improve the search efficiency. Exploiting the statistical characteristics and gradient computation on neural networks, this paper proposes an efficient statistical sampling strategy to obtain constraints that limit the value range of neurons.  Experiments on several classical neural networks show that this method can reduce more than 40% of neuron activation state variables, effectively reducing the searching space on the model. It brings acceleration to state-of-the-art tools, up to 80x, in generating test cases. 

The work in this paper shows that constraints enrich the information of the model and make testing more targeted. At the same time, proper handling of constraints also helps to improve the efficiency of testing. The approach of extracting constraints from dynamic and static information of software has been applied to three typical scenarios. Our modeling and testing have yielded promising results in reducing test suite size, uncovering defects, and speeding up test generation.
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