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W.C. Shi, "On Design of Trusted Software Base with Support of TPCM," INTRUST 2009,

LNCS 6163, Springer-Verlag, pp.1-15, 2010.
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SPECGIFICATION OF A MITRE
TRUSTED COMPUTING BASE (TCB) .

30 November 1979

Bedford. Massachusetts

A Trusted Computing Base (TCB) is the totality of access control
mechanisms for an operating system. A TCB should provide both a
banic protection environment and the additiovnal user services required
for a truatworthy turnkey system. The basic protection environment
is equivalent to that provided by a security kernel; the user services
are analcgous to the facilities provided by trusted processes in
kernel-based systems. This report documents the performance, design,
and devalopment requirements for a TCB for a general-purpose operating

systen,
/
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e ATCB 1s the totality of access control mechanisms for
an operating system.

e A TCB 1s a hardware and software access control
mechanism

e that establishes a protection environment to control the
sharing of information in computer systems.

e A TCB 1s an implementation of a reference monitor
e that controls when and how data 1s accessed.
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D. Lie, C.A. Thekkath, M. Horowitz. Implementing an Untrusted Operating System on

Trusted Hardware. ACM SIGOPS Operating Systems Review, 37(5), Dec 2003:178~192.
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G.E. Suh, D. Clarke, B. Gassend, M. van Dijk, S. Devadas. AEGIS: Architecture for Tamper-
Evident and Tamper-Resistant Processing. Proceedings of the 17th Annual International
Conference on Supercomputing (ICS'03), ACM Press, 2003:160~171.
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P. England, B. Lampson, J. Manferdelli, M. Peinado, B. Willman. A Trusted Open Platform.

IEEE Computer, 36(7), pp. 55-62. Jul 2003.
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R. Sailer, X. Zhang, T. Jaeger, L. Van Doorn. Design and Implementation of a TCG-based

Integrity Measurement Architecture. Proceedings of the 13th USENIX Security Symposium,
San Diego, CA, USA, Aug. 2004: 223~238.
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Dan R.K. Ports, Tal Garfinkel. Towards Application Security on Untrusted Operating System:s.
3rd USENIX Workshop on Hot Topics in Security (HotSec'08), San Jose, CA, USA, Jul 2008
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MTR080072
MITRE TECHNICAL REPORT

Attestation: Evidence and Trust

MITRE is a not-for-profit company that runs six US Government "Federally Funded Research &

Development Centers" (FFRDCs) dedicated to working in the public interest. It is the manager for a

number of standards such as CVE, CWE, OVAL, CAPEC, STIX, TAXI, etc.

March 2008

(©2007,2008 The MITRE Corporation. All Rights Reserved.

MITRE

Center for Integrated Intelligence Systems
Bedford, Massachusetts
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E@% 20th ACM Conference on Computer and Communications Security

November 4 - 8, 2013 Berlin, Germany

CCS 2013 Highlights wﬁﬁffﬁrﬂ* P

F. Armknecht, A.-R. Sadeghi, S. Schulz, C. Wachsmann. A Security Framework for the Analysis and Design of Software
Attestation. 20th ACM Conference on Computer and Communications Security (CCS 2013), ACM Press, 2013:1~12.

E. Owusu, J. Guajardo, J. McCune, J. Newsome, A. Perrig, A. Vasudevan. OASIS: On Achieving a Sanctuary for
Integrity and Secrecy on Untrusted Platforms. 20th ACM Conference on Computer and Communications Security (CCS
2013), ACM Press, 2013:13~24.

J. Butterworth, C. Kallenberg, X. Kovah, A. Herzog. BIOS Chronomancy: Fixing the Core Root of Trust for
Measurement. 20th ACM Conference on Computer and Communications Security (CCS 2013), ACM Press, 2013:25~36.
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X. Li, W.C. Shi, Z.H. Liang, B. Liang, Z.Y. Shan, "Operating System Mechanisms for
TPM-Based Lifetime Measurement of Process Integrity," IEEE MASS 2009 & TSP 2009,
IEEE Computer Society, pp. 783-789, 2009.
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W.C. Shi, HW. Zhou, J.H. Yuan, B. Liang, “Detecting Compromised Kernel Hooks with
Support of Hardware Debugging Features,” China Communications, 9(10), pp. 78-90,

2012.




() PARKE @s s

Y

128 B 7 A ] R




¢ I EgCcimiFas
geedmiF FE MR
—> %ﬁﬁ%———*iﬁ*ﬁiﬁ]“;*RTL?Eé%i“;*?E%ﬁ?ﬁ'@'““ﬂ%ﬁﬁ“@' —>
N
4 TP NOPIR & HIRTLTE 3% ST ANOPIES
/ \
[insns—based?ﬁ%] [ md-based F £ J




Wrarrrs ass

J B N N

TIEPHB: NIRRT R

( A 727 5 )

| |
| |
O S mu

B

PMCHE 4554

PMC (Performance Monitoring Counter) #) £ &I 48: ILFKCPUY F 4L 4K
B, BAFEE: ERESIATRIEL EH %ﬁyﬁf N By [ KR EK o

W.C. Shi, HW. Zhou, J.H. Yuan, B. Liang, “DCFI-Checker: Checking Kernel Dynamic
Control Flow Integrity with Performance Monitoring Counter,” China Communications,

11(9), pp. 31-46, 2014.
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H.W. Zhou, X. Wu, W.C. Shi, J H. Yuan, B. Liang, “HDROP: Detecting ROP Attacks
Using Performance Monitoring Counters,” X. Huang and J. Zhou (Eds.): ISPEC 2014,
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- Command-line interfaces (nova, neutron, swift, etc)

- Cloud Management Tools (Rightscale, Enstratius, etc)
- GUI tools (Dashboard, Cyberduck, iPhone dlient, etc)
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