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 Binary Executable Transforms (BET)
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* Aligot(CCS’12),Dispatcher(CCS’09),ReFormat(ESORICS‘09),
Polyglot(CCS’07), Discover(USNIX’07), TUPNI(CCSO08), Prospex(S&P’09)

R

e TaintScop(TISSEC’11), Automated whitebox fuzz testing(NDSS’08),
e Grammar-Based Whitebox Fuzzing ( PLDI’08)
e SPIKE, PEACH, SULLEY

iA'#F/Fﬁ/H \1-}? ’ﬁ%ljﬁﬁ

e Differential Slicing(S&P’11),Comparative
Causality(ICSE’13),DTA++(NDSS’11)

e Automating Information Flow Analysis of Low Level Code(CCS’14)
e AEG on Source Code(NDSS’11),APEG(S&P’08)
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e PolyAEG (Automatic Exploit Generation ) ZA&%t
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shellcode
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« {XAB=: 30,000 lines of G/C++

- EitiTH

AT AL RS AOTAZ%E (Application
Oriented Tainting Analysis)

— IR Z3 SMT solver
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ARG S 5L

LRI AR KiRE

WAL HR CVEH S TRiRIRE F SR
IrfanView v3.99 CVE-2007-2363 return address 2648
CoolPlayerv2.19.2  CVE-2009-1437 return address 601
MP3 CD Ripper CVE-2011-5165 return address 4432
V2.6
AutoPlay v1.33 CVE-2009-0243 return address &function 701

pointer
WAV Converter v1.5 CVE-2010-2348 function pointer 8208
FloatFtp v1.00 CNNVD-201302-349 return address 081
Aviosoft DVD CVE-2011-4496 return address 1472
Player
Internet Download return address 2340
Manager V6.12
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o SCIGHFEZA—Shel ICode

FF5 RAY Thee
1 CMD J& B FEShell 21
2 MSG 5 HMSG B 45
3 ADD IS DA HL K 233
4 DWN AT HAT A 297
5 STC B8 — it A 226
6 REC I ) 4 i 366
7 STN B s AR T 86
8 BLP A 7€ Aot Wr S 1 338
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BAF AR ShellCode iR A%

. - )
IrfanView v3.99 / N\
CVE-2007-2363 DWN 3 \ 4rzd /

— -

CoolPlayer v2.19.2 CMD / > 59 R 3750
CVE-2009-1437 \ /

—_ -
MP3 CD Ripper v2.6
CVE-2011-5165 ADD 1 SRR
AutoPlay v1.33
CVE-2009-0243 MSG 3 282
WAV Converter v1.5
CVE-2010-2348 STC 4 180
FloatFtp v1.00
CNNVD-201302-349 BLP 4 367
Aviosoft DVD Player
CVE-2011-4496 REC L 126
Internet Download Manager V6.12 STN 3 112
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Fig. 8. The statistics about tainted instructions, constraint formulas and symbolic
variables for all programs.
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Fig. 10. The memory overhead DE.PDI;-.-D—PIHC glmt eneration.
Fig. 9. The time overhead on one exploit generation. l UE ce) U~) UL S S b N i
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APEG(S&P'08) by CMU  EAHANT, MRS R AR T R wn RS
AEG(NDSS’11) by CMU ﬁgﬁgﬁﬁﬁﬁﬁmﬁmﬁa’mﬁﬁﬁ’ R R BT A R 2 R R R BT R
- 18 I B U A 7 A A B AR $8 2 Fshellcode BAR F5 4156 BXURN S for S W
AXGEN (MSC TS0 bmma2MiiXR, ARMRRERMIE WARTLZHIE  BAME, AREHRH
y FIFAHD TR R DA 2k R
, FIHRA R SMIT Chybrid symbolic execution) BRI R I 55 sk
MAVHEMGSPTID DY s 251 it j 22 (index-based WREFREEE &, AARTUSTRIE
memory modeling)4= FRESIE 1 P F AR HG PR, ToiksEBRAIH
AR5 AT BB AR 7 4 A
i T A R AT P AORE A
shellcode™] AFERHIDLE, F F SLB4L 534, . sy b )
PolyAEG by ISCAS TRIRB AR, Ml £ RN ] (B o, IR R R B %g%ﬁﬁggmﬁﬁ@
SR P A R & PetE :
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» RINISREARBIER— “—HZE” 7
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« DEP (Data Execution Prevention) |o]gi

— ROP (Return—-oriented programming) «--.
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