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OPGHSSL Errata Security

The Heartbleed Bug

The Heartbleed Bug is a serious vulnerability in the popular OpenSSL

cryptographic software library. This weakness allows stealing the .

information protected, under normal conditions, by the SSL/TLS BaSh bllg as blg as Heal‘tbleed
encryption used to secure the Internet. SSL/TLS provides communication

security and privacy over the Internet for applications such as web, email, By Robert Graham
instant messaging (IM) and some virtual private networks (VPNs).

Today's bash bug is as big a deal
as Heartbleed. That's for many
reasons.

The Heartbleed bug allows anyone on the Internet to read the memory of
the systems protected by the vulnerable versions of the OpenSSL
software. This compromises the secret keys used to identify the service
providers and to encrypt the traffic, the names and passwords of the
users and the actual content. This allows attackers to eavesdrop on

LI -
communications, steal data directly from the services and users and to : T b ) b == ‘,ﬂ-
impersonate services and users. The first reason is that the bUg LD ! / l l 1 Ci S ]
interacts with other software in
unexpected ways. We know that

What leaks in practice? How to stop the leak? i . . .
P P interacting with the shell is
We have tested some of our own services from As long as the vulnerable version of OpenSSLis inuse d but it de that
attacker's perspective. We attacked ourselves from it can be abused. Fixed OpenSSL has been released angerous, ut we write code tha
outside, without leaving a trace. Without using any and now it has to be deployed. Operating system does it anyway. An enormous
privileged information or credentials we were able ?/endors and distribution, appliance vendors, percentage of software interacts
steal from ourselves the secret keys used for our independent software vendors have to adopt the fix ¥ : F
X.509 certificates, user names and passwords, instant and notify their users. Service providers and users with the shell in some fashion.
messages, emails and business critical documents | the software out there that is vulnerable to

communication.

2 SSL bug: OpenSSL is included in a bajillion
BE % Eh‘¢§§é 7 le to fully quantify exactly how much
I A °
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Software Wars

Web AJAX

Services \ ‘i Apple iTunes

2006-12-28 Copyright 2006

http://mshiltonj.com/software wars/ ALl trademarks are property of their respective owners. Inspired by Andy Tai http://atai.org/
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